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Abstract— Mobile Ad hoc networks (MANETS) are defenseless to
having their powerful operation compromised by a variety of
security attacks in view of the highlights like unreliability of
remote connections between nodes, continually evolving topology,
limited battery power, absence of centralized control and other.
Nodes may misbehave either on the grounds that they are
malicious and deliberately wish to disturb the network, or since
they are selfish and wish to preserve their own scarce resources,
for example, power. In this paper, a mechanism is been
introduced that empowers the detection of nodes that exhibit
packet forwarding misbehavior. The methodology is in view of
the use of two techniques which will be utilized in such a way that
the results produced by one of them are further transformed by
the other to finally generate the list of misbehaving nodes. The
first partidentifies the misbehaving links using 2ACK technique
and this information is fed into second part which utilizes the
principle of conservation of flow (PFC) technique to recognize
the misbehaving nodes. The issue with the 2ACK algorithm is
that it can recognize the misbehaving link but cannot decide
upon which one of the nodes connected with that link are
misbehaving. Subsequently we utilize the principle of
conservation of flow, PFC for the second part which recognizes
the misbehaving nodes associated with that of the misbehaving
link.

Key Words—Mobile- ad-hoc network (MANET), 2ACK, principle
of conservation flow, mishehaving link

I.  INTRODUCTION

Mobile Ad hoc network (MANET) is an accumulation of
digital data terminals outfitted with wireless transreceivers
which can communicate with one another without the need of
any fixed infrastructure. As it were, not at all like the
infrastructure based mobile networks like the cellular
networks which oblige a base station for the transmission of
data packets, the manets are infrastructure less networks
wherein the nodes can straightforwardly communicate with
one another without the need of any routers. Every node
consolidates the functionality of the router and can transmit
packets specifically to those nodes which are inside its
transmission range, furthermore advances packets on the
behalf of any other node which wishes to transmit the data
packets to some other node which is not inside its
transmission range. In other words, to achieve the data
communication between those nodes which are not inside the
transmission scope of each other, data packets are handed-off
over a sequence of intermediate nodes using the "store and
forward multi-hop" transmission rule. The wireless nature and
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inherent highlights of mobile ad hoc networks makes them
defenseless against a wide assortment of attacks by
misbehaving nodes. Such attacks range from passive
eavesdropping  where a node tries to acquire unapproved
access to data bound for another node, to active interference
where malicious nodes obstruct network performance by not
obeying universally satisfactory guidelines

Two sorts of MANETS exist: Closed and Open. Ina closed
MANET, all the nodes work in collaboration to fulfill a
typical objective like emergency search or rescue operation .
In an open MANET, all the nodes impart their resources so
as to accomplish their individual objectives and guarantee
global connectivity. In other words , as the nodes partake in
network activities, the battery power continues decreasing.
Henceforth there may be a circumstance where certain nodes
want to benefit by utilizing the resources of other nodes
which forward their data packets however they decline to give
the service to other nodes . Such nodes basically drop the
packets as opposed to sending them to their next neighbor.
These nodes are said to be selfish or mishehaving nodes .

With a specific end goal to relieve the impacts of routing
misbehavior, several methodologies were proposed [3], [4],
[5] and [6]. In [3], a methodology was proposed which
included two components watchdog and pathrater. The
watchdog overhears the remote medium to check whether the
following node in the path advances the packets to its next
neighbor on the route. In the event that it does not forward the
packets, it is considered as misbehaving node. Thusly,
watchdog recognizes misbehaving nodes by indiscriminately
listening to the next node’s transmission. The pathrater uses
the information gained by the watchdog to dispense with the
misbehaving nodes from the routing path. Anyhow the
disadvantage of this methodology is that, watchdog may not
recognize a misbehaving node in the vicinity of ambiguous
collisions, receiver collisions or nodes equipped for
controlling their transmission power. Such shortcomings are
the consequence of utilizing unbridled listening to figure out if
a node has forwarded packet or not.

In this paper a scheme is been proposed which
productively identifies the misbehaving nodes so that they
may be discarded from the network. It is in based on the
utilization of two techniques: 2ACK scheme and PFC
(Principle of Flow of Conservation) scheme. The 2ACK
technique is utilized to identify the misbehaving links
through two-hop acknowledgment packets called 2ACK
packets which are alloted a fixed d two-hop route in the
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opposite direction of flow of data packets. At whatever point a
node advances a data packet, it expects to get a 2ACK packet
from the destination of the next hop link. Taking into account
the number of packets which missed the 2ACK packets within
e a certain time limit, a choice about the misbehaving link is
taken. This information of the misbehaving link is used by
PFC technique which decides the misbehaving node(s)
connected with the misbehaving link. The choice is based on
the analysis of inflow and the outflow of the data packets
associated with the nodes. As pointed out in [8], the 2ACK
procedure determines the misbehaving link and it must be
figured out which one of the two nodes associated with this
link are misbehaving. Our proposed scheme meets
expectations at deciding the misbehaving node through the
knowledge of misbehaving link by utilizing the 2ACK
procedure took after by the PFC procedure.

Il. RELATED WORK

A number of approaches have been proposed to detect and
overcome the problem of node misbehavior. In [1], Miranda
and Rodrigues adopted a methodology where every node i
keeps up information about every other node | in the
manifestation of a data structure represented as Statusi[j]
which shows node i's impression about node j. It additionally
looks after a credit counter where credits are earned for
packet sending activity. Aside from this, every node i
additionally keeps up two rundowns for every node j which
contains those nodes to which node j will furthermore, won't
give service. This data is intermittently broadcasted in the
form of self-state message which is utilized by different nodes
to upgrade their own rundowns.

Marti et al. [3] proposed a scheme for misbehavior
detection which includes two components specifically
Watchdog and Pathrater. The Watchdog module overhears the
medium to ensure that the next-hop node steadfastly advances
the packet to it’s next neighbor. It keeps up a buffer of all
recently sent packets and holds up to overhear the next-hop
node forwarding the packet within a certain time limit. Under
those circumstances, the packet is cleared from the buffer.
Otherwise, the next-hop node is accused as mishehaving. The
Pathrater uses the allegations of Watchdog to rate each of the
paths maintained in it’s cache. Based on this rating the path
which best avoids misbehaving nodes is chosen. This scheme
requires that nodes operate in promiscuous mode due to which
detection o misbehavior may fail or false alarms may be raised
in th presence of ambiguous collisions, receiver collisions and
limited transmission power

Buchegger and Le Boudec [5] proposed a protocol called
CONFIDANT. It is based on selective altruism and
utilitarianism. It includes four vital components specifically:
Monitor, Reputation System, Path Manager, and Trust
Manager. The Monitor of every node keeps track of the
forwarding behavior of next-hop node by overhearing the
medium. Any suspicious behavior causes the warning to be
passed on to the Reputation System which takes into account
the significance and the frequency of the event based on which
the rating of the suspicious node is decreased. When the
rating reaches below a threshold, control is passed on to the
Path Manager which accordingly modifies the route cache and

the Trust Manager propagates the Alarm message to all the
nodes. The criteria for choosing the threshold which decides
the misbehavior is difficult. Since the scheme is based on
indiscriminate overhearing by the nodes, it experiences the
same downsides as the Watchdog and Pathrater system.

I1l.  PROPOSED SYSTEM

The proposed scheme works in two phases which take place
in parallel: In the first phase, 2ACK technique [8] is used to
carried out on all misbehaving links found on the route formed
by any basic routing algorithm like Dynamic Source Routing
( DSR). All such links are blacklisted and in the second phase,
each node scans the blacklist periodically to check if any of
it’s neighbors are associated with blacklisted links. For each
such neighbor, the PFC technique is applied to determine
whether it is a misbehaving node

A. 2ACK Technique
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Fig.1 2ACK Scheme

The 2ACK strategy is a network- layer technique which is
used to detect misbehaving links so that they may be avoided
from the routing paths in future. It can be utilized as an add-
on to the current routing protocols like DSR. A special type
of two hop acknowledgement packet called as 2ACK packet is
used for misbehavior detection. A 2ACK packet is assigned a
fixed route of two hops (three nodes) in the opposite direction
of the data traffic route. Figure 1 illustrates the operation of
the 2ACK scheme.

At whatever point a route must be shaped from source S to
the destination D, we first utilize the essential routing protocol
like DSR. To apply the 2ACK method, we envision the
whole route as set of consecutive overlapping triplets: for
instance if S-N1-N2-N3-N4-N5-D represents a route from
Source to destination then the 2ACK method is applied to
each triplet of the set:

{(S, N1, N2) (N1, N2, N3) (N2, N3, N4) (N3, N4, N5) (N4,
N5, D)}

Let N1, N2, and N3 be the three consecutive nodes (triplet)
along a route and the route begins from the source hub S, to
the closes with end node D. As node N1 sends data packet to
N2, and N2 advances the same to N3 etc, all the while, if the
information transmission is not affirmed by the node N1, then
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such an act may be termed as ambiguity that exists without
misbehaving nodes. These issues are serious in an open
MANETSs with the presence of potential misbehaving nodes.

In the proposed 2ACK scheme an unequivocal
acknowledgment is created and will be sent by the destination
node N3. As node N3 gets the data packet effectively, it
conveys a 2ACK packet over two hops to N1 alongside the
ID of the corresponding data packet . Accordingly the triplet
[N1->N2->N3] is derived from the route of the original data
traffic. Such a triplet is utilized by N1 to monitor the link N2-
>N3. The 2ACK transmission happens for each set of triplets
along the route. Subsequently, not just the first router from the
source serve as a 2ACK packet sender., but also other nodes in
route, before the destination expect the destination node.
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Fig. 2. Data structure maintained by the observing node

The 2ACK receiver monitors the link periodically by
keeping the data about the number of data packets sent and
the number of data packets which have not been
acknowledged within the pre-defined time period known as
wait time. Each node N1 in the triplet sends a data packet to
N2 and increments the counter Cpkts. It additionally includes
the ID of node N2 to the list of nodes from whom the 2ACK
packets are anticipated that would arrive. This list is kept up
as a data structure known as LIST( see Fig. 2). It then begins
waiting for the 2ACK packet from N2. In the event that it is
received within the wait-time, then the ID of N2 is expelled
from LIST. Otherwise another counter called Cmiss is
incremented. Cmiss represents the number of 2ACK packets
which were not received within wait time. Periodically, say for
every T sec, N1 performs the monitoring of link behavior N2-
N3. The proportion Cmiss / Cpkts is compared with a
threshold Rmiss. If Cmiss / Cpkts > Rmiss then it means that
the number of missed 2ACK packets crosses the threshold
which indicates that the link N2-N3 is misbehaving and it is
blacklisted

B. PFC Technique (Principle of Conservation of flow)

2ACK algorithm can recognize the misbehaving link but
cannot decide upon which one of the nodes connected with
that link are misbehaving. Subsequently we utilize the
principle of conservation of flow, PFC Once a link is
blacklisted by the 2ACK procedure , the PFC procedure takes
both nodes associated with that link as input and discovers
behavior of both nodes independently. The mishehaving nodes
are all blacklisted so that such nodes can be penalized by not
including it in any sort of network activity. According to the
PFC technique in a static network model, a direct relation
exists between the rate of inflow traffic and the rate of outflow
traffic associated with a node. More specifically, the number
of packets received by a node xj from other neighboring nodes

for forwarding and the number of packets sent by xj to other
neighboring nodes for forwarding should be equal.

The principle of flow of conservation over an ideal static
network model can be stated as follows

>S5y = 2 Ry ()

i xs = F iy =

where the following notations are used

e Xj be a node such that xj € X, where X = {x1, x2, x3
...XN} is the set of all nodes in the network, N is the total
number of nodes in the network, and j=1, 2, 3 ... N.

e Let Yj be the subset of nodes in the network which are
neighbors of , i.e. Yj is the neighborhood of xj. It follows
that xj € Yjand also Yj < X.

e Let At be the period of time elapsed between two points in
time t0 and t1 such that At =t1 —t0.

e Let Rij be the number of packets that node xi has
successfully sent to node xj for xj to forward to a further
node; xi € Yj, xj € Yj, i #jandRi; (t0) = 0.

e Let Si; be the number of packets that node xi has
successfully received from node xj that did not originate
at xj; xi €Yj, xj € Yj,i#jand Si; (t0) = 0.

The above equation holds good over an ideal static
environment in which no collisions occur during the time
period At. But in a MANET’s environment, the ideal condition
does not exist. First the wireless medium is error prone and
packets get lost during transmission. Secondly nodes compete
to use the medium, hence there is a possibility of collisions.
Nodes may exhibit malicious behavior unintentionally,
especially in a MANET because of several reasons like the
unavailability of resources like CPU cycles, buffer space and
bandwidth when the packet has to be forwarded. Hence a
threshold has to be setup in order to accommodate
unintentional misbehavior by a node which may result in
packet dropping. Mathematically, it can be represented as
follows which is the modification to the equation given above.

(1= Vaesior ) 2, S (1) = 2 Ry (t)

il x. =¥ Vil =r

where the threshold factor ythreshold can take values
between 0 and 1.

IV. PROPOSED ALGORITHM

Every node keeps running the 2ACK algorithm whenever a
route must be created from a source node S to a destination
node D. The 2ACK strategy includes the logical formation of
overlapping triplets upon the routing path from source S to
destination D. The module LINK MISBEHAVIOUR
DETECTION (see Fig.3) is executed by a node which is
logically the first one in a triplet along the route. It forwards /
sends the data packet and applies the idea of 2ACK technique
to determine the misbehaving link. The module 2ACK
PACKET SENDER ( see Fig. 4) is executed by a node which
is logically the last one in the triplet along a route. It receives
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the data packet and as per the 2ACK technique, if it is well
behaving then, it is supposed to send 2ACK packet over two
hops in the reverse direction to that node which is the first one
in the triplet.

LINK MISBEHAVIOUR. DETECTICIN

While (true) do
Send Data Packet with ID as PokIDx,
Inerease Cplits;
Add PekID to LIST;
Start Timer for PeldD and Wait for 2ACK packet,
Receive 2ACK packet
If ( PekID in 2ACK 12in LIST)
Remove PckdD) and it°s timer from LIST;
Endlf
If (Timer for PekID in LIST expires ) then
Remowve PeklD and it’s timer from LIS T,
Incraase Cmiss;
EndIf
If { Cmis=/Cplts > Rmiss ) then
Add the link to the blacklisi;
Initiate BEHAVIOUE. CHECE;
Endlf
EndWhile

Fig. 3. Link Misbehavior Detection Algorithm

JACKPACKET SENDEER.
While (true) do
Read Dafa Packst
Process it
Send 2ACK Packet

If ( node 13 not the destnation ) then
Forward it to next-hop neighbor;
EndIf
EndWhile

Fig.4. 2ACK Packet Sender Algorithm

Once a link is blacklisted, each of the nodes checks to see if
any of their neighbors are associated with this link. The
module BEHAVIOUR CHECK (see Fig. 5) performs this
task. It gathers the metrics associated with the neighbor node
by broadcasting MREQ packets which stand for metrics
request packet. It then sets a timer and starts waiting for
MREP (metrics reply) packets from each of the associated
neighboring nodes which are all accumulated. Once all MREP
packets are received, it checks to see if PFC condition is
satisfied to arrive at a conclusion of whether the node being
checked is well behaving or misbehaving. The sending of
MREQ packets by BEHAVIOUR CHECK module invokes
another module called as METRICS REQUEST HANDLING.

The module PFC monitoring keeps running in background
on each node to gather inflow and outflow metrics associated

with each neighboring node. These metrics are stored along
with their time stamp and will be used by a module known as
METRICS REQUEST HANDLING which provides the
information to BEHAVIOUR CHECK module in the form of
MREP packets.

BEHAVIOUE CHECE

sean the blacklisted links to check if any of #'s associated nodes
% € blacklist are it's neighbors;
For ( each neighbor node € blacklist) do
Broadcast a metrics request packet MREEQ(x);
Wait for a time period Ty, to receive MREP(% ) packets
from all associated neighbors;
While { time-cut period does not expire )
Keep receiving MEEPs;,
Addrecerved metrics to totals ;
EndWhile
If (time-out period expires ) then
IE (1~ ohweshora ) 2 855(t1) = 2 Ry (t1) ) then
i| xs £ Vil x5
Mode x 15 mishehaving (detection),
EndIf
Endlf
EndFor

Fig.5. Behavior Check Algorithm
PEC MONITORING

If (node x; successfully forwards a packet to node x; ) then
Increase §;;
EndIf
If (node x; receives a packet successfully
forwarded by node x; ) then
Increase Ry;;
EndIf

Fig. 6. PFC Monitoring Algorithm

METRICS REQUESTHANDLING

If( MREQ(x;)is received and x;is1in the list of
overheard nodes ) then
Rebroadeast MREQNx);
Reschedule an event fo check x;'s misbehavior,
If ( node x; has metrics for node x;) then
Send a mefrics reply (MREP) back to the requesting node;
El=
Ignore Request
Endlf
Endlf

Fig.7. MREQ Handling Algorithm
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V. CONCLUSION

The proposed scheme proficiently performs the
identification of mishehaving node by the combination of
2ACK and the PFC techniques. Since the 2ACK strategy
detects the misbehaving link but cannot decide which one of
the two associated nodes are misbehaving, we augmented the
technique by applying PFC monitoring as the next step to
detect the misbhehaving nodes once the misbehaving link is
detected. The computational overhead as contrasted to the
original PFC technique is reduced significantly since we are
examining only those nodes behavior which are associated
with misbehaving links.
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