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Abstract:- At the moment there are more users using online
banking for their business transaction and commercial
transaction. During this time, after they done their
processing, they may forget to proper logout or doing
another process simultaneously. Meanwhile malware
attackers may scratch that page and the attackers or
phishers may hack the account information’s well as they
may do fund transfer from authorized users. To mitigate
this problem, we introduced wallet registration and wallet
code page which may protect our page from phishers. If user
wants to do any other transaction, they should give wallet
answers and wallet code. It acts as firewall security. Even
though users do not exit properly, no one can hack the
account information.
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I-INTRODUCTION:

In today’s world Peoples transfer money from
one account to another account anywhere easily.
Banking sectors provides an application for that and
makes easier to people that is online banking (transfer
money through internet)

Online banking service is the most fashionable and
provides a fast and gets a easy way to make transaction.
Internet banking has their separate account for users. It
is stored and managed by bankers or retail store. Net
banking is a process over the internet to make the
banking process effectively. The banking side admin
has automatically updates the users accounts and records.

Identify stealing users sensitive information has become a
subject of great concern for Internet users in the recent
years. Since password-based user authentication has
established on the Internet to grant users access to
security critical services, identity theft and fraud attracted
attackers. The most one of the attack is phisher attack
here phisher stolen the users sensitive information which
is called phishing.

Spoofed emails to lure unwary users to faked web sites
where they reveal personal information (e.g., users
password, ATM card number), now a day’s current
attacks like phisher attacks have become advanced in
their number and technical sophistication. Ecommerce

applications are now widely used by people. Various
companies offer their services through these applications
for improving their business. Online banking allows
customer to conduct financial transactions on a secure
website operated by virtual bank, credit union or
building society. Online banking provides two types of
transactions one is transactional and another one is non
transactional features which are application specific. They
are as follows.

Transactional

1. Funds transfer between two customers
2. Funds is to be paying to third parties

3. Buying products through internet.
4. Loan payment applications

Non transactional

1. Admin/customers Viewing account balance
2. Admin/customers Viewing recent transaction

3. Ordering cheque book Supports
transaction approval process.

The new generation of phisher attacks does not solely
address the weaknesses of careless Internet users, but also
exploits vulnerabilities of the underlying computing
platforms and takes advantage of legacy flaws of the
Internet. : Hostile profiling addresses specific email
recipients to mount classical phishing attacks more
precisely. Passwords are more than just a key. They serve
several Purposes. They ensure our Privacy, keeping our
sensitive information secure. Passwords authenticate us to
a machine to prove our identity-a secret key that only we
should know.

The phishers scratch the user’s transaction page
and easily transfer money to their account without user
knowledge.
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The main aim of this paper addresses wallet proxy design
which provides security measures to avoid phisher
involving attacks. Such security measures detect and
prevent the fraud detection through wallet registration
and wallet code. This paper describes how it
eliminates phisher attacks at client side by employing
unique set of questions. It involves wallet registration
which is set to be four kinds of user defined
questions that trusts for Tempest attack, and brute force
attack at client side. This security measure such as looking
over someone’s login to get information.

SYSTEM ANALYSIS
IH-EXISTING SYSTEM

Existing system faces various challenges and
involves different challenging activities.

1. Automated Teller Machine:

The Automated Teller Machine (ATM) is the first
well known system that was introduced to facilitate the
access of the user to his banking activities. The user can
perform some of the transactions mentioned above via a
graphical user interface. These are transmitted to the
bank computer system with which the device has
established a communication link. exact site, if the
customer press fake link unknowingly, customer may
feed all those personal account details, and transaction
thereby fraudulent users (or) hackers will steal the
customer information. In this kind of unsecured
transaction is taken place in the existing system.

2. Phone Banking:

The next step was the introduction of phone
banking. users can make a telephone call from home to
the bank computer system, and can use the phone key pad
to perform banking operations.

3. Password based Approach:

The Internet offers a new alternative to the
phone banking system. By means of a more sophisticated
and user-friendly interface, a browser or a dedicated
standalone application, people can use the Internet to
connect to the bank computer system. Here password is
fixed password approach.

In this approach unauthorized users can misuse
and steal the user authenticated user identity. A Hacker
or phisher can break the password trying many possible
gueses offline. In this existing system, there will be
chance of Miss-using customers account because while
the customer doing online transaction customer will be
asked to feed credit card number and password then the
customer will be proceed to transactions in such cases
intruders may hack the secret card number and
password if it happens customer account information will
be stolen and fake persons could be able to utilize
customer’s amount also.

In this Existing system, some sites are called as
phishing sites, that is if you type the bank name, the
corresponding bank site name only should display but in
older systems, there will be collection of fake links should
also be shown, Customer has to choose then.

I11-PROPOSED SYSTEM:

In this proposed system, there are two security measures
introduced to prevent information’s from phishers they
are 1.Wallet registration 2.Wallet code. In this system
banker will act as ADMIN. Admin store the details of
each and every customer information details and sends
users login id and password through E-mail. Users have
to enter into their account by that login id and password.
From these measures there will be no chance of fake
transactions and links, because each and every individual
users will be registered safely with the relevant banks,
after getting enter into their accounts.

Users have to done wallet registration.
Wallet checking also taken place, if this is done
successfully user will be navigated to corresponding page
to proceed transaction. Each and every registered
user will be provided with individual wallet to make
secure transaction. If in the case of forgetting password
then the user will be asked to answer security questions
and secret key will be generated to their mail, if all
process completed successfully user account will be
unblocked.

Whenever the user would like to perform
transaction, user will be asked to provide wallet
registration username password,

Some of the security questions, if all those
details provided by the user is correct then the user will
be allowed to next security measure which is wallet
code. Wallet code is displayed unique after users
getting login into their account. Users note that wallet
code because every transaction attempt asked to enter
that wallet code.
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2.1 BANKER LOGIN:

DATA FLOW DIAGRAM:

Here Banker is going to act as admin part. In this
Admin Module, there are more tasks to be
accomplished by the admin such as personal account,
corporate account creation, Account modification,
customer registration, customer transaction and loan
allotment. In  this customer registration form,
customer will be registered to the wallet proxy server in
order to perform safe transactions. Admin allocate login
id and password for every user and send it through
T mail. In this banker login, bankers can be logged in by
Regastration with Z password and using unique username and password.

i Personnel Account Creation:

In this module there will be number of
\ details to be provided such as account number, name, age,
occupation, address, phone number, cheque facility,
opening date, opening amount, bank details may also
include such as bank name, which branch, address, then
personnel account will be registered.

/

{Wallet-Praxy Desizn)

{Authentication & Login

Secure Login using 1D and wallet

Corporate Account Creation:

A In this module, corporate account details has to

(E6ank Schemes) be given corporate account number will be automatically
User Enters Loan and Saving generated at once, admin entered into that corresponding
Schames form, corporate account number, proprietor name,
corporate name, corporate type, address, phone number,
v business status on.
{E83nK Transactions] Registration:

This registration module, contains details for
account number, name, login name, password, confirm
password, father name, date of birth, Gender, Marital
status and so on.

Maney withdraws and deposit

View Datails and Personal User Login:
This module lets user to be logged in. username

e i o and password should be provided by the user.

Account Details:

! In this module, Account number, Login Name,
wp Name should be given. Hence these sensitive

information’s are stored in wallet proxy server.

MODULES: 2.2 USERS AUTHENTICATION AND LOGIN:

1. Banker login. According to this project, user could also having
2. Users Authentication and login. some of the things to do such as wallet registration,
3. Wallet-Proxy Design. wallet checking, authentication. Secret key receiving in
4. E-bank Transaction. mails, viewing blocked users, Transferring funds,
5. View details and Transaction information. depositing, withdrawal, bill payment is also done for eb-

bill, telephone, loan, bill payment.
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2.3 WALLET PROXY DESIGN:

In this module there are two steps behind it

1. Wallet Registration.
2. Wallet code.

Wallet Registration:

In this wallet registration module user has to feed
Login name, account number, transaction password, credit
card number, secret questionl, answer, secret question 2,
answer, secret question3, answer, secret question3, answer
and so on.

Wallet code.

In this wallet checking module, image and the
secret code has to be verified by the admin. Once the
secret code provided is true then it will lead to secret
questionl, answer, secret question 2, answer, secret
question3, answer, secret question3, answer and so on.
If everything is answered correctly user will that secret
key will be provided once the user answer all those secret
questions, users may note down the secret key and change
authentication for wallet registration questions be
navigated to fund transfer page.

2.4 E-BANK TRANSACTION:

There are many type of transaction involves in banking
activities. Such that the every Transaction attempt will be
asked wallet registration questions, users may chose their
questions and answer for this questions. After answering
to wallet questions users have to enter wallet code as
shown in login page. . If everything is done
successfully transaction will be completed successfully.
During transaction if any hackers or phisher enters they
have to answer for their wallet questions and enter
security code send to mail.

User Login Failed & Getting secret key:

User can login into the their accounts by feeding
valid username and password, if anything went wrong
user will be asked to get secret key, themselves against
various types of fraud and attacks.

User Login Failed & getting secret key:

User can login into the their accounts by feeding
valid username and password, if anything went wrong
user will be asked to get secret key, themselves against
various types of fraud and attacks.

2.5 VIEW USERS DETAILS AND TRANSACTION
REPORT:

In this module Admin or user can see their transaction
history or report generated for Every Transaction.

Transaction Report:

In this report user can view transaction report,
starting date and up to what date user has to see the
transaction should be specified by the user. Then the

transaction report will be shown accordingly.

IV-CONCLUSION AND FUTURE WORK:

The exponential growth of Internet has offered
tremendous market potential for today’s businesses
including e-banking industry. E-banking revolution
changed the business of banking fundamentally by
providing many benefits for customers and new
business opportunities for banks. However, it imposes
traditional banking risks and many challenges especially
in terms of security issues

Security aspects should be taken in consideration

at all levels of financial organizations, to protect
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