Volume 11, I ssue 03

ETEST - 2023

International Journal of Engineering Research & Technology (IJERT)

A SURVEY ON IMAGE SECURITY AND
BIOMETRICS

Ms.P.Shobana 1 ,Research Scholar of Pollachi College of Arts and Science and Assistant
Professor in Information Technologyl, Sree Saraswathi Thyagaraja College Pollachi,
Coimbatore, India, Shobana.send2@gmail.com

Dr.D.Kannan 2, Principal, Pollachi College of Arts and Science,
Poosaripatti Post, Pollachi

Mr.P.Boopathi 3, Assistant Professor in Department of Computer Applications 3,
Nehru Arts and Science College, Coimbatore

Mr.M.Mohan Kumar 4, Student, Department of Information Technology 4,
Sree Saraswathi Thyagaraja College, Pollachi

ABSTRACT

Biometrics and image security are two fields that are
strongly related. The necessity to protect biometric data has
increased due to the speedy development of biometrics. Due
to the visual nature of the majority of this data, image
security techniques for biometric applications have
undergone extensive development. In this study, we quickly
review imaging-related biometrics and image security
strategies. We offer the most recent research on how these
two domains interact. The computational methods are the
main focus of this research.
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1 INTRODUCTION:

Data security is an important and growing area of IT. The
first asset for security is text. Today's digital processes
also use visual information. Recent years have seen a
growing interest in image and data security techniques.

1. The authenticity and/or ownership of the image maker
or sender may be the objectives.

2. The accuracy of the image data and the capability to
detect image manipulation.

3. Data privacy, including ownership and/or content.

The techniques must typically compel additional aspects
that might be required, such as performance requirements
(speed, memory utilization, etc.), usability criteria (user-
friendliness, low expertise needs, etc.), and other usable
features. There have been some security methods used,
including steganography and watermarking [1,82].
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It has also been done to adapt classical cryptography to
image data [2,3,4]. Due to the nature of the image data,
research interest in the following areas has lately
increased: The demand for secure biometrics storing and
sharing systems is increasing more as biometric systems
use image techniques. The relationship between these
two locations is depicted in Figure 1. In section 2, this
paper provides an overview of the cited image security
research  topics, highlighting the most recent
advancements. The section 3 introduces image biometrics
and describes how image security methods are being used
in it. The section presents the final conclusions.
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Fig. 1. A simple flowchart that illustrates the relation
between biometrics system.
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2 IMAGE SECURITIES:

Securing the storage and transmission of images is one of
the cornerstones of information security. Communication
protocols such as Secure Sockets Layer (SSL) use
message Authentication codes to ensure the correct
identities of the sender and receiver of data fragments on
the Internet. Similarly, authentication, integrity and data
hiding measures can also be applied to multimedia
content such as audio, images or video. The two main
approaches to authentication in imaging science are
watermarking and cryptography.

The main difference between both methods is that the
purpose of the watermark is to represent the owner's
signature without changing the visual perception of the
data. On the other hand, encrypted images cannot be read
without decryption. Most watermarking methods and
encryption systems also seek data integrity. Image
steganography could be seen as a special case of
watermarking, where the goal is to hide information in
the image.

2.1 Watermarking

The purpose of a watermark is to insert information into
an image by making changes that must meet three
requirements:

1) To be invisible to the human eye,

2) To be recoverable by computer software, and

3) To be designed and built in such a way those attackers
cannot access it.

These requirements and the nature of the image data lead
to certain characteristics that watermarking algorithms
must meet [5, 6].

Fidelity: The higher the fidelity, the harder it is to detect
the watermark. This is not a computer property, but a
subjective measure of visual perception.

Size: This property corresponds to the amount of data
that the watermark can contain.

Robustness: The watermarking process must withstand
passive distortion. These distortions can be caused by
image processing, transmission and recording distortions.
Resilience also corresponds to the ability of a watermark
to resist attacks such as watermark removal, covert
communication detection, covert attacks, or spoofing
attacks. These features may conflict, so there must be an
appropriate  compromise  between them in the
watermarking process. Tremeau et al. gave a good
example of these phenomena [5]. In order for the
watermark to be stable, it should be placed in the most
important parts of the information. In fact, many
watermark attacks damage perceived less important
components by compressing them. However, to maintain
high accuracy, the perceptually less important parts of the
data must be watermarked. Therefore solidity and loyalty
are in conflict. To find the right balance between these
functions, it is important to have a good understanding of
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the application area of the watermarking process. These
applications include [6]

Ownership Verification: The owner of the image can
create and insert a unique watermark. The user can make
a watermark based on the private key. Not only can he
verify his identity, but he can also claim ownership of the
image because he is the only one who knows the key.
Data integrity: Any change made to the image will also
affect the watermark.

Fingerprinting: Transactional watermarks allow linking
the image data to the receiver of the data. For instance, in
a closed or secret media creation process, custom
watermarks can help to identify the source of a possible
leak. It can also be implemented as a copy control
system. Instead of preventing illegal copies,
watermarking can track the illegal activity. Media players
and recorders can also be programmed to refuse copying
protected material.

Many recent researches focus their goal to a specific
domain of image data. Image forgery prevention is one of
the areas. Although blind methods are broadly studied
[7], watermarks are invaluable tools for image forensics.
Another important topic is copyright protection. Many
algorithms are designed and tested for a specific video
codec or image format [8]. Some applications, like
medical imaging or arts storage require that the data
cannot be modified -i.e. losses or lossy to-lossles
procedures. Another aspect affecting the development of
watermarks is what to encode, for example a 2-
Dimensional bar code [9] or a logo [10]. There is also a
growing interest in fusing watermark-protected biometric
data [11]. Besides well-known two dimensional images
and video watermarking, research on watermark insertion
in three dimensional visual data has also been developed
[12]. There has been wide interest in the use of
computational intelligence methods for watermarking
and are extensively revised in [13]. Some methods use
signal processing approaches like wavelet transforms
[14] and Independent Component Analysis [15]. In this
line of work, other researchers propose fuzzy clustering
approaches [16], genetic algorithms [17] or hybrid
approaches [18,19]. As an extension of these methods,
some researchers seek the capability of retrieving the
watermark from the image, in order to test separately its
authenticity [20,21]. It is also interesting the ability of not
only detecting unwanted modifications but also
recovering the original image [22].

2.2 Image Cryptography:

Image encryption aims to hide its content from
unauthorized viewers and authenticate its owner. Classic
cryptography focused on text data [23]. Image Security
and Biometrics: A review

439 Today, there is more research focusing on image
data. The idea is to use visual information as different
components that make up a cryptographic system. In
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addition, it is desirable that the procedure does not
require additional optical hardware [24]. For example,
the amplitude distribution of the Hartley transform can be
the public key and the phase distribution the private key
[24]. Other similar approaches use Mellin transforms
[25], Fractional Fourier transforms [26] or blind source
separation algorithms [27]. Another cryptography applied
to images is visual encryption. The idea is to divide the
visual information into meaningless frames and share it
between users. An image can only be reconstructed if all
parts are somehow masked, hopefully without loss of
information [2,3,4]. These methods do not require keys
because the human visual system decrypts the data.
Visual cryptography is closely related to Stenography,
which is discussed below. 2.3.

2.3 Information Hiding on Images:

Steganography is the science of hiding and transmitting
secret information using multimedia media such as
images or videos. Its purpose is to hide the presence of
confidential information. This is a key feature of
applications dealing with secret data, such as medical
image sharing [28]. Cheddad et al. [29] recently
published an exhaustive survey of image steganography.
We focus on computational intelligence tools and recent
publications on the subject. Most algorithms work in the
spatial [30, 31] or frequency [32] domain. They use
computational tools such as predictors [33], particle
swarm optimization [34] or fuzzy detectors [35].
Recently, adaptive algorithms being developed that use
more information from the image [29, 36,37]. The
Combining statistical and frequency data with knowledge
of image objects or textures can yield better results [29].
Some of these approaches even try to improve image
quality during data embedding [36]. These techniques, of
course, depend on the image format and are generally not
intended for palette-based images [37]. 3D models can
also be steganography. Previous attempts to hide 3D
models were usually modified watermarking techniques.
Only since 2009 have researchers started designing 3D
steganography algorithms. Chao et al. [38] proposed a
multi layered method. It had high power, but was not
immune to certain malicious attacks such as smoothing,
addtional noise, uneven scaling, simplification, and
verticies resampling. In 2010, Amat et al. developed a
lossless algorithm where the positions of the peaks were
not changed [39]. Their method is based on minimum
spanning trees. Other recent studies are based on 2D
imaging techniques [40].

3 BIOMETRICS AND IMAGE SECURITY:

The importance of image security is most notable in
biometrics. Biometrics consists of a collection of
methods to unambiguously identify an object (usually a
440 1. Marqués and M. Grafia human, but it can also be
other animal species). Biometric algorithms and methods
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must follow a system that verifies the subject's identity
using biological properties: fingerprint, facial image,
DNA sequence, voice, gait, etc. Many of these techniques
are closely related to image science - see Table 1. Some
methods aim to identify a single object, while others
require authentication of a person [41]. Most biometric
systems require strong security. Therefore, they usually
use watermarking, cryptography and steganography.
3.1Three Types of Biometrics Security

Although they may have other applications, biometrics
has often been used in security, and for the most part,
biometrics can be classified into three groups:

1. Biological biometrics

2. Morphological biometrics

3. Behavioral biometrics

Biological biometrics uses characteristics at the genetic
and molecular level. These may include characteristics
such as DNA or blood, which can be assessed using a
sample of body fluids. Morphological biometrics is
about the structure of your body. More physical features
such as eyes, fingerprints or facial shape can be mapped
for use with security scanners.

Behavioral biometrics are based on models that are
unique to each individual. How you walk, talk or even
type on your keyboard can be an indicator of your
identity if these patterns are tracked.

3.2Biometric Security Works

Biometric identification plays an increasing role in our
everyday security. Physical characteristics are relatively
fixed and individual - also in twins. Each unique
biometric identity can be used to replace, or at least
supplement, password systems for computers, telephones,
and restricted access rooms and buildings. Once the
biometric data is acquired and mapped, it is stored so that
it can be compared against future access attempts. In
most cases, this information is encrypted and stored on
the device or on a remote server.[82]

Biometric scanners are devices used to collect biometric
data for identity verification. These controls match the
stored database to approve or deny access to the system.
In other words, biometric security means that your body
becomes the "key" to unlock access. Biometrics is
widely used to achieve two main benefits:

Ease of use: Biometric data is always with you and
cannot be lost or forgotten.

Difficult to steal or impersonate: Biometric data such
as password or key cannot be stolen. While these systems
aren't perfect, they hold a lot of promise for the future of
cyber security.

3.3Examples of Biometric Security

Here are some common examples of biometric security:
voice recognition

Fingerprint scanning

Facial recognition

[ ]
[ ]
[ ]
e Iris recognition
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e  Heart rate sensor

Voice i Signature

Fig. 3.1 Types of Biometric Security
Biometric  scanners are becoming increasingly
sophisticated. You can even find biometric data in your
phone's security systems. For example, the facial
recognition technology in Apple's iPhone X projects
30,000 infrared dots onto a user's face, authenticating the
user through pattern matching. According to Apple, the
risk of iPhone X biometrics being misidentified is one in
a million. The LG V30 smart phone combines facial and
voice recognition with fingerprint scanning and saves
data on the phone for added security. Sensor maker
Crucial Tec attaches pulse sensors to its fingerprint
readers for two-step verification. This helps ensure that
your systems cannot be accessed using the copy
fingerprint. The challenge is that biometric scanners,
including facial recognition systems, can be fooled.
Researchers at the University of North Carolina at Chapel
Hill downloaded photos of 20 volunteers from social
media and used them to build 3D models of their faces.
The researchers managed to break four of the five
security systems they tested. Examples of fingerprint
cloning abound. An example from the Black Hat cyber
security conference showed that fingerprints can be
reliably reproduced in about
0 minutes with $10 hardware, simply by making them on
molded plastic or waxes. Germany's Chaos Computer
Club spoofed the iPhone's TouchID fingerprint reader
within two days of the iPhone's launch. The team simply
took a fingerprint from the glass surface and used it to
unlock the iPhone 5s.

In practice, biometric security has been proven in many
areas. Advanced biometrics are used to protect sensitive
documents and valuables. Citibank already uses voice
recognition, and Halifax Bank in the UK is testing
devices that monitor heartbeats to verify customers'
identities. Ford is even considering installing biometric
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sensors in cars. Biometrics are being integrated into e-
passports around the world. In the United States,
electronic passports contain a chip that contains a digital
image of your face, fingerprint, or iris, and technology
that prevents the chip from being read and the data from
being displayed to unauthorized data readers. We will see
the pros and cons in real time as these security systems
are deployed.

* Nst-inwmaine * Low False
Frotestieg Time Covectise Asteatance Rutes
* Commonly Ussé  » CommethyUsed o Diffcltto
in Barcer Jar Passports 200 Regiicale
Wargpanenl Nallosal 10 + Two Seonné
sMsUsinly  Dbcamens Pricessing Tire Exlieenedd
Enlurcement o gty Usiqee!
Iposible by
Reglcate

Fig. 3.2 Types of Biometrics Authentication

3.4 Biometric Scanners - Improvements and
Concerns:

Biometric  scanners are  becoming increasingly
sophisticated. You can even find biometric data in your
phone's security systems. For example, the facial
recognition technology in Apple's iPhone X projects
30,000 infrared dots onto a user's face, authenticating the
user through pattern matching. According to Apple, the
risk of iPhone X biometrics being misidentified is one in
a million. The LG V30 smart phone combines facial and
voice recognition with fingerprint scanning and saves
data on the phone for added security. Sensor maker
CrucialTec attaches pulse sensors to its fingerprint
readers for two-step verification. This helps ensure that
your systems cannot be accessed using the copy
fingerprint. The challenge is that biometric scanners,
including facial recognition systems, can be fooled.
Researchers at the University of North Carolina at Chapel
Hill downloaded photos of 20 volunteers from social
media and used them to build 3D models of their faces.
The researchers managed to break four of the five
security systems they tested. Examples of fingerprint
cloning abound. An example from the Black Hat
cybersecurity conference showed that fingerprints can be
reliably reproduced in about

0 minutes with $10 hardware, simply by making them on
molded plastic or waxes. Germany's Chaos Computer
Club spoofed the iPhone's TouchID fingerprint reader
within two days of the iPhone's launch. The team simply
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took a fingerprint from the glass surface and used it to
unlock the iPhone 5s.

3.5 Biometrics - Identity & Privacy Concerns
Biometric authentication is convenient, but privacy
advocates fear that biometric security will erodes privacy.
The concern is how easy it is to collect personal data
without consent. Facial recognition is part of daily life in
Chinese cities, used in everyday shopping, and London is
known to be full of CCTV cameras. Today, New York,
Chicago and Moscow connect their cities' CCTV cameras
to facial recognition databases to help local police fight
crime. To advance the technology, Carnegie Mellon
University is developing a camera that can scan the irises
of people in a crowd at a distance of 10 meters. In 2018,
facial recognition was introduced in Dubai airport, where
travelers are photographed by 80 cameras as they pass
through a tunnel in a virtual aquarium. Facial recognition
cameras are also at work in other airports throughout the
world, including those in Helsinki, Amsterdam,
Minneapolis-St. Paul, and Tampa. All that data must be
stored somewhere, fueling fears of constant surveillance
and misuse of data...

Biometric Data Security Concerns

A more immediate problem is that databases of personal
information are targets for hackers. For example, when
the U.S. Office of Personnel Management was hacked in
2015, cybercriminals made off with the fingerprints of
5.6 million government employees, leaving them
vulnerable to identity theft. Storing biometric data on a
device — like the iPhone’s TouchID or Face ID — is
considered safer than storing it with a service provider,
even when the data is encrypted. This risk is similar to
password databases, where hackers can break into
systems and effectively steal unlocked data. However,
the results were completely different. If the password has
been hacked, it can be changed. The biometric data
remains fixed in the contract forever.

3.6 Ways to Protect Biometric Identity

Due to privacy and security risks, additional safeguards
must be built into biometric systems. Unauthorized
access is made more difficult when the system requires
multiple authentication methods, such as life detection
(such as flashing) and matching encrypted samples to
users in encrypted domains. Some security systems also
include additional features such as age, gender and height
to thwart hackers' biometrics. The Aadhaar program of
the Single Identity Authority of India is a good example.
Launched in 2009, the multi-step authentication software
combines iris scanning, ten fingerprints and facial
recognition. This information is linked to the unique
identity card issued to each of India's 1.2 billion citizens.
Soon, the card will be mandatory for anyone using social
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services in India. Biometrics can be a good substitute for
usernames as part of a two-factor authentication strategy.
That incorporates:

1. Something you have (biometrics)

2. Something you know (such as a password)
Two-factor authentication is a powerful combination,
especially with the proliferation of 10T devices.

With additional safeguards, secure Internet-connected
devices are less vulnerable to data breaches. Also, using a
password manager to store traditional passwords can give
you an extra layer of protection. By definition, a
biometric system should have certain characteristics,
among other considerations [42, 43]:

Universal: Applies to all humans.

Uniqueness: The biometrics of the two subjects must be
sufficiently different. Persistence: Biometrics must be
continuous over time. Obtaining or verifying it will not
alter the user's biometrics.

Compilability: Features can be quantified.
Performance:  Accuracy, speed, low resource
consumption, and stability to environmental factors are
desirable.

Acceptance: It is important to measure community
acceptance of a particular biometric feature.

Security: Biometric systems must ensure authenticity,
integrity, confidentiality and resistance to attack and
falsification.

3.7 Imaging and Biometrics

Facial recognition [44] is one of the most relevant
applications for image analysis. It has been widely
proposed and used as a biometric. Indeed, building an
automated system that matches human facial recognition
capabilities is one of the major challenges in the field of
biometrics.  Facial recognition can be about
authenticating users, which is a binary decision problem.
This usually involves finding a subject's identity in a
large database of faces, which is a (big) layered problem.
This initial problem may extend to looking and
expressing or recognizing emotions [45]. Recent studies
on this topic have used classical approaches such as
finding optimal discriminative projections that seek space
preservation [46], supervised discriminative methods [47]
or grid computing algorithms [48]. Another approach is
not to select the best features, but to obtain a sufficient
number of features using parsimony conservation
methods [49, 50].

Frequency-based algorithms such as the wavelet
transform have also been used [51]. Several studies have
attempted to use stereoscopic geometric features,
although this approach has received less attention
recently. This approach is an example of so-called soft
biometrics. This "simple" branch of biometrics is used to
extract features (such as skin or eyes, or non-facial
features such as ethnicity). Improving the "hard"
biometric methods of face recognition can be beneficial
[52]. Incidentally, the applicability of infrared or near-
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infrared imaging for face recognition remains an open
question [53], as the infrared signature of a face can
change dramatically over time. However, infrared
information can help facial recognition systems
overcome differences in posture, illumination, and
expression [54]. 3D information is also used to construct
stable systems for these problems [55]. Unlike face
recognition, iris scanners usually require the subject to
move. In other words, the user must stand close to the iris
scanner and remain still. One of the goals of iris biometry
is to design less invasive collection procedures [56]. This
is inconvenient for the user, but avoids problems like
occlusion or looking for the wrong images. Another
advantage is that the biometric system can distinguish the
left eye from the right eye and the iris of identical twins
[57]. On the other hand, iris biometrics has problems of
deterioration caused by pupil dilation [58] or contact
lenses [59]. Another problem is iris fragmentation. The
iris recognition system must extract the iris area and
remove the pupils, eyelids, sclera, etc. Recent studies
have achieved fast and accurate segmentation,
overcoming the reflection problem [60].

The iris texture extraction step is performed using
techniques such as discrete cosine transform, Fourier
transform, Haar wavelet, Gabor filter, etc. [61, 56].
Santos et al. In [62] a synthesis scheme was proposed to
exploit different extraction techniques. The results show
that the fusion approach can reduce the sensitivity of the
system to low-quality data. This contribution is related to
building systems in a less invasive way. Other image-
based biometric systems include fingerprint or handprint
recognition [63, 64, 65], hand geometry [66], dental
biometrics [67], ear biometrics [68], millimetre-wave
scans [69].

Multi modal biometrics is another area of current
research. The idea of multi modal or hybrid biometrics is
to combine different approaches to improve the aspects
listed at the beginning of this section. 3. Many studies are
developing statistical tools to efficiently extract and
combine features from various sources, such as facial
images and handprint scans [70]. Other recent studies
include features at grade or classification level [71, 72,
73, 74]. Computational tools such as particle swarm
optimization [75] are also used to optimize the fusion
step.

3.8 Biometric Image Security:

Biometric records need to be correctly secured, however
biometrics additionally provides a extensive array of
safety functions (e.g. e-passport [41,82]). However, there
are extensive protection issues concerning the saved
biometric data. The use of biometric elements like face
pix or fingerprints to beautify traditional cryptographic or
watermarking structures is a promising approach. This
lookup subject matter open some concerns: What takes
place if the biometrics of a concern are stolen? What is
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the acceptable stability between overall performance and
robustness? What biometric strategy need to we use in
phrases of acceptable universality, distinctiveness, social
acceptance, etc.? One of the strategies is to invulnerable
biometric pictures by encryption techniques. These
techniques once in a while operate lossy techniques over
the photographs [76, 77]. Generally these structures have
to decrypt the facts in order to proceed to the

authentication process.
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Fig. 3.3 Biometric Image Security

The undertaking of bio-cryptography is to put in force
cancelable biometrics [78], which can be described as the
software of non-invertible and repeatable adjustments to
the authentic biometric templates. Steganography [34]
and watermarking [79,80] are additionally being
employed on biometric records security. This method
approves embedding giant quantities of biometric records
inside an image. Steganography can be employed to
embed biometric photos into publicly transmitted
photographs [34]. Multimodal biometric photograph
watermarking is additionally a promising lookup region
[81,11].

4 CONCLUSION:

Computer imaginative and prescient and imaging
sciences are intently associated to biometrics. The
interaction between each lookup areas is constantly
evolving. Old biometric structures which relied on human
visible verification are being displaced by using the gold
standard inspecting skills of computers. Image records
have emerge as an asset to protect, and we additionally
use imaging methods to impervious data. Thus, new
computational advances in steganography, watermarking
or sample cognizance improve the improvement of
invulnerable and advantageous biometric systems.
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Similarly, ever-growing requirement of trustable
biometrics by using governments and industry require
regular lookup in such areas
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