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Abstract - The tremendous increase in the use of mobile
and wireless devices with limitations on power, bandwidth
and low security postulates a new generation of Public
Key Cryptography (PKC) schemes. We state Elliptic
curve cryptography as a PKC scheme which is capable of
fulfilling those requirements. Our paper examines the use
of Elliptic Curve Cryptography (ECC) in such  a
constrained environment along with the other two aspects
of ECC, namely its security and efficiency. In the paper,
the performance of ECC is evaluated by comparing its
different methods of implementation to find out the most
efficient solution for mobile environment considering the
constraints of battery life, processing power, memory,
speed, bandwidth etc. The efficient method is then tested
for mobile payment application. ECC encryption and
decryption is implemented and tested on user module to
check whether it is capable of handling all constraints and
providing high security. The implementation is divided
into two parts first, design of API for ECC (Elliptic Curve
Cryptography) which generates shared secret key
required for secure communication and performs
encryption, decryption and secondly, mobile application
which allows user to perform mobile banking with the
help of ECC.

Keywords: Elliptic Curve Cryptography, Analysis of ECC,
Mobile Banking

.  INTRODUCTION

Elliptic Curve Cryptography is a public key Cryptography.
Every user taking part in public key cryptography will take a
pair of keys, a public key and a private key. The private key
is known to only the authorised user whereas public keys are
distributed to all users participating in communication. In
ECC we will use some predefined constants which are known
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as ‘Domain Parameters’. ECC is based on properties of a
particular type of equation created from the mathematical
group derived from points where the line intersects the axes.
To generate the next point successive addition is performed
but it is very difficult to find what number was used, even if
you know the original point and the result. The heart of ECC
is discrete logarithm problem that can be stated as “it should
be very hard to find a value k such that Q=KP where P and Q
are known’. But ‘it should be relatively easy to find Q where
k and P are known’ P, Q are points on the elliptic curve.
Equations based on elliptic curves have a characteristic that is
very valuable for cryptography purposes: they are relatively
easy to perform, and extremely difficult to reverse.ECC has
various applications ,some of the major fields are virtual
currency Bitcoin, Secure Shell(SSH) protocol , Transport
Layer Security (TLS) protocol , Physical smart cards like
Austrian e-1D.The reason behind choosing ECC for mobile
payments is it overcomes the constraints like shorter key size,
smaller signature length, low calculation , fast operation and
high security working.

Il.  ELLIPIC CURVE CRYPTOGRAPHY

A. ECC Algorithm
An Elliptic curve equation is of the form

y~2 = x"3 + ax +b (D)
or

yA2 + Xy = X3 + ax"2 +b 2
or

Y2 +y=x"3 +ax +b ©))

where x and y are variables, a and b are constants. However,
these values are not necessarily real numbers; instead they
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may be values from any field.

There are different methods of ECC implementation, the
most common is ECC implementation over real numbers, but
it has several problems-they cannot be stored precisely in a
computer memory and it is not possible to predict the amount
of storage required by them. Hence, we are considering an
alternative approach of ECC implementation i.e. over finite
field.

B. ECC implementation over finite field

In the cryptographic schemes, elliptic curves over two finite
fields are mostly used.

i.Prime field Fp , where p is a prime

Elliptic Curve equation:

e E(Fq) should be divisible by a sufficiently large
prime, in order to resist against the Pollard p-attack.

e E(Fq) should not to be equal to g, to avoid the
Semaev-Smart-Satoh-Araki attack.

e To resist the MOV reduction attack, n should not
divide gk-1 for all 1<k<30

D. Key Generation using Elliptic Curve Diffie Hellman
Scheme (ECDH):
1. Ephemeral key pair generation for Alice

Select a private key ny € [1, n-1]

Calculate public key Qa=n,G

2. Ephemeral key pair generation for Bob
Select a private key nge€ [1, n-1]
Calculate public key Qg=ngG

3. Excange of Q4 and Qg
4. Shared Key Computation

2 =x*+ax +
y~mod p=x" + ax + b mod p (@) K= n3Qg | K= 150,
where 4a° + 27b” mod p # 0. K will be consistent as K= n, Qg= nyngP=ngQy
Point Addition
If P=(X4, y1), Q=(X2, ¥2), E. Encryption
R(Xs, y3) =P+Q can be computed as . ) .
X3 = A2 — x; — x, mod p Alice selects P, a point on_the curve, as her pl_amtext, P.
Y3 = A(x1 — x3) — yI mod p She then calculates a pair of points on the text as ciphertexts:
A =(Yo— Y1)(X2 —X1) (5) Cl=K * G, C2= P + K * @z .We may wonder how an
arbitrary plaintext can be a point on the elliptic curve. This is
Point doubling one of the challenging issues in the use of the elliptic curve
IfP=Q for simulation. Alice needs to use an algorithm to find a
X3 = A2 — x; — x, mod p one-to-one correspondence between a block of text and the
ys = A(x1 — x3) — yI mod p points on the curve.
A =(3*x,°+a)/2y, (6) _ _
Representation of a message to a point:
ii.Binary field F2m, where m is a positive integer ECC cryptosystem deals with the points lying within the
Elliptic Curve equation: defined elliptic curve to perform operations such as key
generation, encryption and decryption. Hence, prior to ECC
V2 Hxy=x3+axi+b @) encryption the plaintext input should be mapped to Elliptic

where b #0
Here the elements of the finite field are integers of length at
most m bits.

Point Addition

If P=(x1, Y1), Q=(X2, ¥2),

R(xs, y3) =P+Q can be computed as
A =(y2+y)l (X2 +Xy)

Xs= (M) + A +X+x+a

curve points. Our implementation involves mapping of every
plaintext character to the random point on the curve. One to
one correspondence between block of text and curve points is
maintained with the help of ASCII values of the plaintext
characters.

Generating cipher text:

For every plaintext character, the corresponding curve point P
is given to ECC encryption module and pair of points C1=K
* G C2=P + K * @5 is calculated as cipher text. After

Ys= MXe+ Xs)+Xat+y1 (8) generating the pair of points for entire plaintext block i.e. one
by one for all the mapped plaintext points, the cipher text

Point doubling block of points is considered as C1 followed by C2 part of all

P=(X,yp ), then R =2P = (Xg ,Yr ) the cipher text pairs. Cl is transmitted only once at the

Xe=(A*A) +r+a beginning as the resulting value of C1 will be same for all

Vo = Xg2 (A + 1) Xg (C1, C2) pairsi.e. C1=K * G.

where A = xp + Yp / Xp (9)

C. Selecting an Appropriate Elliptic Curve
Conditions to be satisfied:

F. Decryption

Multiply the C1 by nz i.e. (K G) *nz and subtract the
value from the second part of the received CT(C2) i.e.
P+K* @z -(KG)*ng =P+ K* nzG-(KG)*nz =P(10)
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After subtracting we get the original plain text point and the L&l [E=S R
process is repeated for entire cipher text block. Then, the e
. . Elliptic curve cryptography
decrypted points are decoded to plaintext character, one by one
to get the corresponding plain text message. Key Generation and verifieatian
User A | Alice: 5
Private key(Xa):154 [
Public key(Ya):( 47 416 ) ]
1.  IMPLEMENTATION OF ALGORITHM ’
The example of ECC algorithm is explained with the Users N E. C
snapshots of GUI developed for analysis of ECC. Public key(Yb)( 434 590) v
L Key verification using ECOH J
L= (E=N Eol| >
kai(aﬂsﬁ?z} [‘
Elliptic curve cryptrography Kem e arE) v
Curve Parameters : MNext |
. = Fig. 3. Private and Public key generation and verification
ax o =] el (=]
ay 376
B Elliptic curve cryptography
Generate points
ECC encryption
Enter plaintext ‘Welcome to CRCE..Il :‘
D e S I~ -
Flgl GUI Of ECC L Encoding of plaintext to curve points |
W (12,235)e (508,83)1 (392, 410)c (19,613) 0 (364, it‘
User will have to enter domain parameters such as a, b, n, = Z
gx, g, where gy, g, are co-ordinates of generator point, a s
and b are constants and n is the range of finite field. IR E——— E
[ > = | Transmit ciphertext

Elliptic curve cryptography
Fig. 4 . Encryption and Cipher text transmission

Points lying within the elliptic curve

(0,376) (1,376) (750 375)  (2,373) (188 657 &
) (6,390) (667 571)  (121,39) (582 736 s == ==
) (57 332) (331,367)  (207,215)  (285,96) L=
(629 545)  (39,349) (197 107) (556,631
) (490 207) (237 ,23) (731,520) (531,194 P
) (256 400)  (742.74) (180 ,343) (139 413 Elliptic curve cryptography
) (217 247)  (510,429)  (734,552)  (93,631)

(603 587 ) (378 579) (628 149) (79,333)
(522 469)  (389,146)  (302,291)  (279.83)
(157 .696)  (54,131) (416,371) (600 310

ECC decryption

) (386 72) (660 ,494) (637 450) (92 ,606) FacancdClptarext =ceSig0086008I6NTEE :‘
(102 1203 (299 183) (513 141) (623 A7) v
(296 508)  (B39.343)  (161.750) (280 247 o< —
) (205,161} (67842} (329,382}  (43,429) |v
[ Decrypt |
Net | (12, 235) .
(508 , 83) [
(392, 410) v
l Decode points to text I

Fig. 2 . Finite points generation

Welcome to CRCE..Il

<77

Fig. 5 . Decryption
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IV.  ANALYSIS OF ECC

Menu tems

Balance Enquiry

A. Analysis of different methods of ECC Fund Tra

Over finite prime field:

It is suitable for s/w applications and for the processors
having large multipliers for performing integer arithmetic.
They do not need the extended bit-fiddling operations
required by binary curves.

Over binary field:

Suitable for implementation of embedded systems and
for h/w implementation as simply XOR and AND gates are
needed to implement the whole system. Less no of logic gates
as compared to prime field implementation are required.

B. Security of ECC

Fig. 6. M-Banking menu

TABLE . RSA AND ECC COMPARISON
TIME TO RSA/DSA KEY ECCKEY SIZE RSA/ECCKEY
BREAK IN MIPS SIZE SIZE RATIO

YEARS .
104 512 106 5:1 STS MOBILE BANKING

108 768 32 6:1 Enter 4 digit MPin

1011 1024 163 7:1

102¢ 2043 210 10:1

1078 21000 600 35:1

The security of ECC depends upon how to calculate k when
point is given in scalar multiplication. The security levels
which is given by RSA can be provided by smaller keys of
elliptic curve cryptosystem As compared to RSA, which

offers 1024 bit security strength, ECC offers the same in 160 yro — —
bit key length. Efficiency of ECC is depends upon factors 7 pars 8w 9wz
such as computational outlay ,key size ,band width ECC x> 9 gor J |

provides higher-strength per- bit which include higher speeds,
smaller power consumption, bandwidth reserves, storage
efficiencies, and smaller certificates. For providing security
mechanism will require fundamental basic security services
such as authentication, confidentiality, non-repudiation and
message |ntegr|ty : OBILE BANKING

C. Implementation of ECC cryptosystem for mobile banking

We have integrated our code of ECC with j2me and it meets all
the constraints required for mobile banking. For the first time
registration user will have to visit bank’s website where he will
have to provide certain confidential information for getting his
Mpin. Mpin is the security code which helps to provide
authentication and confidentiality. At the same time keys = -

ciphertext: il

required for encryption and decryption will be generated for >~ - l" —
the user. 1 2 noc Zoer
The following snapshots give the overview of ECC equipped Ao 5 ro—
mobile banking module. 7 rars ﬁm 9wz
H -+

Fig. 8. CT generation for mpin
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STS MOBILE BANKING
Az UIE=| | HtrE= tatt|
E L

~EstE

e
v
4

1 2 asc 3 per
& cr 5 kL B mno
7 Pars 8ruv O wicrz
L - o H -+

Fig. 9. Encrypetd server side response

STS MOBILE BANKING

Your account balance is
Rs 34000.0

1 2 asc 3 per
Ao 5 jxu 6 Mo
7 rars 81uv Q wxvz
& - (o] H#-+ |

Fig. 10. Actual (decrypted) response shown to the user

After deployment of the module, screens giving information
about ECC parameters and encrypted responses will not be
available to the user i.e. fig 8and 9 are not to be displayed to
the user screen they are only needed from implementation
point of view. Hence, the ECC equipped mobile banking
approach is made transparent to the general user.

D. Analysis over different key sizes

Curve name: secpl12rl
Plaintext: hello
Ciphertext: A AL Y>k X &} 9P ® vm u

Ciphertext size: 20

Curve name: secp160rl

Plaintext: hello

T N'\T A& VAR
3

Ciphertext size: 26
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Curve name: secp256rl
Plaintext: hello
Foye £

Ciphertext: T3 "t u60 M\: F X 5pa ww*

1 81 w7

Ciphertext size: 38

Result: As the key size increases the size of ciphertext also
increases. So we can say that, as the key size increases the
security also increases.

E. Analysis for unique mapping of plaintext characters

Curve name: secpl12rl

Plaintext: hello

Ciphertext: T GIm X;oei|x +7 {m U4 A
Curve name: secpl12rl
Plaintext: hello
Ciphertext: t3]- 4 - 7 28 {4 ». T #L¥ ¥

Curve name: secp160rl

Plaintext: hello

Ciphertext: 1C0=}4 H _[O¥bws t3 _wlls H ¢ 0

Curve name: secp160rl

Plaintext: hello

Ciphertext: d. 7Q4 [GejjKis 1 N\
& Ut o
Curve name: secp256rl

Plaintext: hello
Ciphertext: T3 "t u6o b t\: Foyr £ X

Spa ¥#*q 81 |

Curve name: secp256r1

Plaintext: hello

Ciphertext: © Ja 1 cRq f 3 34 V)

cRi f 1 031 Vi R<Ym WO X, —w

Result: Each time different ciphertext is generated, even
though plaintext and key size remains same. So it is clear that
each character is uniquely mapped to different points at

fferent times.
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V. CONCLUSION

Our Paper studied the different methods of implementing
the ECC. We implemented API for ECC which performed key
generation, encryption and decryption. This APl is then
integrated with j2me to check whether ECC is suitable for
mobile banking. As the security of the proposed system is
very hard, it is very clear that the proposed Mobile Banking
using ECC will dominate banking sector in India. It has been
mentioned in many literatures that a considerably smaller key
size can be used for ECC compared to RSA. Also
mathematical calculations required by elliptic curve
cryptosystem are easier, hence, require a low calculation
power.
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