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Abstract—Maintaining anonymity has become an 

increasingly important issue with the wide use of mobile devices 

in MANETs. Existing routing protocols based on hop-by-hop 

encryption or local broadcasting either generate high costs or 

does not fulfill anonymity requirements of the system. A zone-

partitioning based routing protocol known as Anonymous 

Location-based Efficient Routing proTocol (ALERT), offers to 

protect both source, destination as well as routing path 

anonymity at comparatively lower costs. The proposed 

Anonymous Zone based Multicast Routing Protocol 

incorporates further enhancements in the existing ALERT 

protocol and guarantees higher source anonymity. The proposed 

idea is to hide the source node among its neighbors by 

Multicasting the packets inside the source-zone, to cover the 

traffic of the source node. Multicasting packets a number of 

times within the source zone will help to protect the source 

node’s identity from its compromised neighbors. This 

mechanism removes the overhead of “Notify and Go” 

mechanism used in the existing system and makes the system 

more secure and useful in the real world scenarios. 

Keywords—Mobile ad hoc networks; MANETs; anonymity; 

routing protocol; Zone-based routing; Multicasting; Zone-based 

Routing. 

I.  INTRODUCTION 

Due to the fast developments in mobile ad hoc networks 
(MANETs), anonymity has become an important issue. 
Anonymity can be achieved by hiding the identities of data 
sources, destinations or routing paths. Current anonymous 
routing methods can be generally classified into three 
categories: hop-by-hop encryption, which uses asymmetric 
key or symmetric key to ensure anonymity, but leads to high 
computing time; local broadcasting, which is also performed 
at each hop to hide the routing path or source/destination, but 
consumes much extra hops and causes large energy 
consumption; anonymity zones, which is similar to local 
broadcasting, but it is performed in destination to maintain 
the anonymity of destination. 

 The proposed Anonymous Zone based Multicast 
Routing Protocol is based on a low-cost Anonymous 
Location-based Routing proTocol (ALERT) [1], which 
provides source node, destination node as well as routing path 
anonymity. Compared to other existing approaches, ALERT 
costs less computing energy and time because of the greatly 
reduced encryption/decryption needs by using Symmetric 
Encryption instead of Asymmetric Encryption. In addition, 
the protocol reduces the cost incurred due to broadcasting. 
ALERT uses geographic routing in every step of our routing 
process. Moreover, hierarchical zones are dynamically 

generated and a node is randomly chosen within a zone as a 
relay node to provide the anonymity. 

Alert is more cost efficient with respect to other routing 
mechanisms. The unique idea of zone partitioning in ALERT, 
makes the routing path nearly unpredictable to the outside 
observer, which is the greatest advantage of this system. 

 

II. EXISTING SYSTEM 

 
Fig. 1. ALERT Routing Algorithm [1] 

For the ease of illustration, the entire network area can be 
assumed to be a rectangle, in which nodes are randomly 
distributed. The information of the bottom-right and upper 
left boundary of the network area is configured into each 
node when it enters the system. This enables a node to locate 
the positions of nodes in the entire area for zone partitions. 

Consider the upper part in Fig. 1, the given area is 
horizontally partitioned to form two zones A1 and A2. Zone 
A1 is further partitioned vertically into zones B1 and B2. 
Similarly, zone B2 is horizontally partition into two zones. 
Such zone partitioning consecutively splits the smallest zone 
in an alternating horizontal and vertical manner. This 
partition process is called as hierarchical zone partition. 

Using the hierarchical zone partition and randomly 
choosing an intermediate relay node in the partitioned zone in 
each step, ALERT generates a dynamic unpredictable routing 
path for a message. The zone with „k‟ nodes, where 
destination node D resides is known as the destination zone, 
denoted by ZD. k is used to control the degree of anonymity 
protection [10] for the destination node. 
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Fig. 2. Routing among zones in ALERT [1] 

 
Fig. 3. Choosing a RF according to TD [1] 

In ALERT, each data source or forwarder executes the 
hierarchical zone partition. It first checks whether itself and 
destination are in the same zone. If so, it divides the zone 
alternatively in the horizontal and vertical directions. The 
node repeats this process until itself and ZD are not in the 
same zone. It then randomly chooses a position in the other 
zone called temporary destination (TD), and uses the GPSR 
[16] protocol to send the data to the node closest to TD. This 
node is defined as a random forwarder (RF). In the last step, 
the data are broadcasted to k nodes in ZD, providing k-
anonymity [16] to the destination. 

In ALERT, partitions are created in the alternative 
horizontal and vertical fashion, in order to ensure that a 
packet approaches D in each step. In this mechanism, a larger 
number of hierarchies generate more routing hops increasing 
the degree of anonymity but it also results in higher 
transmission delays. To ensure the delivery of packets, the 
destination acknowledges each packet received, to the source 
node. If the acknowledgement message is not received by the 
source within a predefined time period, it resends those 
packets. 

III. PROPERTY DISCUSSION 

The following section discusses the properties as well as 

the problems with the existing ALERT protocol that can be 

exploited by the attacker. 

 
A. Anonymity in Existing System 

a) Routing Anonymity: It ensures that identities of the 
nodes participating in routing remains unknown. ALERT 
dynamically splits zones into smaller ones to enable a 
message to approach the destination. The randomization 
feature of the routing path is maintained by randomly 
choosing random-forwarders for routing. Therefore, the path 

of data transmission is not fixed. Malicious attackers cannot 
find nodes responsible for routing, because every node in a 
zone has the chance to route data. Therefore, even when two 
nodes always transmit data, attackers still cannot find the 
routing path. 

b) Source Anonymity: It is to hide source node‟s identity 
from any other nodes in the network. In ALERT, every 
source uses pseudonym as its identity which changes 
periodically. In addition, the source anonymity is ensured 
because the source does not embed its precise position in a 
message, but only the zone information in which it is located. 
Therefore, even if the attacker can intercept the messages, it 
cannot identify the position of the source. 

c) Destination Anonymity: It is to ensure that destination 
is not known to any other nodes. Rather than specifying the 
location of the destination node, its vague location is 
specified as a zone. Since there are k nodes in the destination 
zone, the routing protocol with broadcasting at the last step 
achieves k-anonymity of the destination. 

B. Problems with Existing System 

ALERT has a strategy to hide the source node among a 
number of other nodes using “Notify and Go” mechanism [1]. 
Its basic idea is to let a number of nodes send out packets at 
the same time as source node in order to hide the source 
packet among many other packets. 

“Notify and go” has two phases: “notify” and “go.” In the 
first “notify” phase, source piggybacks its data transmission 
notification with periodical update packets to notify its 
neighbour that it will send out a packet. The packet includes 
two random back-off time periods; „t‟ and „t0‟. In the “go” 
phase, source node and its neighbours wait for a certain 
period of randomly chosen time ϵ (t, t+t0) before sending out 
messages. Source node‟s neighbours generate only several 
bytes of random data just in order to cover the traffic of the 
source. t should be a small value that does not affect the 
transmission latency. A long t0 may lead to a long 
transmission delay while a short t0 may result in interference 
due to many packets being sent out simultaneously. Thus, t0 
should be long enough to minimize interference and balance 
out the delay between source node and source node‟s farthest 
neighbour in order to prevent any intruder from 
discriminating source node.  

In short, ALERT protocol has following drawbacks: 

1. If the neighbouring node of the source is 
compromised, it can easily identify the source, using 
the “Notify” messages. This leads to easy detection 
of the source in the MANETs, thus compromising 
the entire system. 

2. A proper Location Service is not defined in the 
existing ALERT Protocol. 

IV. PROPOSED SYSTEM 

The proposed Anonymous Zone based Multicast Routing 
Protocol aims to improve the anonymity and efficiency of the 
existing ALERT Protocol. In the proposed system, the 
“Notify and Go” mechanism is eliminated, which might lead 
to the unintentional discovery of the source node from its 
compromised neighbors, using the “Notify” message. 
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Instead of “Notifying” each neighbor; the source node 
multicasts the packets inside the source zone. This 
multicasting is for selected few neighbours of the source node 
in the source zone. The selected number of neighbors can be 
less than or equal to „n‟. The neighbour of the source node 
also multicast the packet among their neighbours. This 
process continues till packets are forwarded to sufficient 
number of nodes to cover the traffic of the source node from 
the external adversary looking for the source node.‟ 

 

 

Fig. 4. Source Node multicasting to its n Neighbors  

 

 

 

Fig. 5. Neighbors of Source Node multicasting to their 
Neighbors 

 

 

Fig. 6. Source zone after some time interval t   

This approach has two advantages namely: 

 It reduces the overhead of continuously “Notifying” 
the neighbors. 

 Multicasting protects the source node‟s anonymity 
for the compromised neighbour node. 

 

V. EXPERIMENTAL DESIGN 

The proposed protocol will be simulated on NS2.35 
simulator under Linux environment. Messages will be 
randomly generated at the rate of 10 queries/second. The 
number of nodes will be set to 100, 200 and 400 in a field of 
1000m×1000m. Zone will be partitioned into 6 sets in all 
tests. Simulation will be done at different network scales by 
varying the number of nodes, node velocity from 0-2m/s and 
transmission range at 100m. 

Comparative analysis of proposed protocol and existing 
protocols like ALARM (Anonymous Location Aided Routing 
in Suspicious MANETs) [7] based on hop-by-hop encryption 
and AO2P (An Anonymous On-Demand Position-Based 
Routing in Mobile Ad Hoc Networks) [8] based on redundant 
traffic models along with GPSR (Greedy Perimeter Stateless 
Routing) [16] (baseline protocol) will be done. 

The performance of the proposed protocol will be judged  
on various network transmission parameters like number of 
participating nodes, number of random forwarders, number of 
hops/packet, latency/packet, delivery rate, etc. 

VI. CONCLUSION 
In this paper, we proposed a low-cost routing protocol 

that provides efficient routing mechanism for MANETs using 
low cost Symmetric Cryptography and Zone based 
Multicasting. Since only zone information of the 
communicating nodes is embedded in the messages, their 
anonymity can be protected. Moreover, the use of 
hierarchical zones and randomly chosen relay nodes ensure 
an anonymous and random routing path. Also, removal of 
„Notify and Go‟ mechanism protects the source from 
compromised neighbors. 

Future works lies in more thorough simulation, and 
testing of this protocol under various scenarios and different 
network attacks. In addition, current method needs a 
proactive mechanism to better solve various kinds of network 
attacks. 
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