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Abstract— These days just hardly any individuals go for
casting a ballot because of their tight schedule and also it will
useful for pandemic like COVID-19. There are numerous
reasons, few might be everybody needs to go to voting center, we
need to remain in a long line, many might be drained due to their
tight schedule. So we have created web based voting system. But
this system has some drawback. Phishing attackers legitimately
get the passwords from the client and they go into the important
sites with right secrete password. Consider a web based polling
system for corporate organizations, polling is occurring once in a
year to choose the president or secretary or key managers of the
organization. At present system every one of the voters needs to
assemble at one spot on polling day and put their vote. In this
methodology we are utilizing another plan which is known as
Cryptography. In this plan we are utilizing visual data for
security. Here we are partitioning unique picture into two offers
which are put away in isolated database. At whatever point these
two offers are stacked with one another we get the original
picture. When we get the original picture it tends to be utilized as
secret password. This system is extremely helpful and ok for
online remote voting. This system is electronic application so it
can be assessed well by any approved individual anyplace on the
planet through web.

Keywords—Salsa20 Key Generator, Secret Password, Secret
PartyName, Verification, Vote Online, Cryptography, Ensemble
Advance java, Blockchain, COVID-19

I. INTRODUCTION

Elections are held throughout the whole site. But voting
stations must be used for voting by voters. The process of the
political race is exceptionally complex and requires a lot of
voting. A lot of arrangements have to be concluded. It Manual
work includes. Elections in government elections are
conducted wisely. To throw Vote, voting at the voting website
must be available. Vote.

This can decrease support for voters; This undertaking is
made simple by based polling. Cryptography includes casting
security Vote. Implementing such systems is important. This
reduces work, causing casting Easy to use and productive
ballot. Encoding picture is a cryptography system. The
customer is approached in this system to upload a security
image during registration. The customer will receive a security
portion via email. The share will be encrypted. The customer

can access Edit voting details system whenever. The client
must upload security only during voting.

If the share is wrong, voting cannot take place because the
safety share is generated by using It cannot be predicted of
random pixels, a genuine picture. Moreover, the share cannot
be received Any other customer or non-approved party because
it is sent safely by email. Casting a vote will be successful only
when it is uploaded the correct share of that customer.
Fraudsters will send false messages or set up falsified websites.
Phishing is an online theft of identity, in which Internet users
are tried by fraudsters Unlawful websites for personal
information. Typically, phishing tricks are shown as spam or
pop-ups, often difficult to identify. If you collect your own
data, the fraudsters They can use it for all kinds of identity
fraud, with your big credit and your big name. hazard. In the
design of their fake sites, Phishers are becoming increasingly
modern. As phishing is one of the most disappointing data
fraud types, it is important that you become comfortable with
different types of phishing tricks just as well as find out how to
prepare. The best known and easiest way to securing a system
asset is A unique name and password are assigned to it. [13]

Cryptography is an examination of data security. It was
actually used as Methods of safe communication between
government and people. Cryptography today is a basis for
advanced safety technologies to guarantee Open and shut
network data and assets. Validation is a way to check a person
or thing's personality. [15]

The objective is to check that you have the true deal at the
point where you confirm an item. At the point where a person
is confirmed, you don't manage an impostor is to check.
Requests to implement applications Mechanisms of themselves
to determine a user's permissions level. Requests: often do this
by maintaining private records containing customer names
Access authorized. For example, database applications keep
private approval regularly

The fields control tables in a record which may be viewed
or changed by a specific client. There are several types of
Internet-based applications. The Web-based voting system is
one of them. There are some who argue for the benefits of
talking, openness, voting from home and the risks of
uncoordinated accommodation, infringement of mystery and
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obscurity and change of the consequences of a political race,
for example. A number of people argue for improved speed
and accuracy. This research project focuses on preventing
phishing attacks and ensuring Internet voting authentication
using Cryptography. Cryptography is a special encryption
strategy for hiding data in pictures, so that human vision can
decrypt when the right keyframe is used.

A. Problem Statement

The in any case of an election, three main questions were
found which are typical for the electorate to cause problems.

First of all, voters often wait for long queues during the
elections cycle leading to an exhausted situation before you get
the chance to throw your hand voting and also because the
queue exists, the aspirants and the campaign teams Use the
situation often as both parties are electorally compelled to vote
for them Present physically.

Third, an accurate number of votes is necessary to manually
vote, so that the results of the winning candidate are known
after the vote. Due to several factors in human error and voting
error, the results of manual voting were challenged. How can
the number of votes in voting centers be accurately measured?

Finally, manual voting takes a lot of time, because voters
have to be there It takes very long in person and when voters
are in another, it is not possible in town or elsewhere.

The above factors combined to determine a situation in
which each vote is deemed unreliable and fair. Thus, a vacuum
exists for a program with functions that would reduce the
inefficiencies of the existing system.

B. Purpose Of Study

The main purpose of this study is to provide a means of
voting for critical and confidential internal decisions of
companies.

C. Significant Of The Study

This study would help to increase trust throughout the
election and ease various problems, such as the long queues,
time loss and lack of credibility, that previously blocked the
system. It also ensures that results are readily available and
the cost of carrying out elections is reduced overall. This
would increase voters' willingness to participate in the
elections and eventually lead to a credible election. It allows
voters to cast their ballots. The online voting system reduces
time spent in the polling stations making long queues in
elections. The system should enhance counting speed and
accuracy. The system authenticates the user so that only
legible voters can vote.

1.5 Aims & Objectives

The main aim of this study is the prevention and
authentication of phishing attacks and Internet voting by
cryptography that can achieve the following goals:

e Facility for critical and confidential internal

business decisions to cast votes.

e Because few people are going to the voting center
because of their close schedules or remote work,
to increase the number of votes in our country;

e Many people can vote with this system from any
location in the word Must go to any center for
voting.

e To create a secure online voting system with an
algorithm for cryptography technical.

e Reduce the falsified vote and ensure the safety of
phishing attackersSystem.

D. Scope Of Study

The scope of the research project is to develop an online
voting system using the cryptography password for each voter
per election, which will allow voters to vote regardless of their
location. Number growing, It is easier and more convenient to
vote for voters as individuals, especially those overseas.

E. Limitation of study

The time factor is the greatest barrier to this research
project being carried out successfully in the six months, the
internet is another barrier for the research project since internet
data in Ghana is currently extremely expensive, as the system
development is also another factor since every feature needs to
be code after each feature as all activity takes place and
financial constraints are lastly imposed.

F. Assumptions

The implementation of the new system is expected to
rapidly enhance people's economic and social-political lives.
Phishing, grumbling and electoral abuse will not be possible.

G. Title Justification

This research project would leverage the foundation of an
earlier e-voting system developed and which uses the
identification of cryptography during registration. The aim is to
increase the ability to universally access the voting request,
which means that eligible voters are not constrained by their
physical location and the use of the image captcha produced
after the voting system has been initiated.

H. Summary

In this chapter, the research project and research field are
introduced. It includes the main problems, i.e. the objectives
and objectives, to be resolved by the research project. The
section as Well contains the scope of the research project to be
covered.

Il. LITERATURE REVIEW

After this comparative table was created to compare the
method and the limitations/future scope, various papers are
explained individually.There are different types of voting
systems from the early days to the developments in
technology. That is explained in this chapter. Develop
voting schemes using ICT resources to provide more
efficient voting services than conventional paper-based
voting methods.[21]

The growth of the world's digital culture, on the other hand,
has given rise to concerns about why voting is not possible
in the same way as buying products from home or online.
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Promise to simplify and improve the democratic process for
political parties, Candidates, the electoral government and,
above all, the electorate. Various types of Varying degrees
of Internet or remote electronic voting systems
Achievement. Some systems worked well, but some were
even scrapped. Before implementing because of security
issues.

2.2 Related Works
A. The system of paper voting

The paper voting system is the standard voting system
which is widely used. It will usually be used before the
electronic voting system is implemented. Includes paper
and seal ballots in the paper voting systems. Each voter
uses and does not share one ballot. The inconvenience of
this system is: (i) time consuming; (ii) low speeds.[20]

A. The system of electronic votes

An electronic voting system means that the electorate can
transmit their secret ballots via internet to election officials
using electronic ballots. The system's disadvantages are: (i)
poor computer expertise cannot vote properly; (ii) security
threats vulnerable; (iii) polling stations consuming power;
and (iv) cost.[21]

B. System of vote online

The newest electronic voting system in which ballots are
broadcast on the public Internet via a web browser is the
online voting system. Voters can vote directly from online
Everywhere in the world. Everywhere in the world.
Protection is the only disadvantage of this tool.[18]

C. Some other online voting security-based issues are:

Password security is highly protected and does not focus on
most applications Attacks on phishing. By phishing,
attackers receive the user's passwords They can access the
relevant web pages in the correct password. No efficient
method is available Protection of phishing for website
users.

To fulfill security requirements for privacy, anonymity,
qualifying, equity, verifying and receipt freedom of electronic
voting, Purusthomata and Alwyn have developed a secure
Internet-based e-voting system using an identity-based
encryption. Electronic voteSystem tested the use of a unique,
public key infrastructure ID number of the vote. [17]

To meet security requirements of the privacy of anonymity,
eligibility, fairness, verification, and unique security of secure
e-voting, the Sujata and Banshidhar e-vote protocol on basis
of blind signatures proposed. The protocol improves over the
YES/No E-Voting protocol by using the bit-specific XOR
function to generate votes and blind signatures.

A secure e-voting protocol based on identity was developed
and was based on two bilinear cryptographic pairing
algorithms to meet secure e-voting data protection, eligibility,
transparency, precision and unique requirements. The
threshold of the protocol is Signature blind encryption scheme

Bilinear primitives of cryptography Blocks of building.

2.3 The Security Issuesof The Online Voting System

International experience has shown that they often face
security problems while the voting system is running online.
Not only external (e.g. voters, attackers) but Insiders (e.g.,
program developers and administrators), are responsible for
the root of any security problems, even though the legacy of
such items in the source code is unacceptable. These mistakes
caused a vote system crash. [23]

Similarly, the solutions proposed to prevent these attacks
were outlined. In order to prevent hackers from coming into
the voting system over network, we can design our system to
transmit data without a network. The restriction of vote is
another example.Unique data inputs, preventing the execution
of command injection.
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Table 1: Comparative Table

Sr. Paper Name Publicat | Conference/ Methodology/tool/ Limitations Future scope
No ion Year journal techniques used
1 A Secure End-to-End 2020 IEEE Batch verififiability, Functional digital The future of voting:
Verififiable Internet- early voting, elliptic signature End-to-end verififi-
Voting System Using curve cryptography, foranonymously issuing | able internet voting-
Identity-Based Blind end-to-end a blank ballot to a voter specifification and
Signature verififiable, functional | and used the BLS short feasibility study
digital signature, signature scheme for
Internet-voting protecting the vote from
system. any modifification.
2 PhishHaven -An 2020 IEEE Al-generated phishing Extracts content of PhishHaven can be
Effificient Real-Time URLSs, ensemble webpages, hence further enhanced by
Al Phishing URLs machine learning, computationally incorporating
Detection System human-crafted inefficient unsupervised
phishing URLs, Non-Proactive approach learning,By
lexical features, Requires source codes or applying multi-
multithreading, URL the entire page content threading technique
HTML encoding, of the website at an input unit
3 Avoiding Phishing 2020 Springer Visual Cryptography; Visual Cryptography we will be
Attack on Online CAPTCHAImage Technique used to detect designingan
Votig System Using phishing site or original efficient voting
Visual Cryptography site easily. system for Carrom
Association that will
prevent phishing
attack.
4 Secure Electronic 2019 Science SDLCmethodfor hybrid cryptosystem and The direction of
Voting Using a direct design and steganography was future works can be
Hybrid Cryptosystem implementation of developed, attempt to tuned towards
and Steganography voters information proffer a more robust satisfying the
system. This work scheme in fulfilling the information security
employed the iterative | security requirements for requirement for
waterfall model. electronic voting. availability.
Ensuring availability
in information
systems also
involves preventing
denial-of-service
attacks.
5 A Novel P2P based 2019 IEEE Blockchain, P2P The existing systems and This proposed
System with network, Ethereum, labels some of the issues system can be
Blockchain for AES, RSA, security of e-voting further enhanced by
Secured Voting replacing OTP
Scheme verification by
fingerprint or face
recognition inreal
time
implementation.
6 SeVEP: Secure and 2019 IEEE Authentication, Resource allocation develop a working
Verifiable Electronic effificiency, electronic polling system have prototype of SeVEP,
Polling System polling, malware, Authentication, process and evaluate its
security, of electronic polling. scalability and
verififiability. usability in real-
world deployment.
7 Towards Developing 2019 Springer coercion resistance Developing a To slove coercion
a Secure and Robust problem, Blockchain, SecureSolution for resistance problem
Solution for E-Voting Online Voting process | online Election process to slove,
using Blockchain information cryptographic
algorithms
8 E2E Verififiable 2019 IEEE Electronic voting, Verififiable election More general case
Electronic Voting Shareholder voting, process that voters to use a
System for Endto-end smart phone may
Shareholders verififiability, Zero depart and leave
knowledge proofs, dynamically within
Decisional Diffifie computation period.
Hellman assumption,
Security proof.
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9 An Electronic Voting 2019 IEEE
Scheme Based on
Revised-SVRM and
Confirmation

Electronic voting,
Revised-SVRM,
ElGamal, RSA,

Confirmation

Revised-SVRM and
Confirmation
Numbersvirtualization

To consider privacy,
robustness,
accuracy, integrity,
incoercibility and

MarginMajorityVotin
gForLearningfromCro

Numbers numbers, Anonymous fairness
credential
10 Prevention of 2018 ICIEMS Online Voting, Open Redirection Verification of
Phishing Attack on Phishing Attack, vulnerabilitiesMethod voting website this
Online Voting System Open Redirection, System for website
Cyber Security, developing a voting
Website Forgery. process and Attack
recognition
11 Secure Online Voting 2018 Spring Visual cryptography, Secure a voting process Improvement in
System Using VC security share, voting for using Cryptography existing algorithm
system task scenario
12 A Scheme for 2018 IEEE Electronic Voting, Paillier Cryptosystem, Distributed
Threeway Secure and Anonymity, Homomorphic implementation of
Verififiable E-Voting Verififiability. Encryption Three way Secure
and Verififiable
Election process
13 Max- 2018 IEEE Max- Simpleanmax- willexplorethemax-

marginLearning,Crow
dsourcing,OnlineLear
wds ning,RegularizedBaye
sianinference.

marginmajorityvoting
system

marginMethodsforc
ontinuoustypelabels.
Itwouldalsobeinteres
tingtoInvestigatemor
eonactivelearning,su
chasthem
forSelectingsourcing

14 A Secure Verifiable 2018 IEEE
Ranked Choice

Online voting, privacy

least one authority is we plan to address

this issue and

Online Voting System

preservation,
homomorphic

honest, since otherwise
the system is not secure

potentially could

Voting System using
Visual Cryptography

Based on encryption, consider further
Homomorphic homomorphism tally, generalizations.
Encryption endto-end
verifification.

15 E-voting using 2018 Spring Security and 1 to n voters implement voting
blockchain Protection, Hardware, | consideration of E-voing result using block
technology Online Information process chain algorithm

Services from every place of
election.

16 Anti-Phishing I- 2017 Spring Authentication, visual Authentication, Security for

cryptography, image
captcha, phishing,

communication communication
visual cryptographylink

is there

I1l. RESEARCH METHODOLOGY

3.1 Introduction

Due to the rapid development of technology and the
popularity of the internet, a variety of application
technologies, such as e-commerce, e-democracy, and e-
government, are trending towards digitization.To reduce costs
and red tape in government departments, modern states are
seeking to provide people with the ability to participate in and
benefit from online services by increasing the number of
people who have access to the internet. Electronic voting has
recently replaced traditional voting in modern states.

For example, (1) electronic voting reduces or eliminates
unwanted human errors; (2) in addition to its efficiency, e-
voting does not include geographical proximity to electors,
which increases the number of voters who participate; and (3)
e-voting saves voters time and money while counting voted
ballots.Daniel J. Bernstein suggested Salsa20, a software-
oriented stream cypher. The algorithm accepts 128-bit and

256-bit passwords. The main, a 64-bit nonce, a 64-bit clock,
and four 32-bit constants are used to create the 512-bit initial
state during operation. The modified state is used as a 512-bit
keystream output after r iterations of the Salsa20/r round
feature.

REGISTER USER

USER LOGIN

ELECTION

LOGIN FAIL

AUTHORITY

VOTER UNBLIND SIGN ON BLINDED
VOTE, RETURN SIGN VOTE

PROVIDE SECURITY
CASTVOTE USING SALSAz0

LOGOUT

Fig. 1 System Block Diagram [19]
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Salsa20/operation r's resembles that of a block
cypher in counter mode because each output block is an
individual combination of the key, nonce, and counter.
Because there is no chaining between blocks,
Salsa20/operation r's resembles that of a block cypher in
counter mode. As a result, Salsa20/r has the same
deployment benefits as Salsa20/r. The ability to produce
output blocks in any order and in parallel, in particular.
Salsa20/r produces a keystream with a cumulative length of
270 bits.[22]

Salsa20's round transformation is made up of three simple
operations; modulo 232 additions, bit rotation, and XOR
(what has since become known as an ARX construction).
The cipher's software efficiency is enhanced by the effective
execution of these operations in software.

Salsa20/8, Salsa20/12, and Salsa20/20 were suggested by
eSTREAM as three major variants of Salsa20, based on the
number of rounds r. Each offers a different balance of
protection and efficiency. The designer suggests Salsa20/20
for “encryption in standardcryptographic applications."
Salsa20/12 and Salsa20/8 have 12 and 8 rounds,
respectively, and are recommended by the designer for
"users who prefer pace over trust.” The eSTREAM
committee proposed Salsa20/12 as the best compromise
between the various models, balancing outstanding
performance with a comfortable margin of protection.[11]

1) The eSTREAM testing platform page has more
knowledge about the accuracy of eSTREAM cyphers in
applications. Refer to D's eBACS stream cypher programme
timings page for a more detailed comparison with a variety
of other stream cyphers on a variety of architectures.
Bernstein is a well-known financial advisor.[24]

2) Analysis

Salsa20 has undergone extensive cryptographic
research in the years since its release. On either Salsa20/12
or Salsa20/20, there is no attack better than exhaustive key
check, despite the fact that some attacks have been
discovered on reduced-round variants of the cypher.

Crowley proposed a key-recovery assault on
Salsa20/5 at SASC 2006.[5]. The three-round attack uses
truncated differentials and has a time complexity of 2165
and a data complexity of 26. Fischer et al. introduced some
non-randomness properties after four rounds of Salsa20 at
INDOCRYPT 2006, and used this observation to create a
key-recovery assault on Salsa20/6 with time complexity
2177 and data complexity 216;Tsunoo et al. [23] used a bias
after four rounds of Salsa20 to create a Salsa20/7 attack at
SASC 2007. The attack’s time and data complexities were
2190 and 211.37, respectively. Aumasson et al. introduced
the first key-recovery attack on Salsa20/8 at FSE 2008.
[13]. It's a differential attack that uses the probabilistic
neutral bits strategy. After identifying a bias in the
performance after the fourth round, the authors use it to

attack eight rounds in time complexity 2251 and data
complexity 231.[16]

STREAM CIPHER WITH SYMMETRIC SECRET KEY

Key length = 32 bytes

Salsa20 is a stream symmetric cypher that is both
modern and reliable. Daniel Bernstein, a research
professor of computer science at the University of
Illinois at Chicago, developed it in 2005.

Make use of

Salsa20 is a cypher that was submitted to the eSTREAM
research project, which ran from 2004 to 2008 and was
intended to encourage stream cypher development. It is
thought to be a well-thought-out and efficient algorithm.
There are no known or successful attacks on the Salsa20
cypher family.

8-byte
block number

expansion function

10 rounds of
doubleround function

64 bytes
of ciphertext

64 data bytes ————=(+)———|

Fig. 2 Block Diagram of Salsa20 Algorithm [12]

a) The Algorithm

Salsa20 is a stream cypher that deals for 64-byte data

blocks.

b) Encryption

The algorithm employs the Salsa20 expansion
function for each 64-byte data cube. The hidden key
(which can be 32 or 16 bytes long) and an 8-byte long
nonce concatenated with an additional block number,
whose values range from 0 to 264-1 (it is also stored on
8 bytes) are the function's inputs. The block number
grows by one with each call to the expansion
function.[15]

The hash function that collects the 64-byte long
input data from the Salsa20 expansion function,
combines it, and finally returns the 64-byte long output
is at the heart of the Salsa20 encryption algorithm. The
Salsa20 hash function uses the following bytes in the
obtained sequence:
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o adifferent hidden key
e another nonce, this time with the block number

e  Our constant vectors, whose values are dependent on
the size of the hidden key, were obtained from the
expansion function.

The hash function works for data that has been separated
into words. Each word is made up of four bytes, with
values ranging from 0 to 232-1. As a result, the input
data is 16characters long, the main is 8 or 4 characters
long, and the nonce is 2 characters long.The Salsa20
expansion feature output is XORed with the 64-byte data
block. A 64-byte ciphertext block is generated as a
consequence.[8]

€) Decryption
During decryption, the same algorithm should be
used. The data can be separated into equal-sized parts.

The product of the Salsa20 expansion function should
be XORed with the 64-byte ciphertext stack. The outcome is a
64-byte plaintext block.

d) Other Salsa20 ciphers

Other cyphers that are based on the Salsa20
algorithm but vary in specifics are also available.

e Salsa20/8 and Salsa20/12 operate in the same way as
the original Salsa20 algorithm, but instead of 10
doublerounds within the hash function, they execute
4 or 6 doublerounds, respectively.

e Bernstein released the ChaCha family in 2008. By
using slightly improved hash functions, they have
slightly better protection than the original Salsa20
cypher. The input data for the hash function was
rearranged to make the algorithm more effective to
execute.[23]

3.2 Requirements definition

A systematic and standardised collection of criteria must be
defined prior to the design of any voting scheme. The general
and system-specific design criteria of the built e-voting system
in this work are divided into two categories. Those criteria that
extend to any voting scheme are known as common
requirements. The system basic criteria, on the other hand, are
those that are particular to the system that has been created.
The system-specific criteria, on the other hand, are those that
are unique to the system that has been created. The system's
system-specific specifications allow:

i. Multi-user: Multiple electors will vote at the same time;

ii. Affordability

3.3 Framework design for the system

The framework construction was carried out in order to
decide the architectural framework for the applications. The
architecture that emerges from this design process is a
description of the system that will be used to achieve the given
objective. The infrastructure model architecting, in which
model(s) is built on the architecture, is an important part of the
model design. The models are graphical models that were
created with the help of a single modelling language
(UML).[14]

3.4 Software development

To validate the architecture, software was developed and
implemented. HTML, JSP, Javascripts, PHP, XAMPP api,
HTTP SMS, and spring tool gateway were used to build the
programme. Windows 10, for example.

3.5 Performance testing and evaluation

After experimental use, users' perceptions of the
developed system were gathered to see if the core principles
sought in voting systems are present in the developed e-voting
system. The following research questions were posed in the
questionnaire, all of which concerned whether the developed
e-voting scheme met the generic protection criteria desirable
in voting systems:

i. Is it possible for cast ballots to stay unaltered? “Integrity” is
a requirement.

ii. Is it possible to have a validated vote in the final tally?
“Accuracy” is a requirement.

iii. Is it possible to verify the electors are who they say they
are? Authenticity is a prerequisite.

iv. Is it possible that the developed e-voting scheme would
only allow qualified voters to vote once? Requirement for the
term "democracy."

Can the established e-voting system guarantee that no one,
even election officials, can attach a ballot to the elector who
cast it? “Privacy” is a prerequisite.

3.6 System Design

The framework is divided into three parts: the admin module,
the client module, and the server module. Add/manage
consumer, add/manage candidate, add/manage groups, and
display votes are all included in the admin module. This
module allows the administrator to connect, edit, and remove
information about users, candidates, and parties. The android
programme mounted on the user's smartphone is the client
module. The customer must first register with the application,
after which he must sign up using the same username
andpassword as before registered. The consumer must then
choose the candidate on which he wants to vote. When a user
clicks the "Vote" button, he is expected to upload the share 1
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that was sent to his e-mail address, while the server uploads
the share 2 automatically. Authenticated users will be
presented with a captcha, which they must correctly enter. The
user's vote would be successfully registered if the captcha is
correctly entered.

3.7 System Architecture

We propose a new technique to detect the phishing
website for phishing identification and prevention. Our system
is based on the Anti-phishing Picture Captcha authentication
scheme and uses cryptography. It defends passwords and other
publicly identifiable information from phishing websites. The
suggested method is split into two stages, the first of which is
the registration process and the second of which is the login

phase..
DATABASE |

AUTHENTICATION

v

Ly
VOTER_INFO
5
]
ADKHINIETRATOR
v
: AVOTE™
QR FILE,

H|
CARDIDATE

H| H H)
BALLOT ROSITIONE VOTER_ADD RESULTE

AGEMERATI
TOKE!

G

Fig 3 System Architecture [13]

3.7.1 Registration Flowchart

The registry will use the first name and last name as
passwords during the registration process. The user's password
would be made up of the text of their first and last names. The
first and last names are divided into two shares, one of which
is held by the recipient and the other by the server. During the
login process, the user's share is sent to them for later
verification. The first and last names, as well as the password
for the telephone number, are stored as sensitive records in the
website's database.

3.7.2 LoginFlowchart

The user is first asked for their username during the
Login process (user id). The customer is then asked to enter
his personal share, which he keeps. This share is sent to the
server, where the user's share, as well as the share that is saved
in the website's database for each user, are piled together to
create the image captcha. The user is presented with a picture
captcha. The end user must enter the text shown in the picture
captcha, which can be used as a password and through which
the user can log in to the website. The user id and password
will now be submitted to the authentication scheme for
verification.The method of ensuring that the individual is who
he wants to be is known as authentication. The user's id is sent
to the registry, and the password is retrieved from the
database. The user's password and the password retrieved from

the database are now compared. Thus, by stacking two shares
to create a username and image captcha, one can determine if
the website is genuine/secure or a phishing website, as well as
if the user is authenticated or not.

W

[ Enter First Name ]
b 4

[ Enter Last Name }
L 4

[ Enter Mobile Number ]

h

Enter Password

h 4

Save voter detailsin
Database

End

Fig 3.3 Registration Flowchart [03]
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[ Enter Password ‘

W

No
| If Password Matches I‘_>| Print invalid credential I

Yes
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Fig.3.4 Login Flowchart [18]
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3.7.3 Sequence Diagram

This is a flowchart that depicts how activities are
carried out. They depict the presence between objects in a
collaborative environment. The vertical axis of the diagram
is used to represent time, and it is used to display the order
of the relationship visually by using the vertical axis of the
diagram to represent time, and it is used to show what
messages are received and when.

Admin
Syatem

Authentication
process
o Insert Voter Data N
T Werify () .
verification
enter e m e m e
login id valid

W oter

Dhpen Bession

Z astV ote

Confirm Msg

h J

Fig.3.5 Sequence Diagram [26]

3.7.4 Use-Case Diagram
USE-CASE DIAGRAMS

P e ///'_h\\
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/ /
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\ K Election Report ) \\ R
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\ :

\)/”——\\ < Sign Out
( Sign Out ) 3 )
Yo e \\w//

Fig. 3.6 Use-Case Diagram [13]

This is a schematic representation of the major components
and processes that make up a system. The main components
are referred to as "actors," and the mechanisms are referred to

as "usecases." The diagram depicts how the actors deal in each
use case, with the Actors, Input, and Output respectively.

3.7 Comparison between Traditional, Existing and proposed
system

The machine responds in a fair amount of time. The
voter will log in and receive responses to his requests in 2-3
seconds, which is faster than the previous system. Both
passwords that are created or adopted are encrypted and stored
in a database, as opposed to current systems that store
passwords in plaintext and are therefore vulnerable to attacks.
Since voting is only performed if the user uploads the correct
share and thereby enters the correct strings, the voting
mechanism is secure and offers improved security. In election
mode, the machine is 99 percent efficient and delivers
excellent results. To avoid data loss in the event of a system
collapse, votes are polled before they are recovered in the
archive, and the system recovers from past failures and
resumes the voting procedure with high reliability.

3.7.7  Advantages of Proposed System

Logging in as a user is private and stable. VVoters will
cast their ballots from anywhere. Voters can access their
accounts at any time, but only during voting may they upload
a security share that was sent to their registered email address
during registration. After entering the text created on the
image, if the submitted image is correct, a vote can be cast.
The system is safe in this system, and all user information is
kept private and secure. Keeping track of voters would be
easy. This method would make it simple for electors to cast
their ballots, and it is simple to use. It would be simpler for
people living in rural areas to vote.

3.9 Database Design

The online voting system makes use of a database called
Online Voting, which is made up of two tables, as seen below.
Online Voting from a Database

This research project makes use of many tables, including

® Admin,

® \oter, and
® Candidate.

1. User/voter registry data table - This table stores information
about active users/voters, including their favourite user names
and passwords. It also includes voter/user contact information,
such as phone numbers and email addresses.

Table 2Structure for table registration details

Field Type Null | Default
1dNo int(10) No
Fname varchar(15) | No
Lname varchar(15) | No
Mobile No | int(10) No
Password Varchar(20) | No
User varchar(40) No | voter

username and password for logging in
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2. Vote table - This table keeps track of the delegate and the
elector who casts a vote in their favour. The id field is its
primary key, and it is also needed for vote counting. The index
is checked to see how many people voted for a single
contestant.

Table 3Structure for table vote

Field Type Null | Default
candidate | varchar(25) | No
Voter varchar(15) | No
Id int(8) No

IV. SYSTEM SPECIFICATION AND DESIGN
4.1 Introduction

To approximate the computer cycles consumed by
operations using a highly verifiable safe online voting system
in which each elector is authenticated using a unique identifier
provided by the relevant authority and his biometric details
(for example, private and public operations based on RSA,
operations on elliptic curve and pairing). The appropriate
cryptographic operations' notations and the number of
computer cycles they absorb. Our system's success in
comparison to other systems. The suggested method and
system are based on ECDL and GDH problems and use
elliptic curve cryptography. The security of the systems is
focused on the discrete logarithm problem (DLP) and integer
factorization problems, and they are based on the standard
RSA public key cryptosystem (IFP). The ECC-based
operations (scalar multiplication and addition) are more
efficient than the RSA-based operations, as seen in Table
3.[23]

4.1.1Reqirements for an election system

Researchers also defined a series of specifications for
a reliable electronic voting protocol in this framework.

4.1.2 Security Requirements

Since the internet seems to be an unstable place,
protection plays an essential role in every voting method,
particularly e-voting. In order for the electronic voting
framework to function without bugs, it must be applied
according to safe design. Despite the system's difficulty of
architecture and execution, it seems that certain principles are
universally agreed as the minimum security specifications for
electronic voting.

Voter authentication: Only registered voters should
be able to vote, and only one vote per voter should be counted.

Voter privacy: while only registered electors should
be allowed to vote, it should be difficult to link a voter's
identity to the substance of his or her vote.

Election Results Accuracy: Since all caste votes
cannot be changed, copied, validated votes cannot be excluded
from the final result, and null votes can not be included in the
final result, the system is accurate. To deter vote tampering, a
digital signature is used. Uniqueness can be added to the
voting mechanism for accuracy by using a token that is
distinctive.

Intermediate result privacy: A scheme is anonymous
if no casted ballot can be attributed to its voter (anonymity),
and no voter can prove that he or she voted in a specific way
(receipt - freeness).

Verifiability of ballots: votes must be checked
separately by electors who were inserted in the final tally and
counted correctly.

When an adversary orders an elector that may be
related to him to vote a certain way, the voter has the ability to
trick the adversary. And if the adversary coerced the voter to
show his keys or abstain from voting, the adversary would not
be able to tell if the voter followed the adversary's instructions
or not.

Democracy means that each registered voter has the
right to vote and that no one should vote for another.

Robustness: By avoiding any malicious action by
voters, officials, or outsiders, the mechanism must be
protected and non-infiltrated by adversaries. To engage in the
voting protocol, you'll need a token.

There are additional specifications that deal with the
system's implementation's public security assets. For example,
the framework should be trusted, user-friendly, transparent,
and built on open programming architectures and open source
applications, among other things. However, some of the above
specifications are incompatible. In the case of voting secrecy,
the ballot, for example, cannot be attributed to the voter. This
is in contrast with the verifiability property, which stipulates
that each elector must be able to prove that his or her vote has
been counted.

4.1.3System Wide requirements

In this section, the system-wide requirements for
implementing voting protocols are discussed. -Voter
convenience: Voters should be able to vote without consulting
the voting authorities and complete the voting procedures with
he bare minimum of skills and equipment.-Voter mobility:
Voters should be able to vote from either location without
restriction.The scheme is successful if the number of electors
and the authorities' involvement in the protocols are equal to
the computing and communications resources.

4.2Approach
4.2.1 What approach is taken by the author

Once all the nodes of the network are running, a new
user can connect to the server. The user registers a non-
anonymous user (using Aadhar Card, phone, password, etc),
and performs the login.

The user, locally, generates a RSA key pair (private
key & public key). The user blinds his Public-Key with the
server Public-Key.

The user's Public-Key blinded, is sent to the server.

The server Blind Signs the Public-Key blinded from
the user, and returns it to the user.
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The user unblinds the Public-Key signed by the
server, and now has the Public-Key Blind Signed by the
server.

The user sends the Public-Key blind signed to the
p2p network.

The peers verify that the Public-Key Blind Signed is
correctly signed by the server, if it is, they add the Public-Key
to the Ethereum Blockchain, inside a new block.

4.2.2 Our Approach:

As per recent research RSA method to secure data
with blind signature has some flaws and can be cracked using
high end computational devices.

So we will be using more secure Salsa20 security
algorithm which is found more to be more secure than existing
algorithm like RSA and AES.

Also Salsa20 is more FAST and light weight than
RSA and AES.

Salsa20
decrypting.

is FAST in terms of encrypting and

Means it can encrypt more messages per cycle
compare to RSA and AES.

Also it is light weight means it requires less
computational resources compared to other.

In spite of such benefits Salsa20 provides better
security.

V. SYSTEM REQUIREMENT AND
IMPLEMENTATION

5.1 Introduction

The aim of this segment is to focus on the system's
deployment climate. This includes the hardware and software
environments for the device design and development
implementation process. The software was designed using a
top-down architecture approach. The framework is made up of
modules and sub-modules that are connected together to allow
for simple data and control flow.

5.2 System Implementation Technologies

The web-based voting system was created as an online
information system to provide users with easy access to the
voter registration database. The following are some of the
methods that were used during the implementation:

5.2.1 Software

i MYSQL DBMS - allows data in the voter database to
be combined, extracted, modified, and arranged. It is

platform agnostic, which means it can be deployed
and used on a range of platforms, including
Windows, Linux servers, and mainframes. It
performs well, is safe, and offers market benefit at a
low cost.

ii. Java - This is the new heart of the web world; it is a
programming language that is used to create web
pages. It's the substance that binds all together. While
Java and the Spring tool is used to create the OVS, it
is highly compatible with Java and the Spring tool
and can be used as a substitute for Java when dealing
with details. It is also scalable between various
browsers and frameworks with little or no code
changes. Macromedia Dream weaver is a preferred
method for integrating Java pages, and it was this
tool that was used to create the OVS framework.

iii. Java coding-This is for advanced user who find Java
codes easy to work with.

iv. Testing - is done via WAMPSERVER.

V. Web browsers - Mozilla Firefox, Google chrome,
Opera and Internet Explorer

Vi. Reporting Tool - i.e. through Data Report.

5.3 Software Requirementt
Software is a list of programs or instructions
written in some programming language that allows the
user to do whatever they want with their computer.
Only the following minimum technical
specifications are needed to run and build this package:
Windows XP, Vista or Window 10 etc.
MYSQL DBMS
Java coding
XAMPSERVER.
Web browsers: Mozilla Firefox, Google chrome,
Opera and Internet Explorer

®Poo0 o

5.3.1 System Software

There are pieces of software written by machine
programmers who translate instructions in application
software (programmes) and then send the basic instructions to
the central processor, allowing the different hardware units
that make up the computer system to work as intended. DOS
is a good example. System software maintains and monitors
computer hardware in order for programme software to run
tests. Microsoft OS is an example of an operating system.

Application software, on the other hand, is a
programme that allows the end-user to perform basic,
productive activities like word processing or image editing.
System programme runs experiments such as copying data
from memory to disc and displaying text on a display screen.
Loading applications, operating system interface drivers,
programming tool compilers, assemblers, linkers, and utility
tools are all examples of system software. Firmware refers to
processor information that is stored on nonvolatile memory,
such as integrated circuits. The operating system and all utility
programmes that handle computing resources at a low level
are referred to as this.
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5.3.2 Application Software

Application software is end-user software that is
programmed to execute a range of functions, such as MS
Term. These are typically applications or operating
frameworks that are available from a provider and are pre-
programmed to execute particular tasks. Application software
is a form of computer software that uses a computer's
resources explicitly and thoroughly to complete a task that the
user desires.

5.4 Hardware Requirement

A decent computer with a hard disc drive of 20GB
or more is needed to run the machine. This is required in order
to save the software and make it usable at any time. For a
successful view of all outputs, it needs a visual display unit
(VDU) with a high resolution and graphic capability.

A working CD drive or floppy drive is required in
case the programs on the hard disc are ultimately killed by a
virus. When PHCH loses control, an uninterrupted power
supply (UPS) is needed to maintain power for a short period of
time.

5.5 Language Justification

The online architecture of the programme was
implemented using Java and the spring tool. Java is an object-
oriented programming language built on classes. As a result, it
includes a number of libraries that aided in the creation of the
user interface, as well as the ability to bind to a MySQL
database with ease. It also added to the system's security by
using the MD5 feature for data encryption algorithms. The
pages were also improved with the use of JavaScript
Frameworks/JavaScript CSS (Cascadian stylesheet) to make
them more vibrant and appealing. The database engine for the
electronic voting system research project was Java.

It's yours for free on the internet. After its inception,
Java database software has been heavily preferred against a
wide range of database software. 5.2 System Components and
Modules The framework was built as a web-based online
voting and alteration solution using Spring tool server, Java
web server, and Internet Explorer as the primary browser;
other web browsers such as Mozilla Firefox, Opera, and
Google Chrome can also be used. The system's security and
usability are guaranteed.

5.5.1 Shortcomings with the System

The  following  variables  obstruct  the  system's
implementation:a) Financial resources to fully enforce the
framework are minimal.b) There is opposition from
commissioners who think the tool can do all of their job for
them, and residents who do not believe it is a safe way to vote
online.c)Power supply in different parts of the world is
unreliable, which may discourage voters from using the online
voting system to cast their ballots.

d)As in any computer-based information system, garbage in
equals garbage out, which means that if incorrect information
is inserted into the online voting system, the result will be the
same.

e) The election process has lost a considerable amount of
personal touch.

5.5.2 Form input and Reports Design

The framework was created as a web-browser-based
collaborative process between the user at the interface and the
database. This tool helps a user to communicate with a
MYSQL database using a web browser to access, edit, view,
and retrieve data depending on the privileges given. Java
servlets were used to carry out these tasks. HTML forms have
the best interface for entering data, modifying the index, and
displaying it. For quick public understanding of the tool's use,
these forms and report interfaces were kept as short and basic
as possible. Some of the forms and report interfaces produced
include the following:

5.5.3 The login form

This is where a potential user/voter begins; they must first
create a username and password. When this is provided, the
machine verifies the user's knowledge to what is stored in the
database. The voter/user is then logging in; otherwise, he/she
is not logged in.

5.5.4  The voter registration form

For the sake of the machine owner, this type is purely retained.
He or she is the only one who has access to and can use this
form. Users under the age of 18 are unable to access this page
through the connection provided.

5.6 Testing and validation
Testing was performed on the machine at the design period to
ensure its reliability and resistance to intentional errors.

This can be accomplished in two stages: -

Unit testing: Unit research examines the output of specific
components using test results.

System testing: The components are joined together, and test
data is used to determine if the components fit together.

VI. CONCLUSION, RESULT AND
RECOMMENDATION

6.1 Conclusion

Using the internet to vote Orthodox voting systems
have drawbacks that cryptography overcomes. This method is
more stable and takes less time to incorporate. Additionally,
there is no possibility of voting intimidation, and the amount
of money spending on defence will be greatly lowered. The
main goal of this approach is to offer full anonymity to the
voter while also ensuring that the voting system is well
integrated. The key principle behind this framework is to use a
robust authentication mechanism to authenticate electors.

Volume9, Issue 8

Published by, www.ijert.org 149


www.ijert.org

Special Issue- 2021

International Journal of Engineering Research & Technology (IJERT)

I SSN: 2278-0181
ICACT —2021 Conference Proceedings

Cryptography encrypts data such that it can be decrypted
without the use of mathematical computations. People who
have access to the internet at home can vote without having to
go to polling places. Since the elector can vote from his place
of employment, elections can be held quickly and efficiently
in a proper manner using this Internet-based voting system
based on cryptography. Internet voting has a number of
advantages, including reduced costs and greater voter turnout.
This voting method closely respects security and human
considerations, ensuring that electors have accurate and
intuitive evidence of the legitimacy of the voting procedure.
Cryptography is used in the scheme we propose to provide
shared security for electors and election servers.

6.2 Result

This system will very useful and safe for online remote voting
and specially in pandemic like COVID-19. This system is web
based application so that it can be accessed by any authorized
person anywhere in the world through internet.
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