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Abstract—As the Internet of Things (loT) gains popularity,
organizations face challenges in effectively connecting their
devices and sensors to 10T platforms. Integrating devices into
platforms like Thingsboard can be time-consuming and complex,
particularly for those unfamiliar with 10T technology. This paper
presents a novel approach: a customized loT dashboard for
EAPL. The proposed solution utilizes technologies such as
ReactJS, ExpressJS, and Postgresql to develop an interactive web
application. The dashboard focuses on displaying real-time
energy meter data and employs advanced visualization
techniques to enhance data analysis and comprehension. By
prioritizing user-friendliness and accessibility, our custom
dashboard aims to streamline the integration process,
empowering loT organizations to monitor and manage their data
in real time. The application provides valuable insights for
informed decision-making, leading to improved efficiency,
productivity, and market competitiveness. This paper contributes
to the growth and advancement of 10T implementations across
various industries
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I INTRODUCTION

As more and more organizations adopt the Internet of
Things (loT), they face challenges in connecting their devices
and sensors to 10T platforms. This process can be complicated
and time-consuming, especially for those who are not familiar
with 10T technology. It involves setting up devices to
communicate with the loT platform, ensuring secure
communication, and managing the flow of data. Integrating
devices from different manufacturers and keeping everything
up to date can also be tricky. Unfortunately, these difficulties
prevent many organizations from fully benefiting from their
loT investments.

To tackle these challenges, we propose the development of
a customized loT dashboard specifically designed for
streamlined industrial automation. Our goal is to create a user-
friendly interface that shows information in a way that suits
individual preferences. By using technologies like ReactJS,
ExpressJS, and Postgresgl, we will build a web application that
is interactive and works well on different devices.
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The main focus of our custom dashboard is to display real-
time energy meter data. Advanced visualization techniques has
been used to make it easy for users to understand and analyze
their energy usage patterns. The aim of this paper is to provide
I0T organizations with a simple and accessible tool that allows
them to monitor and manage their data in real time.

By using our custom dashboard, organizations will gain
valuable insights and make informed decisions about their
operations, products, and services. The visualization tool will
enhance the user experience and help them understand their
device data better. This will ultimately improve efficiency,
productivity, and competitiveness for organizations, while
contributing to the overall growth of the IoT industry.

In the following sections implementation of real-time
energy meter data visualization. This paper aims to
revolutionize the way organizations interact with their loT data,
providing them with valuable insights and driving their success
in a connected world.

Il. LITERATURE SURVEY

In a research paper focused on addressing rural
sustainability challenges, an loT cloud platform utilizing
pub/sub technologies is presented [1]. The platform
demonstrates exceptional performance by leveraging two
distinct pub/sub characteristics: MQTT for efficient processing
of small data and Kafka for reliable processing of large data.
By implementing this combination, the platform effectively
tackles the unique requirements and complexities associated
with sustainable development in rural areas.

In another research paper [2], the authors aimed to create a
user-friendly dashboard for efficient environment monitoring.
The project focused on providing live data from sensors to the
users in real-time. The dashboard allows users to easily access
and monitor the data from their sensors, helping them make
informed decisions about environmental management.

In a research paper [3], the authors present a method for
creating a role-based visualization system for industrial 10T.
They built a prototype loT dashboard and tested it in a pilot
production line to validate its effectiveness. The paper explains
how the system works and discusses the results of the
validation process, demonstrating the practical application of
role-based visualization in industrial 10T settings.
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In a research paper [4], the authors discuss the use of
biometric attendance systems in different organizations like
schools, offices, and companies. The paper suggests that
developing a portable attendance manager device and a shared
online platform for attendance management can greatly
simplify the process of recording attendance. By adopting these
technologies, the report indicates that the challenges of
maintaining physical attendance records can be significantly
reduced using loT solutions. The findings highlight the
advantages and feasibility of implementing biometric
attendance systems in various organizational contexts.

In a research paper [5], the authors describe the IVIS
platform, a web-based tool that processes and displays data
from loT and CPS systems. The platform includes JavaScript-
based visualization components and allows users to define
complex visualizations and data processing tasks using
scripting languages like Python. This makes it easier to create
advanced visualizations and handle data in a more flexible
way. The paper provides an introduction to the VIS platform,
highlighting its features for processing and visualizing data
from IoT and CPS systems.

In a research paper focused on the challenges posed by the
emergence of Industry 10T (11oT) and Artificial Intelligence of
Things (AloT) [6], the authors address the communication
aspect and compare two suitable protocols: Message Queuing
Telemetry Transport (MQTT) and Representational State
Transfer (REST). The paper explores the implications of lloT
and AloT on communication and highlights the significance of
selecting appropriate protocols for the new generation of loT
devices. The comparison between MQTT and REST protocols
provides insights into their suitability and effectiveness in
addressing the communication requirements of these advanced
10T systems.

I1l. METHODOLOGY

The methodology employed in the development of the
custom loT dashboard revolves around placing a strong focus
on user needs and preferences. The main objective is to create
an intuitive and visually appealing application that offers a
seamless and enjoyable user experience. The methodology
incorporates industry best practices for front-end development,
protocol implementation, APl development, database
management, and data visualization. By following this
approach, the custom loT dashboard ensures the delivery of a
robust and user-friendly interface, efficient device
communication, seamless integration with database, reliable
data storage, and effective data visualization capabilities.

In the system architecture represented in figure 1, loT
devices establish communication with a WiFi router using the
MQTT (Message Queuing Telemetry Transport) protocol.
These devices publish their data to the router, which acts as an
intermediary for transferring the data to the MQTT broker. The
MQTT broker, implemented as a JavaScript service, subscribes
to registered devices and facilitates the storage of device data.
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To store the device data, the JavaScript service leverages a
database. The data is stored in the database for further
processing and analysis. In the context of frontend
development, a web application is created to access and
visualize the data stored in the database. This web application
utilizes RESTful APIs developed using Express.js, a server
framework.

The RESTful APIs provide a means for the frontend to
retrieve the relevant data from the database. Once retrieved, the
data is utilized to generate charts and visualizations in the
frontend. These charts and visualizations form the basis of the
dashboard, which serves as an interface for users to access and
interact with the data generated by the 10T devices.

By following this architecture, the system enables seamless
communication between I0oT devices and the MQTT broker.
The JavaScript service efficiently handles data storage in the
database, while the RESTful APIs facilitate data retrieval from
the frontend. The web application and dashboard provide users
with an intuitive and visually appealing interface to analyze
and interpret the loT data through interactive charts and
visualizations

IV. TOOLS AND TECHNOLOGIES USED

A. Front-end Development

The front-end of the custom loT dashboard is built using
React, a popular JavaScript library known for its flexibility and
performance. React enables the creation of a responsive and
user-friendly interface that adapts to different devices and
screen sizes, enhancing the overall user experience.

B. Communication Protocol

For efficient device communication, the custom loT
dashboard implements the MQTT (Message Queuing
Telemetry Transport) protocol. MQTT is a lightweight
messaging protocol designed for small sensors and mobile
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devices. It facilitates seamless data exchange between devices
by enabling them to publish and subscribe to topics, making it
ideal for low-bandwidth networks.

C. MQTT Protocol Implementation

To enable device communication, the custom loT
dashboard leverages Mosquitto, an open-source MQTT broker
implementation. Mosquitto acts as a message broker,
facilitating the exchange of messages between devices. It is a
lightweight and user-friendly solution that can be easily
deployed on various platforms such as Linux, Windows, and
macOS.

D. API Development

The server-side logic of the custom loT dashboard is
developed using ExpressJS, a widely-used javascript server
framework. ExpressJS enables the creation of a RESTful API
that allows seamless interaction between the dashboard and
other systems like database. It provides a simple and efficient
approach for handling API requests and responses

E. Database

The custom loT dashboard utilizes PostgreSQL as the
underlying database management system. PostgreSQL is a
reliable and scalable open-source object-relational database
known for its data integrity. It provides a robust foundation for
storing and managing the data generated by the dashboard,
ensuring efficient data retrieval and storage operations

F. Data Visualization

To enhance data analysis and comprehension, the custom
lIoT dashboard integrates advanced data visualization tools,
including Apex Charts. These tools enable the creation of
interactive charts, graphs, and visualizations that help users
identify trends and patterns in the loT data. By presenting data
in a visually appealing manner, the dashboard enhances user
understanding and supports informed decision-making.

V. ALGORITHM

In addition to the core functionalities of our custom loT
dashboard, user authorization plays a vital role in ensuring
secure access and protecting sensitive data. User authorization
is implemented as a crucial component of the dashboard,
providing authentication and access control mechanisms to
safeguard the system. By enforcing user authentication and
role-based access controls, we aim to ensure that only
authorized users can interact with the dashboard, protecting the
privacy and integrity of the loT data.

One of the fundamental components of our custom loT
dashboard is the authentication system. This system serves as
the bedrock of secure access, ensuring that only authorized
individuals can interact with the dashboard. By implementing a
robust authentication mechanism, we strive to protect sensitive
data and maintain the integrity of the system.

The authentication process begins with users accessing the
login page of the application. Here, they are prompted to enter
their unique username and password, which serve as their
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credentials. Once submitted, the application initiates a thorough
validation process to verify the correctness of these credentials.

During the validation phase, the application compares the
provided username and password against stored user records.
This verification step is essential in preventing unauthorized
access and protecting against potential security breaches. If the
credentials are found to be valid, the application proceeds to
generate a special access token called a JSON Web Token
(IWT).

The JWT serves as a digital credential that authenticates the
user for subsequent interactions within the 10T dashboard. This
token contains encrypted information, such as the user's
identity and permissions, ensuring secure transmission and
storage. By utilizing JWTSs, we enhance security by eliminating
the need to store sensitive user information on the client-side.

By implementing this robust authentication system, our
custom loT dashboard promotes secure access control. Only
users with valid and verified credentials can proceed beyond
the login page, safeguarding sensitive data and ensuring the
integrity of the system. This authentication mechanism is a
vital component of our dashboard, providing a solid foundation
for reliable and protected user interactions in the loT
environment.

The role-based portal feature provides users with
personalized access and features based on their designated
roles. This functionality ensures that individuals are granted
appropriate permissions and tools relevant to their specific
responsibilities within the system. The first step in the role-
based portal implementation involves checking the access
token, which is a JSON Web Token (JWT) generated during
the authentication process. This token contains crucial
information about the user's authorization and privileges. By
examining the access token, the application can determine the
role assigned to the user.

The dashboard encompasses separate portals designed
specifically for admins, tenants, and customers. Each portal
caters to the distinct needs and requirements of users based on
their roles. The segregation of portals allows for a targeted and
tailored user experience, enhancing usability and efficiency.

Upon examining the access token and identifying the user's
role, the application seamlessly redirects the user to the
appropriate portal. This redirection process ensures that users
are directed to the portal that aligns with their assigned role. By
directing users to the correct portal, we guarantee that they gain
access to the specific tools, functionalities, and data relevant to
their role. The role-based portal feature enhances the overall
user experience by streamlining access to relevant information
and functionality. Administrators can access administrative
tools and settings, tenants can manage their respective loT
devices and configurations, while customers can view their
personalized data and perform specific actions based on their
requirements.

By tailoring the portal experience to each user's role, our
custom loT dashboard optimizes productivity and ensures that
individuals have the necessary access and tools to fulfill their
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responsibilities within the system. The role-based portal
functionality serves as a critical element in providing a
customized and efficient user experience within the loT
ecosystem.

VI. FEATURES AND FUNCTIONALITIES

The admin portal in the custom loT dashboard provides
administrators with exclusive access to all devices in the
system, enabling comprehensive device management
capabilities. Administrators can add new devices to the system
by specifying details such as device name, type, and ID,
facilitating seamless device integration. Additionally,
administrators have the authority to add tenants to the system
by entering tenant information like name and ID, enabling
efficient management of tenant entities within the dashboard.

The admin portal allows administrators to assign devices to
specific tenants through a simple selection process from a
curated list, streamlining device organization and allocation.
Administrators can also review device reports, providing
crucial insights into device usage and performance, aiding in
system optimization.

Furthermore, administrators can manage sensors by adding
different types of sensors to the system, ensuring compatibility
with various sensor technologies and expanding the capabilities
of the loT dashboard. The admin portal offers visualization
tools such as bar graphs, line graphs, and area graphs, enabling
effective visualization of device data for enhanced analysis and
presentation.

The tenant portal within the custom loT dashboard grants
tenants access to devices assigned to them by the admin.
Tenants can interact with their specific set of devices, ensuring
a focused and streamlined user experience. Tenants also have
the capability to add customers to the system, providing
customer details such as name and ID, facilitating effective
customer management within the dashboard.

Within the tenant portal, tenants can assign devices to their
customers by selecting the customer and device from a list,
streamlining device allocation and ensuring efficient device
management. Additionally, the tenant portal allows tenants to
check device reports, providing insights into device usage and
performance for effective monitoring and optimization.

Similar to the admin portal, the tenant portal offers
graphical tools such as bar graphs, line graphs, and area graphs.
These visualization tools enable tenants to -effectively
comprehend and analyze their assigned device data, supporting
informed decision-making and efficient device management.

The customer portal, designed for the customer role in the
custom loT dashboard, provides customers with access to
devices assigned to them by the tenant. Customers can easily
view the data generated by their assigned devices, presented in
visually interpretable graphs. This accessibility enables
customers to gain insights into their device data, facilitating
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informed decision-making and maximizing the value of their
loT devices.

Within the customer portal, various graphical tools such as
bar graphs, line graphs, and area graphs are available. These
tools enhance the visualization of device data, simplifying
interpretation and enabling customers to derive valuable
insights for device performance and usage.

The customer portal ensures that customers have a user-
friendly and efficient interface to access and interact with their
assigned devices, empowering them to leverage the full
potential of their 0T devices within the custom loT dashboard
ecosystem.

VII. IMPLEMENTATION

In the upcoming section, we will discuss how custom
dashboard was built. By breaking down the steps involved, we
aim to provide a clear understanding of how the custom
dashboard was developed.

Figure 2: Login

Figure 2 illustrates a login page design with a user-friendly
layout, featuring essential elements for seamless authentication.
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Figure 5: Displaying Devices

Figure 5 showcases the display of registered devices,
presenting a visual representation of the system's ability to
efficiently and accurately show a list of devices that have been
successfully registered.
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Add Device Form

Figure 6: Adding Devices

Figure 6 illustrates the process of adding a device to the
system, providing a visual representation of the steps involved
in seamlessly integrating new devices into the system.

All Customers

Contact Nuiber: BI42802345

Figure 9: Displaying Customers

Figure 9 shows the display of registered customers,
accessible only to administrators. It represents the page where
admins can view and manage the list of registered customers in
the system.

Add Sensors

Figure 10: Adding Sensors

Figure 10 illustrates
the "Add Sensors" page, exclusively accessible to
administrators for adding sensors into the system. The figure
demonstrates the capability to select multiple sensor types
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simultaneously during the sensor addition process, providing
flexibility and efficiency in system management

VIIl. CONCLUSION

The custom dashboard empowers users with real-time
monitoring and management capabilities for their loT
telemetry devices. This includes streamlined device
registration, flexible device filtering, efficient device allocation
to clients, and comprehensive device data reporting. The
custom dashboard prioritizes user-friendliness by offering
configurable and customizable features, enabling users to
personalize their experience according to their unique
requirements. The developed custom dashboard is specifically
designed for seamless interaction with energy meters utilized in
DG panels, HT/LT panels, distribution panels, and other
related applications. By facilitating straightforward device
registration and providing visually appealing charts for sensory
data monitoring, the custom dashboard effectively addresses
the complexities associated with integrating 10T solutions into
business operations.
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