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Abstract—This study analyses cybersecurity techniques to
improve employee safety within the framework of Occupational
Safety and Health Administration (OSHA) requirements. As
organizations focus more on digital infrastructure, the risks of
cyber threats have risen, impacting both operational efficiency
and employee well-being. The research project analyses and
evaluates current cybersecurity measures, such as multi-layered
security protocols and employee training, using qualitative
interviews with representatives from nine companies. The findings
demonstrate that companies implementing strong cybersecurity
measures significantly decrease employee anxiety and stress about
digital risks. Moreover, employees reported feeling safer and
supported when their employers established effective
cybersecurity methods, which created a culture of paying attention
and awareness. In addition, the study highlights the psychological
effects of cybersecurity responsibilities, suggesting that pressure to
address digital risks can lead to higher mental health challenges
for employees. As a result, the study recommends OSHA include
digital security measures in its workplace safety standards to
address these high risks. Despite its contributions, the study has
limitations that focus on specific industries, which may disrupt the
findings' generalization ability. Future studies must include a
larger range of industries to gain a deeper knowledge of
cybersecurity's impact on employee safety in different
organizational situations. Overall, the findings emphasize the need
for proactive cybersecurity measures to create a positive work
environment. By bridging the gap between technological
advancements in security and employee well-being, this study
contributes to the increasing conversation on workplace safety in
digital threats, emphasizing the need for robust legal structures
that address both physical and digitall threats.

Keywords — Cybersecurity; Digital Threats; OSHA Standards;
Employee Safety; Workplace Safety.

I. INTRODUCTION

Cybersecurity maintains digital systems, networks, and data
against unauthorized entry, theft, and damage[1][2][3]
including a range of approaches, techniques, and practices for
securing sensitive information and avoiding cyber-attacks. In
the workplace, cybersecurity is essential for protecting
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company secrets and guarantecing data confidentiality,
integrity, and availability throughout its lifecycle[2], [4].
Furthermore, firewalls, encryption, safe passwords, and attack
monitoring and detection systems are all vital elements of
cybersecurity[3]. Cybersecurity plays a vital role in many
sectors, including government, finance, healthcare, and
education[1]. As cyber-attacks grow, businesses and
individuals must be informed of new risks and take the
appropriate steps[3]. Beyond that, digital hazards in the
workplace have become an alarming issue, impacting both
employee safety and productivity[5], [6]. According to a
research highlight[1], these dangers include illegal observing,
location tracking, and vulnerabilities in software has become a
major challenge in terms of data protection and workplace
safety. To address these mentioned challenges, digital health
interventions have taken some steps in improving different
kinds of health matters, particularly sleep, mental health, and
physical activity levels[7]. In the construction industry, digital
twin technology has emerged as an effective solution to
enhance workforce safety by using advanced detecting and
visualizing technologies[8]. However, the development sector
has not completely implemented these improvements. As
digital technologies develop, organizations have to incorporate
comprehensive digital safety measures and workplace safety
demands to protect employees from new hazards[9].

Cybersecurity attacks have become increasingly common and
sophisticated in the digital era[10], posing serious risks
including malware, ransomware, phishing, denial-of-service
attacks, and data breaches in businesses and individuals[11].
For example, in May 2017, the WannaCry ransomware assault
was a global cybersecurity disaster that had an important effect
on healthcare systems, particularly in the UK's National Health
Service (NHS)[12]. Hospitals and clinics lost access to patient
records, which led to the cancellation of thousands of
appointments and surgeries[13]. This attack revealed
weaknesses in vital healthcare infrastructure, as malware
disabled medical systems, harming patient care and causing
major operational disruptions across targeted organizations.
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This malware used Microsoft Windows vulnerabilities to
encrypt users' data and demanded ransom payments for
decryption[14]. The attack damaged around 230,000 devices in
more than 150 countries, disrupting key services such as
hospitals, businesses, and government institutions.
Furthermore, healthcare data is especially sensitive due to the
importance of emergency interventions. The continuous
application of older operating systems like Windows XP
increased the NHS's vulnerability[15]. To reduce these threats,
various countermeasures are used, such as firewalls, antivirus
software, and intrusion detection systems[10], [11]
Additionally, organizations should invest in cybersecurity
solutions, educate employees on best practices, and establish
cyberattack response plans. Even as cyber risks grow,
organizations and people must stay educated about emerging
trends and take the required security precautions to secure their
data[16]. On the other hand, Occupational Safety and Health
(OSH) is a multidisciplinary profession that concentrates on
identifying, preventing, and reducing workplace hazards for
better worker health and well-being [17]. Furthermore, it
includes research into global worker injury, disease, and death,
as well as issues that influence workers' well-being throughout
the world[18]. Occupational Safety and Health (OSH) seeks to
attain optimal health and well-being in all work contexts, with
measures reducing absenteeism by 27% and company
healthcare costs by 26%[19]. The issue has grown in
importance as a result of globalization and the COVID-19
pandemic, necessitating a global approach to occupational
safety and health plans[18], [19]. OSH specialists are critical in
safeguarding people, property, and the environment, in addition
to managing safety issues across industries[20]. Despite their
significance, work-related health issues still represent a huge
burden, with millions of fatalities and accidents reported every
year[19]. Furthermore, cybersecurity concerns in Malaysian
workplaces have become more prevalent, especially since the
development of remote work during the COVID-19 epidemic.
According to studies, there has been an increase in many
cybercrimes such as online phishing, virus distribution, fraud,
and sexual harassment[21]. Malaysia has been recognized as
the most vulnerable country in Southeast Asia to cyberattacks,
needing enhanced safety precautions among government
employees[22]. Technology, organizational, and human factors
are three significant influences on cyber security protection in
Malaysia[23]. To address these issues, the Malaysian
government has taken numerous measures to enhance worker
safety, including recent modifications to the Occupational
Safety and Health Act (OSHA). These changes strive to widen
legal requirements, add extra safeguards for dangerous material
management, and enhance employee engagement in safety
concerns[24].

The increasing cybercrime in Malaysia puts government
employees in danger due to an inadequate level of cyber
awareness. Despite modern security measures, strengthening
training is essential for securing confidential information and
decreasing threats. In addition, cybersecurity issues in
Malaysian organizations boost employee stress, and mental
health and safety. The lack of evaluation for these hazards in
OSHA 1994 highlights the significance of digital threat
management[25].
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A. Research Objective

1. To investigate the effects of cybersecurity on employee
safety.

. To explore the impact of digital hazards on employee safety.

. To analyze the relationship between OSHA standards and
employee safety.

W N

. Research questions

. What is the effect of cybersecurity on employee safety?

. What is the impact of digital hazards on employee safety?
.How is the relationship maintained between OSHA
standards and employee safety?

W N~

C. Significance of the study

This study is significant because it analyses the vital connection
between cybersecurity and employee safety under Occupational
Safety and Health Administration (OSHA) regulations, as
workplaces depend on digital technologies. As a result, the
hazards linked to cyber threats that affecting both
organizational productivity and employee well-being. By
evaluating current cybersecurity policies and their effects on
employee safety, this study emphasizes the importance of
OSHA increasing its safety guidelines to include cybersecurity
protections. The findings indicate that robust cybersecurity
protocols can minimize employee stress and anxiety, promoting
an extensive strategy for workplace safety that involves both
physical and digital safeguards. This study teaches
policymakers and business leaders about the value of complete
regulatory frameworks that prioritise digital safety, resulting in
a safer and more supportive work environment in an
increasingly digitization world.

II. LITERATURE REVIEW

A. Cybersecurity and Workplace Safety

Cybersecurity is sometimes seen as a wide expression allowing
various meanings, because of its multidimensional character. It
is usually described as a set of procedures, security measures,
and controls aimed to protect systems and data from
cyberattacks. However, cybersecurity goes beyond protecting
information; it involves protecting the people who interact with
it[26]. Cybersecurity experts also monitor security data, gather
intelligence, use tools to protect sensitive information,
investigate cybercrime, manage secure IT systems, and protect
networks. Their work is highly collaborative, particularly in
system procurement and development, where teams must
analyze needs, design solutions, evaluate vendors, and help
with system implementation[27]. Furthermore, recent studies
indicate an increase in the occurrence and severity of
cybersecurity threats across the world. There are Common risks
include phishing, malware, ransomware, social engineering,
and denial-of-service attacks[28]. Furthermore, the COVID-19
pandemic has increased weaknesses in cybersecurity as the
world has turned to digital platforms for employment,
education, and business, increasing dependency on vulnerable
networks and systems[29]. Cybercriminals have benefited from
these shortcomings and are targeting individuals and businesses
for financial gain or access to private information[28]. The fast
movement to remote employment has complicated the
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cybersecurity landscape, presenting new difficulties to
organizations[30]. This unexpected shift has increased cyber-
risk profiles, with employees frequently making poor security
decisions due to a lack of suitable remote access
technology[31].

Malaysian employees are particularly concerned about
cybersecurity and workplace safety. Management safety
policies, coworker safety, and job security are all significant
indicators of technical employees' compliance with safety
measures[32]. Raising an understanding of procedural
information security countermeasures improves protection
motivation, which in turn enhances cybersecurity behaviors
among employees[33]. Furthermore, the perception of severity,
vulnerability, reaction efficacy, and self-efficacy influence the
cybersecurity behavior of government employees[34]. The
COVID-19 pandemic has raised cyberattacks, particularly
within remote work, exposing employees to increased
cybersecurity  vulnerabilities. Malaysia reported 4,596
cybercrime scenarios in just the first four months of 2022[35].
Addressing these increasing threats necessitates a
comprehensive approach that strengthens both cybersecurity
and occupational safety regulations. This can be accomplished
by targeted training, technology advancements, and
establishing a culture of safety awareness, resulting in a secure
and safe environment for Malaysia's growing workforce[36],
[37].

B. Digital Threats Affecting Workplace Safety

While digital advances such as wearable gadgets,
augmented/virtual reality, artificial intelligence, and navigation
systems can improve safety in hazardous areas, but they present
new threats[38]. These include illegal surveillance, location
tracking, software crimes, phishing, ransomware, data
breaches, social engineering, and denial of service attacks [39].
Besides that, integrating artificial intelligence into workplaces
might boost productivity, but it may also worsen psychosocial
concerns such as stress, prejudice, and job intensification due
to increased monitoring and micromanagement
capabilities[40]. Furthermore, the use of digital technologies
can create both positive and bad workplace conditions,
influencing employee well-being and safety[41]. Moreover, the
digital era has enhanced unity but also boosted cybersecurity
dangers in the workplace. Common risks include phishing,
ransomware, data breaches, social engineering, and denial-of-
service attacks[28], [42]. These concerns have grown in
importance as remote work, cloud computing, and IoT
technologies have become more popular[28], [43]. Journalists
and human rights workers encounter extra threats, including
illegal surveillance and GPS tracking[39]. Although
ransomware attacks have become increasingly common,
exploiting users remains the weakest link in cybersecurity[44].
These assaults often use social engineering techniques to trick
victims into compromising their systems[45].

Phishing, social networks, and email are common attack
vectors, with recently hired employees, those with limited
cybersecurity awareness, and high-profile targets being more
susceptible. Besides that, organizations often lack adequate
cybersecurity preparedness, with employees using outdated
software, weak passwords, and lacking awareness of proactive
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prevention measures[43]. To mitigate these risks, experts
recommend investing in cybersecurity solutions, educating
employees on best practices, and developing response plans for
cyberattacks[42]. A comprehensive approach that encompasses
technical, preventive, and protective measures is necessary to
address the evolving digital safety landscape[39].

C. Psychological and Physical Impacts of Cyber-attacks on
Employees

Cyber-attacks can have an extensive psychological and physical
impact on people and society. According to research, being a
victim of cyber violence can cause desperation, stress, and
loneliness, and also have a severe impact on physical and
emotional well-being. Research[33] showed that procedural
security countermeasure awareness increases protection
motivation components, which in turn enhances cyberspace
protective  behavior.  Furthermore, cyber-attacks and
cyberbullying in Malaysian workplaces have significant
psychological and physical effects on employees. Perceived
severity, vulnerability, and self-efficacy all influence
cybersecurity behavior among government personnel[34]. The
rise of remote work during the COVID-19 pandemic has
increased workplace cyberbullying, which can lead to post-
traumatic stress disorder, psychiatric disorders, and even
suicide[46]. Unequal power relations, anonymity, and cross-
border connections are all factors that contribute to
cyberbullying. The current legal framework in Malaysia is
insufficient for handling cyberbullying, emphasizing the need
for stronger legislation and management techniques[46].

Recent Malaysian research has highlighted the effects of
cyberbullying on the mental health of healthcare employees and
medical students. Hospital staff that experienced cyberbullying
had weak positive relationships with depression (r=0.258) and
anxiety (r=0.276) levels[47]. Similarly, medical students who
were victims of cyberbullying were more likely to experience
melancholy, anxiety, and stress[48]. During the COVID-19
pandemic, healthcare workers at Sarawak General Hospital
encountered low levels of anxiety, stress, and depression, with
female employees reporting considerably higher levels of worry
and stress than male coworkers[49]. A study of emergency
medical officers in Malaysian hospitals indicated that anxiety
was the most prominent psychological disorder (28.6%),
followed by depression (10.7%) and stress (7.9%), with male
officers suffering considerably more anxiety than females[50].

D. OSHA Regulation in Malaysia

The Occupational Safety and Health Act (OSHA) of 1994,
based on the Australian Occupational Health and Safety Act of
1983, was introduced to minimize industrial accident rates in
Malaysia. This legislation is based on the idea of self-
regulation, requiring employers to comply with safety
regulations out of self-interest rather than depending only on
government consequences. Employers and employees must
work together to guarantee workplace safety and prevent health
and safety issues from being marginalized. Under OSHA 1994,
the penalty for employers who fail to follow the established
safety requirements was doubled to RM50,000, two years in
prison, or both. Errant employers could face RM1,000 fine,
three months in prison, or both[51].
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Recent OSHA modifications have significantly raised the
penalties for breaches, emphasizing the significance of
compliance. Notable changes include increasing the maximum
fine for failing to guarantee employee safety, health, and
welfare from RM50,000 to RMS500,000. Furthermore, the
maximum amount under Section 51 for general penalties has
been raised from RM 10,000 to RM 100,000, with a daily fee for
continuing offenses increasing from RM 1,000 to RM2,000. The
maximum fine for failing to comply with improvement or
limitations orders has been increased from RM50,000 to
RM500,000, with a fine of RM500 to RM2,000 for each day of
noncompliance. Other important changes include doubling the
penalties for failing to form a safety and health committee from
RMS5,000 to RM100,000 and increasing the maximum prison
six months to one year. Furthermore, the fine for failing to
designate a safety and health officer has been raised from
RMS5,000 to RM50,000. Overall, this legislative evolution is an
important step towards enhancing workplace safety standards
and promoting a safety-first culture in Malaysia's
businesses[52].

Moreover, in Malaysia, the Department of Occupational Safety
and Health (DOSH) under the Ministry of Human Resources is
in charge of executing the 1994 occupational safety and health
law[51][53]. The Occupational Health Unit oversees
monitoring efforts. Hospitals and clinics under the Ministry of
Health are responsible for notifying workers about workplace
poisonings, infections, and injuries. Malaysia's Social Security
Organization (SOCSO), also known as Pertubuhan
Keselamatan Social (PERKESO), was established in 1971 to
provide socioeconomic  security to non-government
employees[54][55]. The Employees Social Security Act of
1969 encourages all businesses to insure their employees for
workplace diseases or injuries by contributing to SOCSO[56].
Data from SOCSO are more thorough than those acquired from
Malaysia's Department of Safety and Health. Up to 2006,
SOCSO employed 67% of Malaysia's total formal
employment[38]. SOCSO offers employment injury insurance,
disability compensation, rehabilitation programs, and certified
training programs for disability assessment (CMIA)[57][58].
The government and business sectors both provide workers'
compensation for injuries[59]. The Persons with Disability
(PWD) Act of 2008 allows PWDs to gain a variety of benefits,
particularly the right to special barrier-free access to public
facilities. The Labour Department offers a number of vocational
programs to help people with disabilities get jobs. SOCSO
established the Return-To-Work (RTW) program in 2007 to
help injured workers regain their full functional capacity at
work. The RTW process is separated into four phases: off-duty,
reentry, maintenance, and advancement. The Ministry of
Human Resources manages the RTW programs[60].

III. METHODOLOGY

This study explores the relationship between cybersecurity
practices, digital threats, and employee safety in Malaysian
workplaces, with an emphasis on the potential for integrating
cybersecurity measures into OSHA standards. The
methodology for this research combines qualitative data
collection and analysis using NVivo to derive insights from
industry interviews.

IJERTV13I1S110099

| SSN: 2278-0181
Vol. 13 Issue 11, November 2024

Research Design
{Qualitative Study)

p A

v

s ™y
Data Collection
{Semi Structured Interviews,

Nvivo Coding)
M ey

v

'l Y
Sampling Stategy
{Purposive Sample, Nine
Companies)

¥

Data Analysis
{Themetic Coding,

Descriptive)
) )

e ~
Ethical steps
(Consent, Privacy))

A iy

Fig. 1. Research Methodology

A. Research Design

A qualitative research approach was selected to gain in-depth
insights into how organizations in Malaysia perceive and
manage cybersecurity risks concerning employee safety. This
approach enables a detailed understanding of company-specific
cybersecurity practices, the psychological impact of digital
threats on employees, and perspectives on regulatory changes
involving OSHA standards. A cross-sectional study design was
chosen to capture data from multiple organizations at a single
point in time, offering a snapshot of current cybersecurity and
safety practices.

B. Data Collection Methods

Data was collected via semi-structured interviews involving
key personnel from various Malaysian companies, including IT
managers, Human Resource professionals, and safety officers.
These interviews explored three major areas: measures being
employed in information security, employee stress due to
digital threats, and the level of support for integrating
cybersecurity into OSHA standards.

Prior to the research semi-structured interviews were
conducted. Interviews were conducted with representatives
from nine companies across different sectors, such as
telecommunications, manufacturing, and digital services. Each
interview lasted approximately 30-45 minutes which was
conducted virtually and physically to accommodate participant
schedules and maintain data security. Interview questions
included topics like:

e The types of cybersecurity protocols currently in
place.

e The psychological impact of cybersecurity threats on
employees.

e Opinions on the potential for including cybersecurity
in OSHA standards.
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Use of Nvivo 15 Software: For the data analysis Nvivo 15
software was used.These interviews were first transcribed and
then coded within Nvivo 15 to identify the emergence of
specific themes, categorize responses, and underscore insights
within three primary areas of interest. In this regard, the usage
of NVivo has been found quite helpful because it allows for
easy coding and organization; thus, patterns in organizational
practices, impacts on employees, and regulatory perspectives
are identified.

Interview protocol: The interview schedule was designed with
a set of open-ended questions to gather comprehensive insights
into participants' views on integrating cybersecurity and digital
threat management into OSHA (Occupational Safety and
Health  Administration) standards within  Malaysian
workplaces. The questions aimed to explore participants'
experiences with workplace cybersecurity measures, their
perceptions of current safety standards, and the perceived
importance of governmental policies in safeguarding against
digital threats. Sample questions included:

1. How does your company protect employees from cyber
threats like hacking or data breaches?

2. How have digital threats affected employees in your
company?

3. How can cyberattacks lead to stress or mental health issues
for employees?

4. How does your company ensure both employee safety and
data security?

5. How should safety regulations (like OSHA) include
protections against digital threats?

6. How do you train employees to spot and avoid cyber
threats like phishing or ransomware?

7. How do you handle the challenges of keeping employees
safe from cyber threats?

8. How would including cybersecurity rules in workplace
safety standards help employees?

9. How should the government enforce cybersecurity rules in
the workplace?

10. How do you see workplace safety evolving with the rise of
digital threats?

C. Sampling Strategy

A purposive sample approach was utilized to identify
organizations that are likely to have developed cybersecurity
policies since they operate in industries with greater digital
security needs, such as banking, telecommunications, and
government services. The selection criteria assured a diverse
range of viewpoints, notably on cybersecurity's influence on
employee safety. Aside from that, the research included
participants from nine firms, offering a comprehensive
assessment of current workplace procedures and attitudes
concerning cybersecurity.
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D. Data Analysis

All interviews were transcribed and imported into NVivol5 for
analysis. Transcripts were coded thematically, with a focus on
cybersecurity practices, employee safety and stress, and support
for OSHA integration. Three major themes were pre-defined for
coding: (1) Cybersecurity Measures on Employee Safety, (2)
Digital Threats on Employee Well-being, and (3) OSHA
Standards and Employee Safety. Thematic analysis was
conducted to identify patterns within each theme. This process
involved organizing the data into sub-themes to capture
nuanced insights, such as the psychological impact of digital
threats, role-based access controls, and continuous employee
training on digital security. Quantitative coding percentages
were also applied to measure coverage, allowing for a more
detailed understanding of the emphasis each company placed
on the different aspects of cybersecurity.

E. Ethical Considerations

Ethical considerations were prioritized throughout the study to
ensure participant privacy and confidentiality. Every participant
was given a document that explained the aim of the research,
the protocols for processing data, and their ability to withdraw
from the study at any point in time to provide informed consent.
Furthermore, in order to preserve sensitive information for the
purpose of the research, the names of companies and the
identities of individual employees were anonymized. This was
done in particular with regard to cybersecurity methods and
procedures. Moreover, in order to preserve the integrity of the
data and protect anonymity, all of the data, including
transcriptions and recordings of interviews, were kept in a safe
location and only the study team had access to them.

F. Limitations

This qualitative research, using purposeful sampling, may not
reflect the wider industrial context. Participants from industries
possessing  substantial digital assets may prioritize
cybersecurity more than those from other sectors. The swiftly
changing cybersecurity environment may make some
conclusions time-sensitive due to the ongoing emergence of
new threats and technology.

G. Company Selection Justification

This research identified nine companies: Bigledger Sdn Bhd,
Kode Digital Expert, Kollect, KONE Elevator (M) Sdn Bhd,
Pinnacle, Nestlé, Techtiera, Zero-day Security, and the ICT
Department of Albukhary International University. The
selection of these organizations was purposeful, and intended to
include a variety of viewpoints across sectors with distinct
digital safety issues, including digital services, manufacturing,
telecommunications, consumer products, and education. Every
firm has instituted cybersecurity protocols, rendering it
essential to examine how OSHA regulations can integrate
digital safety into employee protection frameworks. This
selection provides a comprehensive examination of how several
Malaysian sectors are now addressing digital threats, along with
insights on the prospective advantages of integrating
cybersecurity into OSHA safety regulations. The varied range
of companies facilitates a comprehensive understanding of
industry-specific strategies and their effectiveness in mitigating
cybersecurity threats and enhancing overall workplace safety.
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IV. FINDINGS

According to the research findings, it is clear that all companies
under analysis have set cybersecurity policies that enhance
positive change to the safety and welfare of their employees by
addressing the risks posed by digital threats. They also promote
a higher awareness of proper behavior on the Internet among
employees. The analysis was conducted using NVivo software.
The analysis highlights company-specific strategies, the
psychological impact of digital threats on employees, and
strong support for integrating cybersecurity within OSHA
standards.
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Fig. 2. Percentage Coverage of Cybersecurity Themes Across Companies
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Techtiera | Adopts zero-trust architecture and multi- | 8.52%
factor authentication to minimize employee
anxiety about data leaks and cyber threats.
Zeroday Uses a multi-layered security approach and | 7.25%
Security provides mental health resources to help
employees manage stress from cyber
threats.
ICT Employs strict cybersecurity protocols, | 15.46%
Departme | including firewalls, multi-factor
nt, authentication, and network monitoring;
Albukhary | provides regular training and empowers
Internatio | employees to report issues.
nal
University
(AIU)

Result: This research indicates that all companies and
organizations have strong cybersecurity policies in place,
according to analysis, such measures effectively reduce stress
related to cyber threats and are beneficial for company
employees as these contribute positively to both employee
safety and well-being; This implies that precaution,
sensitization, and rigorous security procedures make employees
have believed in the organization to deal with digital threats.

B. Digital Hazard Impact on Employee Safety

TABLE: II. IMPACT OF DIGITAL THREATS ON EMPLOYEE SAFETY
A. Cybersecurity Protocols and Impact on Employee Safety
TABLE L I c E S Compan | Digital Threats on Employee Safety Percentage
. IMPACT OF CYBERSECURITY ON EMPLOYEE SAFETY v of Coverage
Company | Cybersecurity on Employee Safety Percentage
of Bigledger | Digital threats create a heightened need for | 8.45%
Coverage Sdn Bhd | vigilance, adding stress, particularly with
advanced phishing tactics.
Bigledger | Implements multi-layered security | 9.07%
Sdn Bhd protocols  (e.g., firewalls, intrusion Kode Increased digital threats cause unease about | 13.51%
detection) and regular training to enhance Digital data safety and add workload in the event of
safety awareness and reduce stress. Expert a security incident.
Kode Uses strong security software, and two-step | 17.72% Kollect Enhanced security measures increase | 17.84%
Digital login systems, and conducts regular updates vigilance, yet add to stress and burnout risk
Expert and training on cyber threat identification. due to continuous adherence to protocols.
Kone Educates employees on identifying | 5.93%
Elevator phishing and other cyber threats, mitigating
o . L. risks to financial and personal data.
Kollect Prioritizes employee training on phishing, | 21.32%
passyvor_d security, and netw_ork Pinnacle | High sensitivity of data handled increases | 5.60%
monitoring, which helps reduce anxiety o
. employee stress, necessitating frequent
about digital threats. . .
cybersecurity education.
0,
Kone Enfor.ces a code of conduct for data | 8.72% Nestlé Unchecked  digital  threats  impact | 12.06%
Elevator security, role-based access control, and . ..
. o productivity, requiring constant employee
continuous  employee  training  on .
. vigilance to assure safety.
recognizing cyber threats.
. . o
Pinnacle Uses multi-factor authentication and | 9.21% Techtiera Cyber thregts .dISI'Llpt workflows ar{d 10.56%
. . increase anxiety; mental health support is
regular cybersecurity training to reduce .
. : : - provided to ease stress.
stress associated with handling sensitive
data.
Zeroday Elevated cybersecurity responsibilities add | 19.35%
Nestlé Employs advanced threat detection | 9.45% Security stress; continuous fraining  mitigates the
. . . psychological impact.
systems, routine security audits, and
ractical cybersecurity training to reinforce
gi git;l S afeyty Ity frating ICT Digital threats increase awareness and | 11.76%
) Departme | responsibility, yet add stress, particularly
nt, due to phishing scams and the potential
Albukhar | compromise of personal/professional data.
y
Internatio
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Universit
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Result: Digital threats increase stress and conscientiousness
among employees, particularly those dealing with confidential
information. This leads to the necessity for consistent
cybersecurity training and mental health support and counseling
services to counteract the psychological impact of digital safety
responsibilities. Employees are thus more aware of the risks
posed by digital technology but they undergo increased
pressure to meet security demands on the technology to keep
their working place secure from any sort of cyberattacks.

C. OSHA Standards and Employee Safety

TABLE: IlI. OSHA STANDARDS AND EMPLOYEE SAFETY
Company OSHA Standards and Employee Safety Percentage
of
Coverage
Bigledger | Advocates integrating digital safety within | 10.70%
Sdn Bhd OSHA standards, recommending regular
cybersecurity training and clear incident
protocols.
Kode Suggests that digital safety should be | 14.76%
Digital treated similarly to physical safety
Expert standards for better employee protection.
Kollect Strongly supports expanding OSHA to | 31.00%
include cybersecurity as part of workplace
safety, promoting comprehensive employee
protection.
Kone It recommends that OSHA mandate regular | 12.69%
Elevator cybersecurity audits, data protection
protocols, and employee training.
Pinnacle Emphasizes a need for formal cybersecurity | 24.71%
standards as part of workplace safety to
protect employees effectively.
Nestlé Proposes OSHA guidelines to include | 9.38%
cybersecurity practices to safeguard data
and ensure employee safety.
Techtiera Endorses OSHA's inclusion of | 10.68%
cybersecurity for protecting digital safety in
remote and on-site work environments.
Zeroday Recommends mandatory cybersecurity | 24.71%
Security training, audits, and clear OSHA guidelines
for digital safety in the workplace.
ICT Supports integrating cybersecurity in safety | 7.03%
Department | standards to ensure organizations prioritize
, Albukhary | employee protection in both physical and
Internationa | digital domains.
1 University
(AIU)
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Result: According to the data shown above, the opinions of the
companies surveyed are highly favorable toward integrating
cybersecurity issues into OSHA standards. This would make
structured guidelines and mandate cybersecurity practices in a
way that would enhance the overall safety of the employees
with recommendations that focus not only on safety from
physical harm but also cyber harm.

V. DISCUSSION

This research investigates the influence of cybersecurity
practices in the protection of employees at the Malaysian
workplace and the possibility of incorporating cybersecurity
into the OSHA objective. Results suggest that cybersecurity
measures, employee stress, and the demand for legal protection
in the online environment are correlated.

A. Interpretation of Findings and Comparison with Previous
Research

The study confirms that all companies in the sample use
multiple layers of protection including firewalls, multiple-
factor authentication (MFA), and the use of updated software.
The current framework correlates with the ideas highlighted by
[42], [61] in that, an enhanced system of security is necessary
to prevent unauthorized access and data breaches. An
opportunity for employee training appeared in companies as an
interesting aspect since cybersecurity awareness seems to be a
constant requirement in the contemporary business
environment[39]. However, apart from these technical
measures, there are psychological effects of digital threats.
Researchers have mentioned that managing cybersecurity
threats affects mental health as well as employees' stress
levels[34], [46]. This study reaffirms the findings of prior
studies in emphasizing that cybersecurity is not just a
technological problem, but a business issue as well, largely due
to employees’ stress and anxiety over security threats and the
need for protection against them. The results also reveal a high
level of approval for including cybersecurity under OSHA
regulations, reflecting comparability to trends in worldwide
regulation of workplace security. The regulatory bodies can
respond to some of the new digital risks that are evolving in the
Workplace Safety Issuers environment[28]. Bodies like
Albukhary International University (AIU) ICT Department and
Bigledger Sdn Bhd its part said that implementing the OSHA
guidelines for Cybersecurity would aid in the formulation of
cybersecurity policies as a structured extension of physical
safety.

B. Broader Implications

It emerged from the study that integrating cybersecurity into
OSHA standards could play a transformative role in enhancing
workplace safety and well-being. For organizations, this
approach would emphasize the importance of proactive
cybersecurity that creates a structured culture of vigilance
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where employees feel supported and protected. The focus on
employee training can be explained by the fact that
cybersecurity is logistical in terms of technology and people,
which states that the “human element” is vital in effective
cybersecurity strategies[62]. In the broader context of
workplace safety, these findings suggest that cybersecurity
training and awareness could become as foundational as
physical safety training, particularly in sectors heavily reliant
on digital infrastructure and for industries that are dependent on
digital assets. By formalizing digital safety practices, OSHA
could support companies in establishing consistent, high-level
cybersecurity standards. It will enable organizations to
prioritize digital protections without compromising employee
well-being or operational efficiency.

C. Study Limitations and Future Research Directions

Despite its contributions, this study has the following
limitations. The sample is representative and diverse at the
same time but might seem insufficient when investigating
organizations in various industries. This may become also a
limitation of the study since different industries may have
different levels of integration of the digital environment and
related risks including cyber threats. Further research can be
extended to abroader range of sectors and organizations:
therefore, the findings of the present study can be considered as
an attempt to provide a more generalized picture of the role of
cybersecurity in the protection of employees’ safety.
Additionally, although this paper shows how cybersecurity
responsibilities affect mental health, it does not measure the
psychological effects of digital threats. Exploratory research
can now be conducted on how the above preoccupations evolve
over a long period, impacting employee well-being, as pointed
out by[34], [46]. Further research into the long-term effects of
digital threats on mental health would provide a richer
perspective on the relationship between cybersecurity and
employees’ welfare. Another area for future exploration
involves astudy regarding the evaluation of the practical
feasibility of implementing cybersecurity into OSHA
standards. New technologies can provide good solutions for
occupational safety but may require industry-specific
adaptations to some extent[38]. Research that investigates how
different industries can adapt OSHA cybersecurity standards
could be beneficial for both policymakers and organizations
looking to enhance digital safety.

VI. RECOMMENDATIONS AND CONCLUSION

This study underscores the importance of cybersecurity
measures in promoting a safe and supportive workplace,
particularly in digital-intensive environments. Findings indicate
a strong alignment between robust cybersecurity protocols and
reduced employee stress, highlighting the potential benefits of
extending OSHA standards to encompass digital threats. The
proactive approach to cybersecurity evident in the companies
surveyed, including AIU ICT Department and Kollect, points
to a growing need for regulatory frameworks that address both
physical and digital safety in the workplace. The study
recommends that companies continue to invest in
comprehensive cybersecurity training and mental health
resources for employees responsible for managing digital
security. These initiatives suggested a holistic approach to
digital safety that can improve employee resilience against
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cyber threats while maintaining operational security. Future
regulatory guidelines could support these efforts by providing
consistent standards that organizations can adopt, enhancing
overall workplace safety, and fostering a culture where both
physical and digital security are prioritized.

In conclusion, the integration of cybersecurity within OSHA
standards would represent an essential evolution in workplace
safety, reflecting the modern challenges faced by digitized
industries. This study highlights the significance of
cybersecurity as a multidimensional concept encompassing
technology, mental health, and regulatory oversight. A
structured regulatory approach to cybersecurity within
workplace safety frameworks would enable organizations to
better protect employees from the dual pressures of physical
and digital threats, ultimately leading to safer and more resilient
work environments.
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