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Abstract 

Steganography has been proposed as a new alternative technique 

to enforce data security. Lately, novel and versatile audio 

steganographic methods have been proposed. A perfect audio 

Steganographic technique aim at embedding data in an 

imperceptible, robust and secure way and then extracting it by 

authorized people. We have presented a high capacity and high 

stego-signal quality audio steganography scheme based on 

Coefficient comparison in DCT domain where two Coefficients of 

a segment are compared and based on comparison bits are 

embedded. The proposed scheme was tested for different hiding 

capacity and the results showed that it has excellent output 

quality. The entire proposed system is simulated and their 

corresponding waveforms prove the effectiveness of this method. 

Keywords: Steganography, Audio Steganography, DCT Domain. 

1. Introduction 

The rapid growth in digital data usage in many real life 

applications has urged new and effective ways to ensure their 

security. Efficient secrecy can be achieved by implementing 

cryptography, watermarking, or steganography techniques [1]. 

Cryptography techniques are based on rendering the content of a 

message garbled to unauthorized people. In watermarking, data 

are hidden to convey some information about the cover medium 

such as ownership and copyright. Whereas Steganography is a 

process ofembedding secret messages in a cover signal to avoid 

illegaldetection [2]. Steganography differs from 

cryptographyinterm of message visibility. It hides secret messages 

totallycompared to cryptography where the secret message is 

stillvisible [3]. 

Steganography is mostly used in secretcommunication like 

military and governmentcommunications. Often it requires 

relatively high payloadswhen compared to watermarking. The 

major requirementsthat should be satisfied for good 

steganography algorithmsinclude perceptual transparency, 

payload or capacity androbustness [4]. High capacity is 

considered as an importantaspect for steganography when 

compared to watermarking. For watermarking, robustness should 

be a dominant factor. Improvement for one of the mentioned 

requirements willtend to degrade the other performances as they 

arecontradictory according to the magic triangle [5].In recently 

years many techniques have been developedfor information 

hiding [6, 7, 8], and most of thesetechniques used either image 

and video media but rarely useaudio signal as a cover signal 

especially in high rate of dataembedding, most likely due to 

Human Auditory System(HAS) which is more sensitive compared 

to the HumanVisual System (HVS) [8]. Although adopting audio 

signalsas a cover signals may yield inferior inaudible 

performance,there are still suitable features such as transitory 

andunpredictability that makes sound signal as a suitable 

securecover signal. 

2. Related Work 

Generally audio steganography can be classified according to the 

embedding domain either in time or transform domain. The 

simplest message hiding technique in time domain with 

acceptable capacity is the Least Significant Bits (LSB), but it is 

vulnerable due to changes in LSB that can possibly destroy the 

embedded message [9]. In the transform domain, there are many 

transform methods that can be employed in information hiding 

such as Fourier domain [9,10], discrete cosine domain [9, 11], and 

wavelet domain [8,9, 12, 13]. Each domain has its features in 

signal processing and information hiding.  

The discrete cosine transform is a technique for converting a 

signal into elementary frequency components [14]. The DCT can 
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be employed on both one-dimensional and two dimensional 

signals like audio and image, respectively. The discrete cosine 

transform is the spectral transformation, which has the properties 

of Discrete Fourier Transformation [14]. DCT uses only cosine 

functions of various wave numbers as basic functions and 

operates on real valued signals and spectral coefficients. DCT of a 

1-Dimensional (1-d) sequence and the reconstruction of original 

signal from its DCT coefficients termed as inverse discrete cosine 

transform (IDCT). 

Some of the properties of DCT are de-correlation, energy 

compaction, reparability, symmetry and orthogonally [15]. DCT 

provides inter pixel redundancy for most of natural images and 

coding efficiency is maintained while encoding the uncorrelated 

transformation coefficients [15]. DCT packs the energy of the 

signal into the low frequency regions which provides an option of 

reducing the size of the signal without degrading the quality of 

the signal. 

The Discrete Cosine Transform (DCT) decomposes a signal into 

two components, high and low frequency components. Most 

power of the input signal is concentrated in low frequency 

component called DC signal, while little power exists in the high 

frequency component or known as a AC signal. The 

reconstruction of original signal is performed by the Inverse 

Discrete Wavelet Transform (IDWT).The modification in the AC 

component little effect onthe reconstructed signal, However 

modification in the DC component or low frequency component 

may affect significantlythe reconstructed signal. Therefore using 

ACcomponents as acover for information embedded process 

enable highpayload and an acceptable quality, when it is used in 

thesteganography [8]. However, information embedding in 

ACcomponent can affect its robustness as it is possible toremove 

a secret message by signal processing for examplean attacker may 

reset the AC coefficients. 

In this work we described a high capacity and high quality audio 

steganography algorithm. The purpose of this algorithm is to 

achieve a high embedding capacity and high output quality. The 

proposed algorithm has high embedding capacity reaches up to 4 

kb/sec and high quality for output stego-signal (SNR above 50 

dB). Another advantage for this algorithm over most algorithms is 

hardly to detect the positions of embedded secret message 

especially in low and medium capacity .Furthermore the secret 

message recovery algorithm does not need the original audio 

cover signal. 

The proposed algorithm starts by segmenting the input audio 

cover signal and then decomposing each segment by using DCT; 

one represents the DC signal that has the highest power and 

lowest frequency, while the others are AC signals with decreasing 

power, starting from the lowest to the highest frequencies details 

components. Subsequently after several steps, the Inverse DCT 

(IDCT) is used to reconstruct the output stego signal. 

The proposed scheme however does not use the DC signal in 

embedding process to maintain the quality of output of stego-

signal. 

The remainder of the paper is organized as follows: 

Section 3 introduces the block diagram and stepsfor encoding and 

decoding process of the proposed algorithm. In Section 4 the 

Basic Evaluation parameter for audio steganography is given 

Section 5 deals with the simulation results and section 6 provides 

the conclusion. 

3. Proposed Algorithm 

3.1AtSender Side: 

Input: A Cover Audio Signal X and Message M 

Output:  A StegoSignal Y. 

1. Input a Cover Audio SignalX of sample rate r samples 

per second and n bit per sample. Also input the Secret 

Text Message M of Size Nbits. 

2. Convert the Secret Message M into Cipher Message C 

by using secret key cryptography with key size same as 

size of message bit. i.e. 

C= Encrypt (M, K); 

3. Let the input cover signal consists of R samples, this 

signal is divided into two parts:  Used partAand 

UnusedpartB. used part consists of those samples that 

participated in message hiding system. Rest of the 

samples iscalled unusedpart.Next, Used part is converted 
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into segments of size same as size of message bits that is 

N segments; each segment has length of Z samples.  

[A, B]=Segment(X); 

4. Apply DCT function on each segment of A which 

produces segments in frequency domain. in each 

segment one represents the DC signal and the others 

represent AC signals i.e. 

For i=1: N 

D(i)=DCT(A(i)); 

end 

5. Secret message embedding stage is based on comparison 

of two samples in a segment. For each segment execute 

the following code. 

  If(C (i)= =0) 

 If(D (i,p)<D (i,q)) 

  Swap(D (i,p),D (i,q)); 

else if(D (i,p)= =D (i,q)) 

D (i,p)=D (i,p)+k/2; 

D (i,q)=D (i,q)-k/2; 

 end 

else if(C (i)==1) 

 if(D (i,p)>D (i,q)) 

  swap(D (i,p),D (i,q)); 

 else if(D (i,p)==D (i,q)) 

  D (i,p)=D (i,p)-k/2; 

  D (i,q)=D (i,q)+k/2; 

 end 

end 

Here, the sample p and q is selected by user choice and 

value of k is selected as small as possible.  

6. Next, all the modified segments, are converted back 

from frequency domain to time domain. The IDCT is 

used to reconstruct the segments of stego- signal based 

on modified AC samples and unmodified DC samples.  

For i=1: N 

A(i)=IDCT(D(i)); 

 End 

7. At last, the reconstructed segments will fed to segment 

collecting step to reconstruct the final steganography 

algorithm output. i.e. 

Y=Reconst (A,B); 

8. End 

 

 

3.2. At Receiver Side: 

Input: A Stego Audio Signal Y 

Output:  Message M 

1. Input a Stego Audio SignalY of sample rate rsample per 

second and n bit per sample. 

2. Again the stegosignal Yisdivide into two parts:  Used 

segment Aand Unused segment B. The size of Used segment 

is known to receiver with the help of size of message bit .so 

the used part is partitioned again into segments of size same 

as size of message bits that is N segments; each segment has 

length of Z samples. i.e. 

[A, B]=Segment(Y); 

3. Apply DCT function on each segment of A which produces 

segments in frequency domain. In each segment one 

represents the DC signal and the others represent AC signals. 

For i=1: N 

D(i)=DCT(A(i)); 

 End 

4. Secret message recovery stage is very simple and based on 

comparison of two samples in a segment. If the pth sample is 

greater than Qth sample it means that data is 0 otherwise the 

Message bit is 1. i.e. 

if(D(i,p)>D(i,p)) 

C(i)=0; 

else if(D(i,p)< =D(i,p)) 

C(i)=1; 

else 

error ("Stego Signal is currpted"); 

end 
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5. Convert the Cipher Message C into original Secret Message 

M by using secret key cryptography with key size same as 

size of message bit. i.e. 

M= Decrypt (C, K); 

6. END 

Figure 1 presents the block diagram of proposed message hiding 

system .the input of this message hiding system are audio file as 

cover signal and text message which is to be embedded into cover 

signal. The output of proposed system is stego audio cover file in 

which message is hidden. 

Message

Binary Conversion

N bits Data

CipheringCipher Key

N bits Cipher Data

Input Audio Signal

Sampling

R samples

Segmetation

N segment of 

length of Z
Rest of the Samples

DCT

Message Embedded 

Process
IDCT

N segments

( in Frequency 

Domain)

Modified N segments 

(in Frequency 

Domain)

Modified N segments 

(in time  Domain)

Reconstruction
Stego-Audio Signal

 

Figure 1the General Structure of the Proposed Hiding 

Scheme 

Figure 2 presents the block diagram of proposed message 

Recovery system, here the input is the stego signal in which data 

is hidden and output is the recovered message from the input 

stego file. 

Message

  Conversion

N bits Origanal Data

Deciphering Cipher KeyN bits Cipher Data

Stego-Cover Signal

Sampling

R samples

Segmetation

N segment of 

length Z
Rest of the Samples

DCT of L level

Message Extraction  

Process

N segments

( in DCT Domain)

 

Figure 2 Block diagram of the Message Recovery 

Algorithm 

4. Evaluation Metrics  

In this section we give brief descriptions of the quality measures 

used. The original signal (the cover document) is denoted 

Niix ,..1),( 
 while the distorted signal (the stego-

document) as
Niiy ,..1),( 
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4.1 Signals-to-Noise Ratio (SNR): 

The SNR is very sensitive to the time alignment of the original 

and distorted audio signal. The SNR is measured as  
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Where x(i) is the original audio signal, y (i) is the distorted audio 

signalHere N represents the number of samples in both signals. 

 

5. Experimental result 

Figure 3 shows the relationship between SNR and embedding 

capacity for fixed message type and three different cover signals.  

 

Figure 3 the Relationship between SNR and Embedding 

Capacity forDifferent Cover Signals and different Data 

Type 

Table 1 shows a comparison of different cover signal with respect 

to SNR on different values of P and Q and processing time for 

fixed capacity ( about 200 word/sec) and Z = 8 samples. In these 

tests we use male speaker female speaker and music  as a cover 

signal with length of 35900 samples 54600 and 34600respectively 

and text file as a secret message with size of 4kb . The results in 

table shows that using the 4
th

 and 5
th

 sample for comparison will 

increase the SNR The arbitrary result of bits block matching make 

the distribution of secret message blocks over the cover signals 

arbitrary and that increase the security of secret message. 

Table 1 SNR and Processing Time for Different P and Q with 

capacity of4 kb/sec 

 

Figure 4 shows a comparison graph of different cover signal with 

respect to SNR on different values of P and Q and processing 

time for fixed capacity ( about 200 word/sec) and Z = 8 samples. 

The comparison showed the clearly superiority of the proposed 

scheme over the conventional DWT scheme in high embedded 

capacity, the SNR is above 50 dB in our algorithm while it is in 

range of21 dB in conventional DWT scheme for different data 

type messages. 
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Figure 4 Comparison graph for different cover signals 

with respect to SNR on different P and Q value 

Figure 5 shows a comparison graph of different cover signal with 

respect to Processing Time on different values of P and Q for 

fixed capacity ( about 200 word/sec) and Z = 8 samples. The 

comparison showed the clearly superiority of the proposed 

scheme over the conventional DWT scheme in high embedded 

capacity, the SNR is above 50 dB in our algorithm while it is in 

range of21 dB in conventional DWT scheme for different data 

type messages. 

 

 

Figure 5 Comparison graph for different cover signals 

with respect to SNR on different P and Q value 

6. Conclusion 

We have presented a high capacity and high stego-signal quality 

audio steganography scheme based on samples comparison in 

DCT domain where two samples of a segment are compared and 

based on comparison bits are embedded.  

The proposed scheme was tested for different hiding capacity and 

the results showed that it has excellent output quality. From the 

tests we find the proposed algorithm support high capacity rate 

reach up to 4 kb/sec and that is form above 25% from the size of 

the input audio cover file at SNR above 50 dB for the output 

signal.  

The proposed algorithm was implemented by using Matlab 

(2009a) programming. The proposed algorithm was tested using 

three audio cover signals: male speaker, female speaker and 

music called a.wav, b.wav and c.wav respectively. Each signal 

has resolution of 8 bits per sample and sampling frequency 11025 

samples/sec and text are used in tests as secret messages. The 

quality of output signal in each test was computed using SNR.In 

future we will modify and improve this technique so that more 

data can be embedded into cover signal. 
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