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Abstract 
 

Now-a-days securing the privacy of data is 

becoming more prominent. In the past decade the 

security and integrity of data or multimedia data is 

main concern. In the present scenario the data 

transferred over computer networks more 

vulnerable. The growth of networked multimedia 

systems has created a need for the security of 

images when images are transmitted across public 

networks. Government, military, financial 

institutions, hospitals and private business deals 

with confidential images. Protecting confidential 

images is an ethical and legal requirement. The 

protection of image avoids all possible threats from 

the exploiters is a challenging task. Image transfer 

can be successfully transmitted if no one shares this 

secret information with others. This paper 

summarizes and presents an approach to image 

integrity and security in addition to conventional 

network security protection and analyses the 

security of image with enhanced speed of 

encryption and decryption. This process uses 

cipher formation via Polygram substitution cipher 

technique with some modification. This cipher used 

by various cryptographic algorithms thus making 

the computer process a lot faster and secure. 

 

1. Introduction  

 
Cryptography[4,5] defined as “the science and 

study secret writing”, the way in which data can be 

encoded to prevent disclosure of their contents 

through eavesdropping or message interception[3] 

and other methods, so that only certain people can 

see the real data. The ability to protect and secure 

data[3] is vital to growth of electronic data and to 

the growth of the Internet itself. With regards to 

confidentiality [1], cryptography is used to encrypt 

data residing on storage devices or travelling 

through communication channels[3,5] to ensure 

that any illegal access is not successful. Also 

cryptography is used to secure the process of 

authenticating different parties attempting any 

function on the system. Cryptography problem can 

be broken down into five requirements that must be 

addressed: 

1. Confidentiality: Assuring that preventing 

disclosure of sensitive information. 
 

2. Authentication: Assuring the identity of 

legitimate users. 
 

3. Authorization: Assuring that a certain 

party allowed performing an operation. 
 

4. Data Integrity: Assuring that the data is 

not modified illegally. 
 

5. Non-Repudiation: Assuring that someone 

cannot deny something. 

Confidentiality can be achieved by cryptography 

encryption; authorization can be achieved by 

providing credentials such as passwords, smart 

cards…etc. Data integrity and Non-repudiation can 

be achieved by means of Digital signatures[10]. 

 

2. History 
 

Cryptography began thousands of years ago. 

The very word cryptography comes from the Greek 
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words Kryptos and Graphein, which means hidden 

and writing respectively. Cryptography was already 

used in ancient times in private and military 

communications.  

The art science of cryptography showed no major 

changes or advancements until middle Ages. 

Encryption in modern times is achieved by using 

algorithms that have a key to encrypt and decrypt 

information. Beginning around the 1990s, the use 

of the Internet for commercial purposes and the 

introduction of e-commerce called for a widespread 

standard for encryption. 

3. Initial Discoveries and Research 

Objectives 

The main difficulty with cryptography is 

distributing secret keys[2] over a secure channel. 

To distribute secret keys to each user pair becomes 

very expensive. Many cryptographic schemes 

consist of pairs of operations, such as encryption 

and decryption, or signing and verification. In a 

well-designed cryptographic scheme, the security 

of the scheme depends only on the security of the 

keys used. Even if antagonist know the what 

algorithm is used, they cannot gain access to the 

data unless they also have the proper key.  

The confidentiality, Authentication, Authorization, 

Integrity, and Non-repudiation are of great 

importance in providing security. Failure in any of 

these areas can result in disruption to the security 

services. 

The Objectives are achieved through the 

implementation of security policies: 

1. Ensure that information is accessible only to 

those authorized to have access. 
 

2. Safeguard the accuracy and completeness of 

information and processing methods. 
 

3. Ensure that information it manages shall be 

secured to protect against the consequences 

of breaches of confidentiality, failures of 

integrity or interruptions to the availability 

of that information. 
 

4. Meet all security requirements under 

appropriate regulations, legislation, 

organization policies and contractual 

obligations. 
 

5. Address the security of all services and 

processes to ensure that risks are identified 

and appropriate technologies are 

implemented and documented. 

 

 

4. Polygram Substitution Method  

 
Polygram substitution technique[1] replaces 

one block of plain text with a block of cipher text – 

it does not work on a character-by-character basis. 

For instance, HELLO could be replaced by 

YUQQW, but HELL could be replaced by a totally 

different cipher text block TEUI. These 

cryptosystems make crypt analysis harder by 

destroying single character frequencies, preserved 

under simple substitution ciphers.  

5. Application of Polygram Substitution 

Method for Images 

 
In general Polygram substitution method 

applied for block of characters. In this paper this 

substitution applied for   image pixel 

intensities[7,9]. The following are the problems 

with Polygram substitution method: 

 

1. Different keys are required for each 

encryption or decryption. 
 

2. For each repeated same block of input 

produces different output that increases 

encryption time. 
 

3. Occupies more storage space for each 

encoded data. 
 

4. One block replaced by another block with 

specific range of values makes ease for 

intruders to identify values.  

6. Solution for Polygram Substitution 

Method for Images 

 
1. First reverse all image pixel intensity values 

before applying Polygram substitution 

method. 
 

2. Then adding different keys for each pixel 

intensity value as in the same way as 

Polygram substitution method does. 
 

3. For repeated pixel intensities also same 

procedure applicable. 
 

4. As the pixel intensity values are used for 

both encryption and decryption so it is not 

easily rectified by the intruder[1,2]. 
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5. Adding and subtracting the consecutive 

numbers from each intensity value increases 

the security and it is not easily 

compromised. 

7. Enhanced Polygram Substitution  

Procedure for Images 

 
Encryption Process 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1: Proposed Image Encryption Process 

 

 

 

 

 

 
Decryption Process

 

 
 

Figure 2: Proposed Image Decryption Process
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8. Experimental Results 
 

The proposed work implemented in C 

language. We take a gray-scale “baboo” image 

of 50x50 size for experimental purposes. The 

original image and its histogram shown in 

figure 3(a)-(b). The reversed image and its 

histogram shown in figure 4(a)-(b). The 

encrypted image and its histogram shown in 

figure 5(a)-(b). The LSB or MSB modified 

encrypted image and its histogram shown in 

figure 6(a)-(b). The distribution of gray values 

of encrypted image has good distribution 

property. Hence, the encrypted image does not 

provide any information regarding the 

distribution of gray values to opponent. 

 
 

Figure 3: (a) Plain
 
image; (b) Plain image

 
histogram

 

 
Figure 4:

 

(a) Reversed image;

 

(b) Reverse image 
histogram

 

 
Figure 5: (a) Encrypted Image; (b) Encrypted

 

image 
histogram

 

 

 

 
 

Figure 6:(a) LSB or MSB modified image; (b) LSB or 
MSB modified image histogram 

 

9. Conclusion 
 

In this paper a simple and strong method has 

been proposed for image security using a 

combination of transposition, encryption, and LSB 

or MSB modification technique.  Both Colour and 

Black and White images of any size saved in raw 

format can be Encrypted and Decrypted. In this 

paper a new modified PolyGram substitution 

technique has been proposed. Detailed analysis has 

shown that new scheme offers high security. As we 

can see from the experimental results gray values 

distributed has good property that hides image gray 

levels in secure manner. We used three layers of 

security to secure image. First reverse image, 

Image encryption with key, and LSB or MSB 

modification. 
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