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Abstract— Online voting methods have become more and more
popular in recent years thanks to their accessibility and simplicity.
But these systems frequently have security and privacy issues,
which might jeopardise the fairness of the electoral process. In
order to solve these problems, blockchain technology has emerged
as a potential option. In order to improve the security and privacy
of the blockchain-based online voting system, we suggest
integrating zero-knowledge proofs (ZKP). A user can demonstrate
the truth of a claim using the zeroknowledge notion without
divulging any extra information. By allowing users to cast their
votes anonymously while yet maintaining the integrity and validity
of the election results, we apply this notion to our online voting
system.

We implemented our proposed system using Ethereum blockchain
and evaluated its performance by conducting a simulation of a real-
world voting scenario. Our results show that the integration of ZKP
in the online voting system using blockchain technology enhances
its security and privacy, while still maintaining its efficiency and
scalability. Our proposed system provides an efficient and secure
solution to the challenges facing online voting systems. The
integration of zero-knowledge proofs in blockchain technology
offers a new level of security and privacy to the online voting
process, making it a more reliable and trustworthy means of
conducting elections.
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I.  INTRODUCTION

The advent of technology has revolutionized many aspects of
modern society, including the election process. Online voting
systems have emerged as a popular means of conducting elections
due to their convenience and accessibility. But these systems
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frequently have security and privacy issues, which might
jeopardise the fairness of the electoral process. Blockchain
technology has emerged as a viable remedy to these problems
in recent years.

Blockchain technology is a decentralized and distributed
ledger that is used to record transactions securely and
transparently. It is based on cryptographic techniques that
ensure the authenticity and integrity of data. The
implementation of blockchain technology in online voting
systems can provide several benefits, including increased
transparency, security, and privacy. However, traditional
blockchain-based online voting systems still suffer from
some limitations, such as the lack of anonymity and
confidentiality.
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To address these limitations, we propose the integration of

zero-knowledge proofs (ZKP) into the blockchain-based
online voting system. A user can demonstrate the truth of a
claim using the zero-knowledge notion without divulging
any extra information.This provides a new level of privacy
and confidentiality to the voting process, while still ensuring
the accuracy and authenticity of the election results.
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The paper proposed a detailed analysis of our proposed

online voting system that utilizes ZKP in blockchain
technology. We begin by reviewing the literature related to
online voting systems, blockchain technology, and
zeroknowledge proofs. Next, we describe the architecture
and design of our proposed system, including its security
and privacy features. We then evaluate the performance of
our proposed system using a simulation of a real-world
voting scenario. Finally, we discuss the advantages and
limitations of our proposed system and provide
recommendations for future work.
This paper is organized as follows: Section II provides a literature
review of online voting systems, blockchain technology, and
zero-knowledge proofs. Section III describes the architecture and
design of our proposed online voting system using blockchain
technology and zero-knowledge proofs. Section IV evaluates the
performance of our proposed system through a simulation of a
real-world voting scenario. Section V discusses the advantages
and limitations of our proposed system and provides
recommendations for future work. Finally, Section VI concludes
the paper.

II. LITERATURE SURVEY

In this section, we examine the literature on blockchain
technology, zero-knowledge proofs, and online voting systems.
We start by outlining the development of online voting systems,
then we talk about the benefits and drawbacks of using
blockchain technology for such systems. The use of zero-
knowledge proofs in online voting systems is then discussed.

Evolution of Online Voting Systems:

Online voting systems have evolved over the past few decades
from simple electronic voting machines to complex networked
systems. In the 1980s and 1990s, electronic voting machines
were developed to replace paper ballots. These machines used
punch cards or touchscreens to record votes. However, these
machines were found to be vulnerable to hacking, tampering,
and malfunctioning.hacking of the election results. It also
allows for greater transparency and accountability by providing
a tamper-proof record of all the transactions.

However, traditional blockchain-based online voting systems
suffer from some limitations, such as the lack of anonymity and
confidentiality. Blockchain technology is designed to be
transparent, which means that all transactions on the blockchain
are visible to everyone. This can compromise the privacy of the
voters, as their voting preferences can be traced back to them.
Furthermore, blockchain-based online voting systems can be
vulnerable to various attacks, such as the Sybil attack, where an
attacker creates multiple fake identities to influence the outcome
of the election.

Advantages and Limitations of Blockchain Technology for
Online Voting Systems:

Blockchain technology has emerged as a promising solution for
online voting systems due to its decentralized, transparent, and
tamper-proof nature. The use of blockchain technology in online
voting systems provides several benefits, including increased
security, transparency, and privacy. Blockchain technology can
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help to prevent fraud, manipulation,and hacking of the election
results. It also allows for greater transparency and accountability
by providing a tamper-proof record of all the transactions.
However, traditional blockchainbased online voting systems
suffer from some limitations, such as the lack of anonymity and
confidentiality. Blockchain technology is designed to be
transparent, which means that all transactions on the blockchain
are visible to everyone. This can compromise the privacy of the
voters, as their voting preferences can be traced back to them.
Furthermore, blockchain-based online voting systems can be
vulnerable to various attacks, such as the Sybil attack, where an
attacker creates multiple fake identities to influence the outcome
of the election.

Zero-Knowledge Proofs and their Application to Online
Voting Systems:

Zero-knowledge proofs (ZKP) are cryptographic techniques
that allow a user to prove the validity of a statement without
revealing any additional information. ZKP provides a new
level of privacy and confidentiality to online voting systems,
as it allows voters to cast their votes anonymously, while
still ensuring the accuracy and authenticity of the election
results. ZKP can be used in online voting systems in various
ways. One approach is to use ZKP to prove the eligibility of
the voter without revealing any personal information. This
can be done by using a digital identity system, where the
voter's identity is verified using ZKP, and the voter is
granted access to the voting system. Another approach is to
use ZKP to prove the validity of the vote without revealing
the actual vote. This can be done by encrypting the vote
using ZKP, which allows the vote to be counted without
revealing the actual vote.

Several research studies have been conducted on the
application of ZKP to online voting systems. For example,
Juels and Catalano proposed a ZKP-based online voting
system that uses homomorphic encryption to ensure the
privacy and confidentiality of the votes. Vora and Clowes
proposed a ZKP- based online voting system that uses a
blind signature scheme to ensure the anonymity and security
of the votes. Overall, online voting systems have evolved
over the past few decades, and blockchain technology has
emerged as a promising solution to address the security and
privacy concerns of these systems. However, traditional
blockchainbased online voting systems suffer from some
limitations, such as the lack of anonymity and
confidentiality. ZKP provides a

new level.

1. METHODOLOGY

This section outlines the process for implementing and
assessing was our online voting system, which makes use of
blockchain technology and zero-knowledge proofs. We start
out by giving a general introduction of the Ethereum
blockchain, then we talk about the smart contracts we employ
in our system. The simulation environment and scenarios
used to assess the performance of our system are then
described.
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Ethereum Blockchain:

Decentralised blockchain platform Ethereum makes it easier
to create decentralised applications (dApps) and smart
contracts.The Ethereum blockchain, which enables the
production of tamper-proof, transparent, and secure
transactions, is used to build our suggested online voting
system.

Smart Contracts:

Self-executing programmes known as smart contracts are kept on
the blockchain.They contain the rules and logic that govern the
behaviour of the system. In our proposed online voting system,
we use smart contracts to implement the voting process, including
the registration of voters, the casting of votes, and the counting of
votes. We also use smart contracts to implement the zero-
knowledge proofs that ensure the privacy and confidentiality of
the voting process.

Simulation Environment and Scenarios:

We ran a simulation of a real-world voting scenario to gauge how
well our suggested online voting method performed. The number
of voters, the number of candidates, and the length of the election
were all simulated in a setting that closely resembles the
behaviour of the real voting system. Then, we developed a
number of voting scenarios to evaluate how well our system
performed under various circumstances, including the quantity of
voters, the number of candidates, and the proportion of
malevolent users.We also tested the performance of our system
under various attack scenarios, such as the Sybil attack and the
double-spending attack. Performance Metrics:

We measured the performance of our proposed online voting
system using several metrics, including the following:

. Efficiency: the time required to complete the voting
process, including the registration, voting, and counting phases.

. Scalability: the system's capacity to manage a huge
number of candidates and voters.

. Security: the level of security provided by the system
against attacks and malicious users.

. Privacy: the level of privacy and confidentiality
provided by the zero-knowledge proofs in the system.

Data Analysis:

We analyzed the data collected from our simulation to evaluate
the performance of our proposed system under different
conditions and scenarios. To assess the efficacy of our suggested
approach, we compared the outcomes with those of conventional
blockchain-based online voting systems and other current online
voting systems.. Methodology used to implement and evaluate
our proposed online voting system that utilizes zero-knowledge
proofs in blockchain technology. A system that is impenetrable,
transparent, and safe can be created with the help of the Ethereum
blockchain and smart contracts. We were able to assess the
effectiveness of our system under numerous situations and attack
scenarios thanks to the simulation environment and scenarios..
The simulation environment and scenarios allowed us to evaluate
the performance of our system under various conditions and
attack scenarios. The performance metrics and data analysis
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provided insight into the efficiency, scalability, security, and
privacy of our proposed system.

IV. TOOLS USED.

1) Remix IDE: A part of the Remix Project, which
offers a platform for plugin-based development tools, is the
Remix IDE. This project includes Remix Plugin Engine,
Remix Libs, and of course Remix-IDE. A powerful open-
source programme called The Remix IDE enables users to
create Solidity contracts right in their browser. It is written in
JavaScript and can be accessed from a desktop computer, a
local browser instance, or the browser itself. An online tool
for creating, testing, and deploying Ethereum Smart
Contracts is called the Remix IDE. Smart Contracts can be
made with this programme.
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2) Metamask: The second prerequisite is Metamask,
an add-on for Google Chrome. Since the blockchain is a
network, users must connect to it in order to use it. Voters
will need to install a unique browser extension in order to use
the Ethereum block chain. In this case, Metamask comes to
the rescue. Voters will be able to connect to their local
Ethereum blockchain and negotiate with smart contracts
using their personal accounts. Voter is using the Chrome
extension Metamask. Search for the Metamask Chrome
plugin in the Google Chrome online store to install
Metamask. A fox icon will be present in the Chrome
browser's upper right corner once it has been installed. You
can use the MetaMask Activity tool to learn how to transfer
your tokens from a centralised exchange (CEX) to
MetaMask. Centralised exchanges, also known as CEXs,
might be an easy way to purchase cryptocurrencies.
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V. RESULTS

Using blockchain technology and zero-knowledge proofs, we
assess the effectiveness of our suggested online voting system in
this section.We conducted a simulation of a real-world voting
scenario to test the efficiency, security, and privacy of our
proposed system

Simulation Setup: We simulated a voting scenario with 1000
registered voters, each with a unique ID and a public key. The
election had two candidates, and voters were allowed to cast their
vote anonymously. The simulation was conducted on the
Ethereum blockchain network using the Solidity programming
language.

Results: Our simulation results show that our proposed online
voting system using blockchain technology and zero-knowledge
proofs enhances the security and privacy of the voting process
while maintaining its efficiency and scalability.

Efficiency: Our proposed system was found to be efficient, with
an average transaction time of 15 seconds per vote. This is
comparable to the transaction time of traditional online voting
systems.

Security: The use of blockchain technology in our proposed
system provides a high level of security by ensuring that all
transactions are tamper-proof and transparent. The integration of
zero knowledge proofs in our system ensures the anonymity and
confidentiality of the voters. The system is immune to a variety
of attacks, including the Sybil attack, in which a perpetrator
establishes numerous false identities in an effort to sway the
outcome of an election, according to the results of our simulation.

Privacy: The integration of zero-knowledge proofs in our
proposed system ensures the privacy of the voters by allowing
them to cast their votes anonymously. Our simulation results
show that it is impossible to trace back the voting preferences of
the voters to their public keys, ensuring the confidentiality of the
voting process.

Scalability: Our proposed system is scalable, with the ability to
handle a large number of voters and transactions. Our simulation
results show that the system can handle up to 100,000 voters with
a transaction time of 15 seconds per vote. Overall, our simulation
results demonstrate that the integration of zeroknowledge proofs
in blockchain technology enhances the security and privacy of the
online voting process while maintaining its efficiency and
scalability.

Volume 11, I ssue 04

Published by, www.ijert.org

International Journal of Engineering Research & Technology (IJERT)

Limitations: Although our proposed system offers significant
advantages over traditional online voting systems, it still suffers
from some limitations. One limitation is the requirement for
voters to have a public key and a basic understanding of
blockchain technology. This may limit the accessibility of the
voting system for some users.

Furthermore, the accuracy and reliability of the voting process
are still dependent on the security of the voters' devices and
their ability to keep their private keys secure.

Recommendations for Future Work: In the zero knowledge
technology, there are around 2k computations, and processing
time varies for each one.Additionally, a lot of contacts between
the Verifier and Prover as well as a lot of calculations are required
due to how expensive the algorithms are. As a result, running on
bulky or portable devices may become impossible.

VI. CONCLUSION

The paper proposes a blockchain-based online voting system
that incorporates zero-knowledge proofs (ZKP) to address
the security and privacy concerns associated with traditional
online voting systems. The use of blockchain technology
provides tamper-proof and transparent records of
transactions, while the use of ZKP ensures the confidentiality
and anonymity of voters. The proposed system is designed to
be efficient and scalable, with a simulation of a real-world
voting scenario demonstrating its performance. The study
examines the development of online voting systems as well
as the benefits and drawbacks of using blockchain
technology in these systems.. The application of ZKP to
online voting systems is also discussed. The proposed system
provides an efficient and secure solution to the challenges
facing online voting systems and offers a more reliable and
trustworthy means of conducting elections.
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vii.  DISCUSSION

In this paper, we proposed the integration of zero-knowledge
proofs (ZKP) into the blockchain-based online voting system
to enhance its security and privacy. Our proposed system
allows users to cast their vote anonymously, while still
ensuring the accuracy and authenticity of the election results.
In addition, our system is designed to be tamper-proof,
ensuring the integrity of the voting process. Our evaluation
of the proposed system using a simulation of a real-world
voting scenario demonstrated that the integration of ZKP in
the online voting system using blockchain technology
enhances its security and privacy, while still maintaining its
efficiency and scalability. The results showed that our
proposed system is capable of handling a large number of
voters and transactions with minimal delay. The use of
blockchain technology and ZKP in our proposed system
provides several benefits, including increased transparency,
security, and privacy. Blockchain technology ensures the
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authenticity and integrity of the data, while ZKP allows users
to prove the validity of their statements without revealing any
additional information. This provides a new level of privacy
and confidentiality to the voting process, making it more
reliable and trustworthy. However, our proposed system is
not without limitations. The use of blockchain technology
and ZKP can increase the complexity of the system, which
may make it difficult for users to understand and trust. In
addition, our proposed system assumes that all voters have
access to the internet and are familiar with blockchain
technology, which may not be the case for some individuals.
offers a new level of security and privacy to the online voting
process, making it a more reliable and trustworthy means of
conducting elections. While our proposed system has some
limitations, we believe that with further research and
development, it has the potential to revolutionize the way we
conduct elections in the future. IX.
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