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ABSTRACT

MANET is a self-governing collection of mobile
nodes forming a self-motivated topology which keeps
changing. Due to the high mobility feature of nodes
in ad-hoc network partitioning of networks occur
frequently. Hence data accessibility is reduced. Due
to disconnections in network there occurs a
selfishness alarm known as false alarm. In this paper
we concentrate on improving accessibility to data
and reducing the overall selfishness alarm in

MANET.
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1. INTRODUCTION

In MANET, every node is mobile and acts as a router,

and they communicate with each other. Even though the
source and the destination nodes are not in the
communication range of each other, data are forwarded
to the destination node by routing through intermediate
mobile hosts which are between the source and
destination.
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Figure 1 shows mobile ad-hoc network

In MANET [Fig1], as nodes move randomly in
a MANET, Frequent Network partitions occur, causes
data to be inaccessible to few nodes. So data
accessibility is an important measure for performance of
MANET. And even disconnections occur frequently. If
a network is partitioned due to the mobility of mobile
nodes, nodes in one of the divided networks will not be
able to access data held by mobile nodes of the other
network.
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Figure 2 network partition and disconnection

Data accessibility in ad hoc networks is lower than that
fixed networks. In Fig 2, if the link between two mobile
nodes is disconnected at the central part, the mobile
nodes on the left-hand side and those on the right-hand
side cannot access data items D1 and D2, respectively.
A node may act selfish by using its resources
for its own use as each node in a MANET has limited
resources. A node would like to enjoy the resources
provided by the other nodes in the network; however it
will not make its own resource accessible by others. The
problem in MANET may be as some selfish nodes may
not transmit data to others to conserve their own
resource constraints. Replica allocation is also
important, ever since the main goal of using a MANET
is to provide data s accessibility to users .The selfishness
alarm occur due to network disconnections in the
network. Selfish Replica allocation is referred to as a
selfish node which will not share its own memory space
to store replica for other nodes to access the data easily
[1]. Data are replicated to the non selfish nodes, other
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than the original nodes, to improve data accessibility to
adjust with frequently occurring network partitions.

In this paper we concentrate on reducing the
overall selfishness effectively with our detection
methods. And we also evaluate the accessibility of data
for replica allocation methods under consideration.

2. RELATED WORK

MANET can be considered to be of two categories i.e.
closed and open [2][3][4].

e Closed- in this all nodes voluntarily participate
in and organize the network.

e Open-individual nodes may have different
objectives. In this case, some nodes can be
selfish to preserve their own resources.

A number of techniques have been proposed to
handle selfishness behavior from the network
perspective. Techniques handling selfish nodes can be
classified into three categories:

1. reputation-based,

2. credit-payment, and

3. Game theory-based techniques.

In reputation-based techniques, each node observes
the behaviors of others nodes and uses the acquired
information for routing [5], [6], [7].

In credit-payment technigues, each node gives a
credit to other nodes, as data forwarding [8], [9]. The
acquired credit is then used to send data to others.

The game theory-based techniques assume that all
rational nodes can determine their own optimal
strategies to maximize their profit [10], [11]. The game
theory-based techniques will find the Nash Equilibrium
point [12] to maximize system performance. All these
techniques focused on packet forwarding. In contrast,
this paper focuses on the data accessibility and
selfishness in replica allocation. The work [13]
introduced several trust models and trust management
schemes in a MANET that can help mitigate selfishness
in a MANET. Although the work introduces several
schemes for the detection of selfish nodes, the work also
focuses on the selfish behavior from the network
perspective, such as dropping or refusing to forward
packets.

Some effective replica allocation techniques are
suggested [1], including static access frequency,
dynamic access frequency and neighborhood (DAFN),
and dynamic connectivity-based grouping. It has been
reported that DCG provides the highest data
accessibility, while SAF incurs the lowest traffic, of the
three techniques. As DCG performs best in terms of data
accessibility, it causes the worst network traffic. And
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also DCG does not consider selfish nodes in a MANET.
The work [14] proposes data replication techniques that
address both query delay and data accessibility in a
MANET. The work [15] introduces the cooperative
caching-based data access methods, including
CachePath, CacheData, and Hybrid.

The work [16] proposes Conquer, a broker-based
economic incentive model for mobile peer-to-peer
networks. Although the work [17] considers free riders
to host data in mobile peer-to-peer networks, it assumes
that all peers are trusted and they do not cheat.. We
focus on the misbehavior of nodes. The work [18]
introduced non-cooperative behaviors in a MANET. The
assumption of the work is that each node in a MANET
is greedy and self-interested. In the research field of
distributed databases, some strategies for handling
selfish behavior have been proposed [19], [20].
However, these works cannot be directly applied to a
MANET, since they did not consider the constraints of a
MANET such as the bandwidth limitation for the
detection of selfish nodes and system failures due to
frequent node disconnections

3. SYSTEM MODEL

We assume that each node has limited local memory
space and acts as a data provider of several data items
and a data consumer. Each node holds replicas of data
items, and maintains the replicas in local memory space.
The replicas are relocated in a specific period. There are
m nodes, N1,N2, .. .,Nm..

The following assumptions are made

1. Each node in a MANET has a unique identifier.

2. All nodes that are placed in a MANET are
denoted by N = (N1, N2, .. .Nm ) where m is
the total number of nodes and the set of all data
items is denoted by D =(D1,D2, . . .,Dn), where
n is the total number of data items.

3. Each node Ni (1 < i< m) has limited memory
space for replica and original data items. The
size of the memory space is Si. Each node can
hold only C, where (1 < C < n), replica in its
memory space.

4. Each node Ni (1< i< m) has its own access
frequency to data item Dj D (1< j< n), AFi .The
access frequency does not change.

We define three types of behavioral states for nodes
from the viewpoint of selfish replica allocation.

1. Non selfish nodes: The nodes hold replicas
allocated by other nodes within the limits of their
memory space.

www.ijert.org



2. Fully selfish nodes: The nodes do not hold replicas
of other nodes which are allocated, but for their
accessibility, allocate replicas to other nodes.

3. Partially selfish nodes: The nodes use their memory
space for allocated replicas by other nodes partially.
Their memory space may be divided logically into
two parts: selfish and public area.

4. STRATEGY PROPOSED

We propose a selfish node detection algorithm and
replica allocation techniques to handle the selfish replica
allocation properly. Each node in a network calculates
credit risk value on other nodes connected individually
to ensure the degree of selfishness. The selfish node is
detected by the selfish replica allocation. This is based
on the perception of a self-centered friendship tree
(SCF-tree) and its distinction to attain high data
accessibility in the presence of selfish nodes. The
technical contributions of this paper can be summarized
as follows

1. Recognizing the selfishness in allocation of
replica: We see a selfish node in a MANET
from the perception of data replication, and
identify that selfish replica allocation may lead
to reduce data accessibility in an ad-hoc
network.

2. Detecting the fully or the partially selfish nodes
effectively: We formulate a selfish node
detection algorithm that will compute the
degree of selfishness.

3. Allocating replica effectively: We define a set
of replica allocation methods that use the
theory of self-centered friendship tree to reduce
communication rate and achieve high data
accessibility.

4. Evaluation: we evaluate the overall selfishness
and data accessibility.

4.1 Selfish Node Detection

The notion of credit risk can be described by the
following equation:

Credit Risk = expected risk / expected value

In this strategy, each node calculates a CR
score for each of the nodes to which it is connected.
Each node shall estimate the “degree of selfishness” for
all of its connected nodes based on the score. The Node
specific features can be used to represent the number of
shared items & shared memory space for the node. The
formula for finding the credit risk is
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4.2 SCF-tree construction

The concept of SCF-tree is based on replica allocation
methods which are motivated by human friendship
management in the real world [Fig 3], where each
person finds his own friends forming a Group and
manages friendship by themselves. The main purpose of
the new replica allocation methods is to decrease traffic
overhead, by achieving good accessibility of data items.
Before constructing the SCF-tree, every node makes its
own part of topology graph which is a component of the
graph G. Topological graph consists of a finite set of the
nodes connected to initial node and a finite set of the
links . Algorithm 2 describes how to construct the SCF-
tree.

Algorithm 1: For detecting selfish nodes

Selfish node detection()
{

for (each connected node )

{

if (CR of initial node < threshold)
connected node is marked as non-selfish;
else

connected node is marked as selfish;

wait till replica allocation is done;

for (each connected node )

{

if (initial node has allocated replica to connected
node)

{

Number of connected node’s shared data items=the
number of allocated replica;

Number of connected node’s shared memory
space=the total size of allocated replica;

}

else

{

Number of connected node’s shared data items=1;
Number of connected node’s shared memory space=
the size of a data item;

}1}

Each node has a parameter d, the depth of SCF-tree.
When initial nodes construct its own SCF-tree, initially
first node appends the nodes that are associated to that
first node by one hop to initial node’s child nodes. Then,
Ni checks recursively the child nodes of the appended
nodes, until the depth of the SCF-tree is equal to d.
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Figure 3 shows the network topology representing SCF
tree.

(a) Sample topology G

(b) SCF-tree of Ny

Figure 3 example showing SCF tree

Algorithm 2: SCF tree construction

Initial node makes SCF-tree with a parameter,
depth d

constructScfTree()

{

append initial node to SCF-tree as the root
node;

check Childnodes of initial node;

return SCF-tree;

¥

Procedure checkChildnodes

{

for (each node € set of adjacent nodes to child
nodes)

if (distance between node and the root >d)
continue;

else if (first node is an ancestor of next node
in SCFtree)

continue;

else

{

append first node to SCFtree as a child of
next node;

checkChildnodes(first node);

}

ks
}

4.3 Allocating replica

The objective of the SCF-tree based replica allocation
technique is to achieve good data accessibility with low
communication cost in the presence of selfish nodes.
Since our replica allocation technique appropriately
handles the (partially) selfish nodes, the technique is
expected to achieve the objective and each node
processes the following procedures
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1. Each node allocates replica at its discretion based on
each nodes credit risk.

2. When every node receives a request for Allocation of

° replica from some node during every relocation period,
_ it determines if requests are to be accepted or not.

. 3. The request is accepted then; each node maintains its

memory space based on the credit risk. The highest

¢ credit risk held by the node which allocated replica will

be replaced with new replica which is requested
currently.

Alternative replica allocation techniques can be
developed based on the SCF-tree structure. Thus, we
propose a following set of replica allocation techniques:

SCF-tree-based replica allocation (SCF): This
technique is described in Algorithm 4 and serves as a
basic SCF-tree based technique.

SCF-tree based replica allocation with degree of
Selfishness (SCF-DS): This technique takes into
account the degree of selfishness in allocating replicas.
That is, less selfish nodes should be visited first at the
same SCF-tree level. This policy makes more frequently
accessed data items reside on less selfish nodes.

SCF-tree based replica allocation with closer node
(SCF-CN): This technique allocates more replicas to the
closer nodes in the SCF-tree. That is, more replicas are
allocated to the node with lower depth within the SCF-
tree of Each Node.

Extended SCF-tree based replica allocation (eSCF):
This technique is based on an extended SCF-tree (eSCF-
tree). In this technique, all nodes in the network build its
own SCF tree. Consequently, eSCF-tree contains selfish
nodes with nonselfish nodes. Initial node marks the
selfish nodes which are found within its eSCFtree and
replicas are allocated to the nonselfish nodes in its
eSCF-tree initially.

5. SIMULATION

In the simulation, the number of mobile nodes is set to
30. Each node has its local memory space and moves
with a velocity from 0 ~1 (m/s) over 50(m)- 50 (m)
flatland. The radio communication range of each node is
a circle with a radius of 1 ~19 (m). We suppose that
there are 30 individual pieces of data, each of the same
size. In the network, node Ni (1 <=i <= 40) holds data
Di as the original.. The default relocation period is set to
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256 units of simulation time which we vary from 64 to
8,192 units of simulation time.

We evaluate our strategy using the following two
Performance metrics:

1. Overall selfishness alarm: This is the ratio of the
overall selfishness alarm of all nodes to all queries that
should be served by the expected node in the entire
network system

2. Data accessibility: This is the ratio of the number of
successful data requests to the total number of data
requests.

5.1 Overall selfishness

The expected and connected nodes are only involved in
a true selfishness alarm, whereas the expected but
disconnected nodes in query processing may lead to a
false alarm. Therefore, we plot two additional methods,
DCG (selfishness only) and DCG+ (selfishness only) in
Figure. 4. The overall selfishness alarm of DCG
(selfishness only) and DCG+(selfishness only) is
obtained by calculating data requests that will not be
served by the expected connected nodes while query is
processed, i.e., excluding false alarms caused by
disconnections.
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Figure 4 overall selfishness with varying relocation
period

Fig 4 presents the overall selfishness alarm with varying
relocation period. As expected, the DCG+ technique
significantly reduces the selfishness alarms in all cases.
This can be explained as follows: fewer selfish nodes
become expected nodes in DCG+ than in DCG, since
our detection method augmented in DCG+ detects
selfish nodes effectively and the detected selfish nodes
are removed from replica allocation groups.
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Consequently, more expected nodes serve queries in
DCG+ than in DCG.

As expected, the overall selfishness alarm of DCG
(selfishness only) and DCG+(selfishness only) is less
than that of DCG and DCG+, respectively. We see that,
on average, about 62 and 56 percent of the overall
selfishness alarm with DCG and DCG+ are caused by
node selfishness, not disconnections.

5.2 Data accessibility

We evaluate the data accessibility of replica allocation
methods under consideration. We expect that our
techniques perform significantly better than other
techniques in the presence of selfish nodes. In all cases,
our techniques outperform SAF, DCG, and DCG+
considerably, since our techniques can detect and handle
selfish nodes in replica allocation effectively and
efficiently. Among our techniques, the eSCF technique
shows a slightly poorer performance. Our initial
intuition was that, data accessibility is stable with
relocation periods. This is confirmed by the results in
Figure 5a. and 5b shows that data accessibility is
proportional to the size of memory space, as expected.
The performance of our techniques improves faster than
do-others, since our techniques fully utilize the memory
space of nodes. The profit of DCG technique is
considerably hampered by selfish nodes, whereas the
SAF technique is insensitive at all.
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Figure 5 data accessibility with varying relocation
period.
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6 CONCLUSION

The selfishness alarm may also occur due to network
disconnections, i.e., false alarm. After comparing with
various replica allocation methods, the overall
selfishness alarm of DCG (selfishness only) and DCG+
(selfishness only) is less than that of DCG and DCG+,
respectively. The profit of DCG technique is
considerably hampered by selfish nodes, whereas the
SAF technique is insensitive at all. Here we evaluate
overall selfishness and data accessibility with relocation
period which keeps varying. This reduces network
degradation.
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