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Abstract

In order to improve the security and authentication
in an image transmission over any communication
channel, watermarking techniques have been
evolved. Watermarking techniques use a cover
image, over which the bit based or transparency
based watermarking image is watermarked. The
watermarked image will be further processed to
retrieve the original cover image at the receiver. If
watermarking image is revealed, then security in
cover image transmission through any
communication channel fails. In order to protect
the cover image we are proposing a new method of
watermarking technique [1], which will increase
the generation of watermark image as a non-
repetitive sequence of bits. We are using Linear
Feedback Shift Register (LFSR), which generates
8x8 watermark bits, which will be watermarked
with (8x8) cover image and (8x8) address
generator, where our watermarked bits will be
stored. Advantage of LFSR is that, it won't
generate the sequence of similar bits till it reaches
the seed or initial value. The watermarked image
bits which are stored in SRAM memory address
location will be retrieved and reverse
watermarking will be done. We simulated and
synthesized all the modules using Matlab 7.5,
Xilinx 9.1i and ModelSim XE Il 6.4b. The layout
and sketch design of our module for watermark and
address generator was implemented using layout
and SPICE tools. The complete layout is analyzed
and presented in our paper. A comparative result
between different images using our method of
watermarking has been analyzed. The VLSI
architecture of the functional units of our proposed
watermarking technique is presented. The results of
hardware implementation in SRAM design are also

watermarking and addresses generation techniques
in SRAM are also presented.

Keywords: watermarking techniques, LFSR, seed

value, SRAM, layout.

1. Introduction

With enormous use of the data sharing through
Internet and improvements in continuous digital
media and data compression technology, digital
audio files, digital images, streaming video, online
readable books and plug-and-play games can be
distributed widespread between the end-users
through different computer networks. However,
without protection and management of digital
rights, digital content can be easily copied, altered,
and distributed to a large number of recipients,
which could cause revenue loss in data transfer
between the legal parties. Digital rights
management (DRM) refers to  protecting
ownership/copyright of electronic content by
restricting what actions an authorized recipient may
take in regard to that content. DRM control the use
of that content and preventing unauthorized
distribution. DRM consist of encryption and
watermarking. Encryption can be used to prevent
unauthorized access to digital content.

Digital watermarking is to protect the owner’s
copyright over that content. The watermark which
is added to original image can be later be extracted
from a watermarked image and be analyzed in
order to identify the owner of the content. For an
authenticated image transmission [8] over a
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communication channel scheme of watermarking
consists of three parts: the watermark, the encoder,
and the decoder. The watermarking technique
incorporates the watermark in the content, whereas
the verification technique authenticates the content
by determining the presence of the watermark and
its actual data bits.

Digital image watermarking will improve the
security in the content of digital documents.
Different types of watermarking techniques were
developed with different types of implementation
strategies. The main purposes of all these
techniques are to transmit a digital content securely
without losing its digital content.

In paper [1], the digital image watermarking
was done using LFSR [2 and 3]. The size of
original image bits are 16x16 matrix of size
256x256, watermarking image bits are 16x16
matrix of 256x256 and the resultant watermarked
image bits are 16x16 matrix of size 256x256.
These watermarked image bits are stored in SRAM
memory address of 8x8 sizes. In our paper we are
going to implement using 8x8 bit size for original
image, watermarking image and address
generation. These modules are simulated and
synthesized in Xilinx and Model Sim.

In our paper, we are presenting a FPGA
prototype [4] of digital image watermarking
SRAM. Here we are using SRAM to store our
watermarked image bits. The prototype of FPGA
we had selected for our design is SPARTAN 3E
family of xa3s1600e device of FGG400 package
with speed -4. Our FPGA prototype was
synthesized in XST VHDL tool and simulated in
Model Sim XE VHDL. And the layout of our
proposed prototype is implemented in Digital
Schematic tool and high-end layout tool. The
complete layout of our proposed method has been
implemented on CMOS 0.12um technology VSLI
architecture. Simulated results of our proposed
method of watermarking have shown best results in
area utilization, power consumption and gate count.

The rest of the paper as follows, Section 2 will
discuss about the related contribution of our
proposed method. In section 3, the method selected
for hardware architecture is discussed. In section 4,
FPGA prototyping is presented. Section 5 will
clearly explains the simulation and synthesis of our
proposed method of watermarking and section 6
will conclude our paper.

2. Related Contribution

In paper [1], two LFSRs were implemented,
one for digital image watermarking [3] of size axa
and the other for address generator of size cxc.
Here the first LFSR will generate the cover image
of axa size bit array which will be watermarked
with bxb size bit array. After watermarking, the
watermarked bit array will be stored in the SRAM

(Static Random Access Memory) address locations
using another LFSR of cxc size bit array. LFSR’s
will generate random numbers, which will be
hidden in the image. If these random numbers
won’t match at the extraction process, the original
image won’t be retrieved [7]. Bit wise operation is
made between the LFSR generated axa size bit
array and the original image bxb size bit array. In
this technique, the size of watermarking LFSR as
16x16 and the original image size as 256x256. And
for address generator LFSR, 8x8 size LFSR.
Depending on the seed value of the LFSR we can
implement watermarking technique for different
sizes of images. LFSR based watermarking showed
a secured authenticated copyright protection to the
digital images.

In our technique of watermarking we are
implementing on 8x8 bits of original image, cover
image and watermarked image. This will make the
extraction process simpler than the previous
proposed technique.

3. Method  Selected For  Architectural
Implementation

In this chapter, we present the algorithms used
to implement the architecture of several units and
modules of the watermarking.Two 8 bit LFSR’s are
used to implement our proposed method, one for
watermark generation and the other for address
generation.

We implemented our proposed method in five
module, the tasks of each module is:

a. First module will perform 8 bit LFSR [6]

watermark generation.

b. Second module will perform 8 bit
watermarking process with 8 bit cover
image.

c. Third module will perform generation of 8
bit address location in SRAM and storing
the watermarked image bit (from task b)
in to SRAM.

d. Fourth module will perform the retrieving
of image bits from SRAM memory
address location and perform revere
watermarking which is an invisible [12].

e. Fifth module will calculate the PSNR
between the transmitted image bits and
received image.

And we grouped all the above modules in
to three architectural design and
implementations as:

A. Watermark Insertion algorithm: The
watermark insertion can be done by
implementing the AOIl logic based
watermarking on the cover image bits and
LFSR generated bits. This is shown in the
Fig: 3.1.
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Fig: 3.1 Watermark Insertion algorithm

B. Address generation Algorithm: In

C. Watermark Extraction Algorithm: This

a.

address generation process [11], we will
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Fig: 3.3 Watermarked bits retrieved from memory

location

b. And watermark extraction will be
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generate polynomials using LFSR and
these bits will be our memory address
locations. This is shown in the Fig: 3.2.
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Fig: 3.2 Address generations algorithm

step is divided in to two parts:

Watermarked bits will be stored in the
SRAM memory locations, which are
generated by  address  generation

algorithm. This is shown in the Fig: 3.3.

implemented. This is shown in the Fig:
3.4.
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Original cover image
bits (8x8) extraction

Fig: 3.4 Watermark extraction algorithm

4. FPGA Prototyping

In this chapter, we present the architecture [4
and 5] of several units and modules of the
watermarking. We implemented our proposed
method of watermarking on JPEG 2000 [9] color to
gray converted image. The techniques and stages
involved in the development of the architecture are
described. In Fig: 4.1., we present the architecture
of the digital image watermarking module. The
architecture  of the  LFSR-based image
watermarking module with its address generation is
presented in Fig: 4.2. The modules of
watermarking, address generation and watermark
extraction process will be presented, the FPGA
architecture of the watermark encryption and
decryption unit [10] is also presented.

The high level architecture of the visible
watermarking module is composed of several sub
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modules, such as watermark, insertion, row and
column address generator and en-decoder, registers
and controller. The watermark module calculates
the watermark coefficients of host and watermark
images before they are stored in the SRAM
memory. The controller performs the operations of
all the other modules and the data flow in the
watermarking unit. Address decoders are used to
decode the memory address where the image and
watermark are stored.

Fig: 4.3 Technology Schematic of Watermark
extraction modules

Fig: 4.4 Technology Schematic of Watermark

extractions from memory

For the prototyping, the architecture was
modeled using VHDL and the functional
simulation was carried out using ModelSim XE 11l
watermarking SRAM 6.4b tools. The VHDL code was compiled using
Xilinx ISE 9.1i. The synthesis of the architectures
was carried out using SPARTAN 3E technology
with xa3s1600e target device. The address
generator serves the purpose of address en-decoder
by supplying the appropriate address needed for
reading from the SRAM memory for watermarking
and insertion. Two block RAMs is needed for our
implementation; one block RAM is used as a
memory for storing individual image and one RAM
is used for storing data that has undergone
watermarking processes.

For the implementation, input RAM was used
to temporarily store data. The input RAM was also
used for pipeline design so that data could be
received while the processing of previous data is
being carried out. To aid utilization of pipelining,
we also extensively wused registers in our
watermarking module. Registers were used instead
of RAM to increase the performance of our system.
The use of parallelism in the implementation in our
method of the insertion module of the
insertion modules watermarking unit gives the capability to
watermark an image bits block in one clock cycle
instead of two. For the insertion unit of the
invisible watermark module, we employ the
concept of resource sharing in our implementation.

Fig : 4.1 Technology schematic of Image
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Fig: 4.2 Technology Schematic of Watermark
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This improves the performance of our system;
however, there is a trade of between the
performance and the area used. A watermark unit
was shared between the address generator and
watermark extractor by using two multiplexer. The
Technology  Schematic  of the invisible
watermarking modules and the address generation
unit are shown in Fig. 4.1, Fig. 4.2, Fig. 4.3 and
Fig. 4.4, respectively. The layout of AOI based
watermarking module is shown in the Fig: 4.5. The
cover image which we used in our proposed
method is shown in the Fig: 4.6.

Compiing comg x hizym

CMOS012m - 6 Metal (1 20V 250)

Fig: 4.5 Layout of AOI based watermarking

module.

Fig: 4.6. Cover image used in our proposed method

of watermarking.

5. Simulation Results

The timing simulation results for the
watermark insertion module are shown in Fig. 5.1
and Fig. 5.2 respectively. The simulation waveform
of the watermark module used in the watermark
and address generation module is shown in Fig.
5.1. The simulation waveform of the watermark
extraction is shown in Fig. 5.2. All the values
obtained from simulation are the same as the
expected values. The synthesis result and timing
report is presented in Table 5.1 The cell usage for
the different modules and sub-modules are also
presented in Table 5.1 which is all the logical cells
that are basic elements of the technology. The
minimum period is the timing path from a clock to
another clock in the design.
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Fig: 5.2 Simulation waveform of watermarking

extraction from address locations.

In Fig: 5.1, in first clock pulse the Ifsr
watermark bits, cover image bits and Ifsr address
were generated. In second clock pulse Ifsr
watermarked bits were generated and stored in the
address locations of SRAM memory.

In Fig: 5.2, in first clock pulse the address bits
from SRAM memory were retrieved and in second
clock pulse the watermark retrieving has done.

The above simulation results shows that the
performance of watermarking technique has been
improved by decreasing the number of clock pulses
to perform the watermarking technique. And the
power consumption of all the modules is 104.25nW
which is very better comparatively.

The PSNR value of the retrieved image bits
with transmitted image bits is 45.32, which is
comparatively better than the previous proposed
method.
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Table 5.1. Image Watermark Insertion, Address

generation and Watermark Extraction Synthesis
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