
 

 

Free Roaming Mobile Agent Security 

 
Vishal Nerani, Shubham Sartape, Pranit Revandkar, Nikunj Lapasia, Mrs. Ameya Jadhav 

Department of Electronics Engineering 

Atharva College of Engineering, 

Malad (W), Mumbai – 400067, INDIA 

 

Abstract – Security in free roaming agents is especially hard to 

achieve when the mobile code is executed in hosts that may 

behave maliciously. Data security in free roaming agent 

without itinerary information may face more complex attacks. 

This paper focuses on data security in free roaming mobile 

agents. 

Mobile agents migrate from originating hosts to 

intermediate servers to generate and collect data, and return to 

the originators to submit after completing scheduled tasks. 

Free roaming mobile agents are free to choose their 

respective next hops dynamically based on the data they 

acquired from their past journeys. Free roaming agents have 

no pre-defined migration paths. They select their next hop at 

each hop they visit based on initial requirements and current 

conditions. 

There are many security issues to be addressed in data 

security in free roaming mobile for example data 

confidentiality, non reputability, insertion defence and 

truncation defence etc. 

Generally security issues in mobile agents are 

1. Protection of the host from malicious code. 

2. Protection of the agent from a malicious host trying 

to tamper the code and the agent data. 

Agents security is divided into code security and data 

security. Methods used in protect data in mobile agents count 

on move forms. The move forms the agents are predefined 

itinerary and free roaming. 
 

Keywords – Mobile; Security; Agent; Data; Host; 

Malicious. 

I. INTRODUCTION 

 Mobile agents are autonomous programs that can 

travel from computer to computer in a network, at times and 

to places of their own choosing. The state of the running 

program is saved, by being transmitted to the destination. 

The program is resumed at the destination continuing its 

processing with the saved state. They can provide a 

convenient, efficient, and robust framework for 

implementing distributed applications and smart 

environments for several reason including improvements to 

the latency and bandwidth of client-server applications and 

reducing vulnerability to network disconnection. In fact, 

mobile agents have several advantages in the development 

of various services in smart environments in addition to 

distributed applications. 

 

 

 

 General idea of trust enhanced symmetric key 

cryptography is based on encryption, decryption, and 

signature verification principle. By using KBS, data was 

encrypted into a divisible whole for protection. Getting 

identity information from trusted third party via KBS to 

make key agreement with trusted host. If the host is trusted 

host, verification and summarization of previous offers are 

done. If it is not a trusted host offer collected according to 

security policies to resist colluded truncation attack. When 

agent reaching a host, it concatenates the data generated on 

it with data carried by agent then encrypts them and 

verifying identity information. KBS gets identity 

information from the trusted third party periodically. When 

a agent comes back to the host after completes its work 

without any attack. 

 

 Reduced communication costs distributed 

computing need interactions between different 

computers through a network. The latency and 

network traffic of interactions often seriously affect 

the quality and coordination of two programs 

running on different computers. 

 Asynchronous execution after migrating to the 

destination side computer, a mobile agent does not 

have to interact with the source side computer. 

Therefore, even when the source can be shut down 

or the network between the destination and source 

can be disconnected, the agent can continue 

processing at the destination. This is useful within 

unstable communications, including wireless 

communication, in smart environments. 

 Direct manipulation a mobile agent in locally 

executed on the computer is visiting. It can directly 

access and control the equipment for the computer 

as long as the computer allows it to do so. This is 

helpful in network management, in particular in 

detecting and removing device failures. Installing a 

mobile agent close to a real time system may 

prevent delays caused by network congestion.  

 Dynamic development of software mobile agents 

are useful as a mechanism for the development of 

software, because they can decide their destinations 

and their code and data can be dynamically 

developed there, only while they are needed. This 

is useful in smart environments, because they 

consist of computers whose computational 

resources are limited. 
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II. LITERATURE SURVEY 

A. Introduction  

 In general, an agent is a person whose job is to act 

for, or manage the affairs of other people. Within the context 

of computers, a software agent is a program that is goal 

directed, and performs certain tasks on behalf of its owner. 

The software agent is classified as a mobile agent and static 

agent. A mobile agent is capable of suspending their 

execution on one platform and moving to another platform, 

where it resumes execution in the network, but a static agent 

works on one host computer in the network, including 

accessing resources which are on other hosts. Computer 

communication in the distributed environment is enriched 

via the new and emerging mobile agent technology. The 

advantages of the mobile agent are too many and cannot be 

got form the static agents and conventional wed technology. 

Features of the mobile agent shows that it is one of the most 

prominent technologies for various intranet and internet 

applications especially in e-commerce applications. 

However, mobile agent technology has not been successful 

because of development concerns, such as reliability and 

security. 
 

B. Mobile Agent Platform Protection 

An agent platform has to be protected against the 

attacks of a malicious agent and malicious platform. Remote 

platforms are disrupted by the mobile agent from a malicious 

platform. The malicious agent that attacks the platform 

category represents the kind of threats, in which agents 

exploit the security weakness of an agent platform, or launch 

attacks against an agent platform. This set of threats includes 

masquerading, DoS and unauthorized access. The other 

attacks to agent platform category represent the set threats in 

which external entities, including agents and agent platform, 

threaten the security of an agent platform. This set of threats 

includes masquerading denial of service, unauthorized 

access, and copy and reply. Techniques developed for 

protection the agent platform include the following: 

 Software based fault isolation 

 Safe code interpretation  

 Signed code 

 Path histories  

 Proof carrying code 

 Policy model (authorization and attribute 

certificates) 

C. Mobile Agent Protection 

 The hardest security problem is protection the 

mobile agent from the malicious remote host. the platform 

and hosts have complete control over the agents, while they 

are in execution. In order to protect the mobile agent, the 

trusted node method, trusted hardware and co-operating 

agent’s model were developed. However, a malicious 

platform may cause an agent to operate incorrectly, but the 

existence of enough replicates ensures the correct end result. 

The drawbacks are the high cost to develop the model, in 

deciding the best offer. Some more general purpose 

techniques for protecting an agent included the following: 

 Obfuscated code (time limited black box) 

 State appraisal 

 Digital signatures 

 Execution tracing 

 Mutual itinerary voting 

 Replication and voting 

 Encrypted functions 

 Environment key generation 

 Code on demand 

 Factor of time 

D. Mobile Agent Recovery 

 Apart from the protection schemes, the recovery of 

the mobile agent is most essential in the mobile agent 

environment, because an agent destroyed in the nth remote 

host will lose all the preceding remote host’s data, and also 

agent originator should once again send the agent to collect 

the data from all the N return hosts, but there is no guarantee 

that the agent will return to the originator in the second 

round. Hence, it is required to recover the mobile agent when 

it I either in an unsafe mode, or destroyed. An unsafe mode 

is the modification of the agent code or the modification of 

the data collected from the preceding hosts. 

 Pair processing is a famous technique for 

improving process reliability. It is a collection of two 

processes which provide a service. One is considered as the 

primary and the other as the shadow. If the primary gets any 

changes, then the shadow would also gets the changes. If the 

primary fails, then the shadow will take over. The two 

primary and shadow processes ping each other to determine 

that each in still alive. This pair process is not applicable to 

the colluded host’s attack in a multi-hop mobilr agent 

environment. 

 There is a significant interest in the mobile agent 

fault tolerance community, concerning the loss of mobile 

agents at remote agent servers that fail by crashing. Hence, 

researchers concentrated on the shadow model. However, in 

the event of an agent server crash, the replica remains 

unavailable for an unknown period. 
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E. Block Diagram 

 
F. Application  

 Many researchers have started that there are no 

killer application for mobile agent technology, because 

almost everything you can do with MAs can done with 

almost traditional technologies. However, mobile agents 

make it easier, faster and more effective to develop, manage 

and execute distributed applications that other technologies. 

We describe typical applications of mobile agents a follows: 

 Remote information retrieval. 

 Network management. 



 

Cloud

 

computing.

 



 

Mobile

 

computing.

 



 

Software

 

testing.

 



 

Reduction

 

of

 

the

 

network

 

traffic.

 



 

Active

 

networking.
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autonomous

 

interaction.
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III.

 

CONCLUSION

 

 

To

 

resolve

 

the

 

problem

 

of

 

mobile

 

agent’s

 

security,

 

especial

 

on

 

attacks

 

on

 

mobile

 

agent

 

data,

 

paper

 

analysed

 

current

 

protection

 

mechanism

 

and

 

put

 

forward

 

KBS

 

to

 

enforce

 

its

 

security

 

with

 

symmetric

 

key

 

cryptography.

 

The

 

analysis

 

shows

 

that

 

trust

 

enhanced

 

symmetric

 

key

 

cryptography

 

can

 

protect

 

data

 

of

 

free

 

roaming

 

mobile

 

agent

 

effectively

 

and

 

realize

 

some

 

security

 

needs

 

such

 

as

 

data

 

confidentiality

 

integrity

 

and

 

anonymity.
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