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Abstract 

Image encryption is used to protect the images 

and transform into different format. In this paper, 

lossless encryption for color images using binary 

key images has been proposed. In proposed 

method, the key image size is same as the original 

image. The key image is either a bit plane or an 

edge map generated from another image. The 

method   is discussed  against  common  attacks  

such  as  the  plaintext attacks,  brute  force  

attack  and  cipher  text  attacks. The 

experimental results shows that the lossless 

encryption of all type of images. 

Keywords-lossless  image  encryption,  key-image,  

plaintext attack,  brute  force  attack,  ciphertext  

attack,  bit  plane,  edge map. 

I.INTRODUCTION 

Image  encryption  is  an  effective  

approach  to  protect images  or  videos  by  

transforming  them  into  completely different  

formats.  Several  data  encryption  algorithms  like 

Data  Encryption  Standard  (DES)  [1]  and  

Advanced Encryption  standard  (AES)  [2]  are  

being  employed  for protecting  digital  information,  

chaos  based  [3]  and combinatorial permutations  

[4] are proposed  for encrypting images.  

Applications  in  the  automobile,  medical, 

Construction  and  the  Fashion  industry  require  

designs, scanned  data,  building  plans  and  blue-

prints  to  be  safe guarded against espionage. 

Considering the long life time of images  in  the  

mentioned  domains,  it  is  imperative  to develop  

and  employ  techniques  which  protect  the  content 

throughout their lifetime [5]. 

Image  encryption  can  be  accomplished  by  

scrambling image  pixel  positions  using  different  

techniques  in  the spatial domain [6-8]. One example 

is the recursive sequence based image scrambling 

approach.  It scrambles images using different 

recursive sequences such as the Fibonacci sequence 

[9], Cellular automata [10] and chaotic maps [11-12].  

Image  encryption  can  also  be  accomplished  by 

scrambling  coefficient  matrices/blocks  in  the  

transform domain  [13,  14].  These  approaches  have  

extremely  low security  levels  due  to  the  lack  of  

security  keys.  Another approach  for  image  

encryption  is  to  change  image  pixel values  based  

on  the  combination  of  image  bit  plane 

decomposition  and  logic  operations  [15,  16].  This  

security method  is  also  much  lower  because  the  

results  of  its decomposition process and logic 

operations are predictable. It’s not immune to 

plaintext attacks.  To  achieve  higher levels  of  

security,  solution  is  to  change  image  pixel  values 

or  blocks  while  scrambling  the  positions  using  

different techniques. 

In this paper is organized as follows. 

Proposed algorithm in section II. Section III 

describes the comparative performance. The 

simulation results are presented in Section IV. 

Concluding remarks are made in Section V. 

II.PROPOSED ALGORITHM 

The color image encryption, i.e. color 

images and 3D animal and medical images, the color 

images are contain the several 2D components, each 

component can be considered as a 2D image. In this 

paper, the original and existing images are color 
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images. The image encryption in binary-key image 

follows two procedures 

i)  BitplaneCrypt algorithm for color image 

ii)  The EdgemapCrypt algorithm for color image 

These two algorithms explained detail shown below 

i)  BitplaneCrypt algorithm for color image 

 

                                  Figure 1. 

The block diagram of bit plane Crypt 

algorithm as shown fig.1 Select two key images and 

split them in to their respective components (R, G, 

and B). Then switch case is used to select different 

cases (1-3).Key is generated. The key-image size is 

same as the original image.  Perform  the  XOR  

operation between  the  key  image  and  each  bit  

plane  of  the  original image, the XOR-ed bit planes 

are invert  the order of all bit planes and combined. 

Finally scramble the resulting image using a selected 

scrambling method to generate the resulting 

encrypted image. In color image contain 3 colors. 

They are i=1 represent as red, i=2 represent as green 

and i=3 represent as blue. 

In the decryption process, the correct 

security keys should be provided to the authorized 

user to generate the key-image.  The user 

unscrambling the encrypted image using the 

corresponding scrambling algorithm, the resulting 

image into bit planes. Applied an XOR operation 

between the key-image and each bit plane the order 

of bit planes is reverted to the original order.  The 

original image can be reconstructed by combining all 

bit planes. 

 

 

                    Key Generation Flow chart. 

 

ii)  The EdgemapCrypt algorithm for color image 

The  edge  map  is  frequently  used  in  

image enhancement,  compression,  segmentation  

and  recognition. The application of edge maps can 

also be extended to image encryption. An edge map 

is considered as the key-image in this algorithm.  The  

edge  map  is  generated  from new/existing image  

for color or grayscale  image with same size  as  the  

original  image  using  the  specific  edge  detector 

with a selected threshold value. The new  image or 

any existing edge detector or any threshold  value  to  

generate  the  edge  map  used  as  a  key-image. 

They also have flexibility to use any existing image 

scrambling method for the EdgemapCrypt algorithm.  

The security of this algorithm consist of the image or 

its location which  is  used  to  generate  the  edge  

map,  type  of  edge detector,  threshold  value,  and  

the  security  keys  of  the scrambling algorithm. To 

reconstruct the RGB image, the users should be 

provided the correct security key-image (i.e. edge 

map). The decryption process first generates the edge 

map from the selected image using the security keys. 

It then unscrambles the encrypted image using the 

selected scrambling algorithm. Next, it decomposes 
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the unscrambled image into its binary bit planes and 

performs XOR operation between the edge map and 

each bit plane. The order of all bit planes is restored 

to the original order. And combine all bit planes [17].  

The algorithm of EdgemapCrypt algorithm as shown 

below 

Take color image 

Calculate edge map from exiting image with same 

size of original image 

Decompose the original color image into binary bit 

plane 

Apply XOR operation between edge map and biplane 

of original image 

Combine all bit planes together to obtain the 3D 

image. 

Scramble the resulting image using a selected 

scrambling method to generate the resulting 

Encrypted image.  

II.EXPERIMENTAL RESULTS 

The experimental results of color image as 

shown below. The propsed algorithm has 

successfully implemented for lossless compression. 

          

        Fig.(a)                                 Fig.(b) 

Figure (a) Original image.(b) Key image 1. 

    

           Fig. (c)                             Fig. (d) 

Fig (c) Key image 2. (d) Encrypted  image 

 

Fig. (e) 

Fig (e) Decrypted image 

III.CONCLUSION 

In this paper, two algorithms are 

implemented for lossless encryption. To generate  

key  image  an  either  a  bit  plane  in  the 

BitplaneCrypt  or  an  edge  map  in  the  

EdgemapCrypt algorithm. These two algorithms 

produced lossless encryption for all type of formats 

like jpeg, bmp and so on. Both  algorithms  are  easy  

to  implement  in  hardware because  they  operate  at  

the  binary  levels.  They  are  also suitable  for  

multimedia  applications  and  real  time application  

such  as  mobile  phone  services  and  wireless 

networks. 
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