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Abstract

Security is major issue now in these days in different
application level as well as in the network level
applications and utilities. This paper is based on a
new approach based on process mining. In daily use
we use various computer based application and
interacted through different processes. Some of the
process is well known and they provide support for
smart works. But some processes are malicious and
interrupting different kinds of applications, in this
project we are going to introduce the malicious
processes classification for wusing it over IDS
development. For that purpose we make efforts for
analysing different processes collected from the
server to client’s machines.

1. Introduction

An intrusion detection system (IDS) inspects all
inbound and outbound network activity and identifies
suspicious patterns that may indicate a network or
system attack from someone attempting to break into
or compromise a system. In this era of technology
their various decisions are taken from the machine,
this decision making capability of any machine is
developed through machine learning concept. Using
the machine learning concept we make such
algorithms by which machine make intelligences
decisions from the previously provided examples and
learning sets.

Computer network is the source of transmission
between the machines, important information travels
across the network and on the global network
(Internet) but that information is accessible [1,2].
Network has become very risky and unsecure,
precarious security is provided but every internet user
wants to secure concern network up to optimal and
acceptable extend, any machine that is connected to
the global network (Internet) directly or under
another domain, it has security threats [1,3]. The
security issues of preceding environment computer

Network and internet have become obligatory;
machines connected to the network are easily
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assessable [2, 3]. Firewalls and routers are used to
detect massive kind of virus and worms but it is
possible when the virus or worm is already defined in
signatures and it can also be detected when the virus
is already spread [4]. In order to spot these suspicious
actions we use Intrusion Detection Systems (IDSs)
and Intrusion Detection System is usually categorized
as misuse based system or anomaly based system [6,
7, 8, 11]. Further it can be classified as hybrid based
system [10]. Intrusion Detection System (IDS) is
normally practiced for identifying malicious activities
and their resources. Misuse based system maintains
records for description of attacks and signatures that
are used to detect the attacks where anomaly based
system has feature of detecting previously unknown
attacks [1]. Hybrid based system perform intrusion
detection by using expertise of both misuse based and
anomaly based system [5, 10]. Some of appropriate
techniques based on Intrusion Detection System
(IDS) are analyzed in detail, in this paper we
discussed advantages and shortcomings of analyzed
techniques that are still in use for intrusion detection.

In the rest of this paper, section Il describes
Literature review; Section Il describes proposed
work and section IV describes conclusion and future
work.

2. Literature Review

To start working to design a new IDS system we
study some research papers that are included in this
section.-

Intrusion Detection System (IDS) one of the
appropriate anomaly based intrusion detection
technique is Bayesian Event Classifier [6]. According
to author, Intrusion Detection Systems is meant to
identify the predefined intrusion attacks where unlike
Intrusion Detection System (IDS) in anomaly based
approach there is a chance of detecting unknown
attacks [6]. In same context author has anticipated an
event classification technique that is based on
Bayesian networks. The technique is based on two

main problems; the first problem is stated as the
positive false alarm that how the decision of a
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particular event should be treated, whether it is a
normal activity or it should be detected as anomalous
activity, it was detected in a simpleminded way. The
second problem was, the system was not able to
differentiate the anomalous behavior caused by
unusual authentic action. According to author such
information can be accessed by system health
monitoring [6]. Further [6] has tried to rescind these
two problems by classifying the previous scenarios
with the change of Bayesian network by identifying
Denial of Service (DOS), Masquerader attack and
unknown attacks. Author has recommended this new
technique as proposed solution for anomaly based
intrusion detection. Some weaknesses of this
proposed solution is that, this mechanism is very
complex other than that we can also risk the system
performance in the proposed technique. [7]
Introduces the conditional random fields technique,
the technique is used in a toolkit (CRF++) [7] as a
model. Author has anticipated the technique as best
among the previous techniques, and defined the
Conditional Random Fields (CRT) as a unique
technique for task of intrusion detection [7]. In the
experiment among the other techniques it was
recorded a very high rate of accurate results for
intrusion detection. It is also one of the best feature in
[7] among other techniques that proposed technique
can be used without client server environment, where
number of other techniques are proposed for the
client server environment (research labs etc.). The
Projected technique is a directionless graphical
model, it used for the task of sequence classification
and labeling [7], unlike the other models which prefer
joint distribution the Conditional Random Fields
(CRT) model favor conditional distribution. Proposed
technique also avoids the observation and label bias
problems. The technique of Conditional Random
Fields (CRT) was proposed by identifying twenty
four altered types of enormous network attacks which
were further categorized in four groups of Denial of
Service (DOS), Probing, R2L (unauthorized access
from a remote machine) and U2R (unauthorized
access to root). The experiment was matched with
two other known best techniques Decision Tree [13]
and Naive Bayes [13] and the results were very
efficient and effective. Weakness of proposed
solution is that newly born unknown attacks cannot
be detected by suggested technique.

3. Proposed work

Our proposed work includes the implementation
of data mining based processes analysis and the
intrusion  detection system development. By
conducting this study we gain information related to
the different IDS system exist and their working
process.
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Additionally here we provide the process
mining based IDS architecture that are used to
analysis the different process of running on client
machine. by implementation of the proposed system
user is able to detect the malicious process running
on the client machines in the network systems. In the
proposed system we work with the security of
internal network and analyse the processes running
on the different network machines. for that purpose
we propose an agent based IDS development scheme,
where all the network computers read their running
processes and send them to the server end, server
machine contains a multithreaded program that
respond all the connected machines. And collect all
the system processes and save them over a data base
where all the incoming processes are stored.

The server machine contains a decision mining
algorithm that is trained using previously identified
legitimate and malicious data patterns. this decision
mining algorithm build a data model using the pre-
classified data and using this data model upcoming
data is analyzed.

Decision tree algorithm]s

Algorithm selection

Tramed data model Pattern Detection

Incomming data

Data base
Fig. Basic server analysis flow

4. Conclusion and Future Work

In this manuscript we propose a data mining
based IDS implementation for misuse analysis of the
processes, here we propose an agent based scheme
for malicious process detection and the
implementation of the system is performed using
visual studio IDE.

Inside this paper we keep focus to provide the
processes mining and data mining based IDS
implementation which is performed well but due to
the small collection of malicious processes the
performance of the IDS is varied over different
systems and network parameters, in future we make a
large collection of malicious processes and more data
mining algorithms that provide much accurate results
for classification of patterns.
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