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Abstract - The security is the major key element for the 

acceptance of IoT as IoT is the network of smart objects, capable 

enough to automate the Things of Internet of Things. Here in this 

paper we have successfully implemented the security mechanism 

in the network access layer, where basically the data encryption 

and decryption process is implemented. The platform used for 

IoT is thingworx and user interface which act as client who 

communicates with the IoT platform is a web application. This 

web application fetch the data from the sensor and send the 

encrypted data to the thingworx and thingworx will decrypt that 

data and sets a status or make a decision on received data and 

again encrypt the data and send it back to user interface in 

encrypted form.  
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INTRODUCTION 

Internet of thing is basically the network of things; things can 

be home appliances, various machines in a factory, or other 

devices. Here in this system, there is no human assistance to 

guide or control the things in Internet of Thing. The IoT 

system is designed to be so intelligible that it can take the 

decision by its own or it can provide the alert message to the 

user. The IoT is basically the network of physical object, these 

object can be hardware or software. These objects are 

connected to the internet and exchange the data and values 

over internet. This impact of sending the values or exchanging 

the values are making the IoT highly automated platform and 

highly smart. To provide the security and privacy to the IoT 

platform should have proper security mechanism including 

cryptography operations[6]. 

 The things in thingworx are the object to measure, To achieve 

the challenge of initializing 50 billion devices by the year 

2020, wide range of acceptance is needed. For widely 

acceptance of the IoT there are various types of attributes 

which affect the acceptance of IoT are security, portability, 

and compatibility. [2] Security mechanism used in the present 

work, to encrypt and decrypt the data is AES. Before choosing 

AES a vast [3]comparatively study is done to compare the 

various  encryption techniques like RSA, DES, AES, Diffie-

Hellman, Aria, Clefia, and we conclude to go with the AES 

because we can control key size, block size and no. of rounds 

as well in AES and it is more secure and faster as compare to 

other security techniques. 

The thingworx is used as IoT platform where we can send data 

over the internet by the external client or agent like postman 

client etc. and it will communicate with thingworx and 

perform the desired action to the value passed to the 

thingworx by the external client. Thingworx has the 

capabilities of allowing the external client which in terms of 

thingworx called as EDGE via various connection protocol 

like TCP/IP or HTTP or HTTPS. As we  know that the HTTP 

is the connection protocol which allows us to initiate the 

communication over the internet. [7]Our architecture adopts 

the web services interaction by the means of http request and 

responses carrying the data to the thingworx platform. In our 

work  there is necessity of HTTP protocol because our web 

application is the outside client and there will be need of 

HTTP protocol to communicate with the Thingworx Platform. 

The web application is designed in javascript and with the use 

of jsp for designing and inserting the widgets and design  the 

user interface. JavaScript  is scripting language used for     the 

initialization of dynamic behaviour we can call as it works on 

the event occur like onclick or ondoubleclick. 

Rest of the paper is organized as section II Alogrithm to  solve 

the security issues which describes the way to move forward 

in the present work, section III describes how thingworx 

works, section IV describes the working of present work and   

then last one is section V Conclusion which describes the 

result and the scope of work  in future. 

 

ALGORITHM TO SOLVE THE SECURITY ISSUES 

 Before describing the algorithm let us focus on 

motive of the work [2]. The desired result of our project is to 

match the future work which  to make IoT board or a black 

box which would receive the plain text as input and gives the 

encrypted output which can be used for many IoT 

application[2]. IoT is totally based on the network of devices 

or machines or network of different clouds, there are various  

security issues occur during the data travel to and from device 

to server and vice versa, like eavesdropping, sniffing, spoofing, 

middle-man-attack and denial of service. 

 Present work provides a mechanism of securing the 

data while travelling over the network by sending encrypted 

data over network and receiving encrypted as a response. This 

mechanism prevents the data to be intelligible to the middle 

man or security attack like eavesdropping.   

 The processes of implementation of security 

mechanism of the present work is visualized in working 

section of this  paper. The whole algorithm depends on the 

analysis of the data travelled to the thingworx and from the 

thingworx and to and from the user interface. In IoT the end 

devices or things or smart devices are connected to the global 

network and controlling devices are also connected to their 
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internet it may be wifi, broadband, or other cellular data 2G or 

3G or 4G. These network may or may not be followed the 

secure enough to restrict the network attacks, so this will be 

the reason for the data security becomes necessity. 

 This scenario will prevent data which is travelling 

over the internet in the architecture adopted from the previous 

work[1] and implement the cryptography in network access 

layer where data to be unintelligible to the attackers like 

eavesdropping, middle man attack. The encrypted data is 

travelling over internet which ensures the security of data 

travelling to or from the thingworx platform as well as to or 

from the user interface. This is the algorithm to be 

implemented to provide the security in the Thingworx IoT 

platform and initiate a secure transmission of the data over the 

connection. 

 

THINGWORX 

 The thingworx is the IoT platform which provides 

the capabilities to bind the automation, optimization, control 

and monitoring into a single framework.[5] The thingworx 

provide us the tool to convert our imagination into a working 

model where the automation of works done manually, 

optimization of the work to make it so efficient. Controlling 

the IoT enabled device globally irrespective of distance, and 

monitoring is to keep the track record of the data for the 

monitoring purposes. 

 The thingworx has five component in its 

development process which starts from the initiate the 

thinking process of automation of anything to build the project. 

The five components of  developing process are: 

 

EXPERIENCE: In this component the thingworx allows us to 

think of any real time scenario which needs to get automated. 

Example in our work we think of the automation of 

temperature maintenance unit to get automated of our factory 

unit located at Bhilai, Raipur and Jagdalpur  from a single 

place our from anywhere from the globe. We think of placing 

temperature sensor at temperature maintenance unit which 

sends the data to web application in a regular interval. This 

reading of temperature is then send to the thingwrox and as 

per the temperature received the thingworx will decide the 

factory unit should be in a running state or shutdown state. 

There is condition coded under thingworx that if temperature 

exceeds from 50 then sutdown the unit and if below 50 then 

the unit will be in a running state.  

MODEL: Model  is basically a collection of data. Data, what 

data is to be collected, The Data is the, RAW data does not 

have any meaningful outcome through which we can make 

decision to go further. In our project we get collected the raw 

data as temperature , name of factory unit, status of the factory 

unit which changes as per change in temperature of the factory 

unit. Model includes objects and collection of all sort of 

objects is known as things[5]. 

 

ANALYZE: In analyze, the name itself contains the term 

analysis of what kind of operation is to be applied raw data 

collected from the model stage into a meaningful data, what 

all are the properties of that data and what event will perform 

on that data to get the desired outcome. Like in our project we 

collect the raw data temperature, Name of  Unit. Now the 

analysis is done that what will be the temperature  limits to 

avoid the danger and we analyzed that the if temperature 

exceeds to the 50 then the unit will be in danger and the 

thingworx will automatically takes the decision to shut down 

the unit and it will change the status in the user interface as 

DANGER and SHUTDOWN and again when temperature 

cool down below 50 then the thingworx will restart the factory 

unit and sets the status in the user interface as ACCEPTABLE 

and RUNNING. The thingworx will receive the temperature at 

regular interval of time to monitor the temperature. 

CONNECT: This stage is associated with the connectivity of  

sensor to thingworx and thingworx to user interface. The 

connects takes care of the communication protocol also which 

connects the thingworx and user interface. In our project the 

HTTP protocol is used as communication protocol. The 

connect uses various method to retrieve the data from the 

sensor and feed those dat in to the user interface and lastly 

sends that data to thingworx and repeats the process opposite 

for response. Connects assign the internet protocol to that 

thing which is collected at the model[5]. In connect stage we 

uses the http protocol GET, DELETE, POST, PUT method to 

send and retrieve data to or from toe thingworx to web 

application and vice versa[8]. 

 

BUILD: Build is the designing of user interface or the 

designing of external component to communicate with the 

thingworx like adding of widgets like buttons, textbox etc. In 

our project we have designed a web application using 

javascript and jsp. This web application connects with 

thingworx by the http protocol and passes the data to the 

thingworx and receives the data from the thingworx as 

response with the help of GET, PUT, and POST method to 

retrieve the data, feed the data into the thingworx and send the 

updated data to the thingworx respectively and  then show 

shows the status of our factory unit as running or shutdown as 

per the condition check in the thingworx . 

 

WORKING 

The working of our project start with the user interface which 

is capable of  connecting and sending data to the thingworx, 

and thingworx receives that data perform operation 

accordingly and resends the data as response to the user 

interface.[1]In our previous work we have proposed the 

architectural based security mechanism, where we proposed to 

imposed the security mechanism to the different layer in the 

IoT architecture.In our present work we have implemented the 

AES encryption technique to encrypt and decrypt the data. 

There are following scenario which shows the transmission of 

data and can be visualize like as follows : 

Step 1. Sensor will sense the data from the factory unit and 

sends it to the user interface/agent which in our project is a 

web application designed using java script and jsp.  

 

 

 

 

 

  

 

 

SENSOR 

AGENT/USER 

INTERFACE/WEB 

APPLICATION   
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Step 2. Our WEB APPLICATION receives the data from the 

sensor in regular interval and encrypt that data and send this 

encrypted data to THINGWORX platform  

  

 

 

 

 

 

Step 3. Thingworx receives encrypted data and thingworx will 

decrypt that data with the key initialized once at the time of 

coding in thingworx  after making the successful connection 

between thingworx and user interface. 
 

  

 

 

 

 
 

Step 4. Thingworx sets the status according to the data and 

encrypt the response and send back to user interface. 

 

 

 

 

 

 

 
 

Step 5. The encrypted response is received by WEB 

APPLICATION and then decryption mechanism is applied to 

it and read by UI and display the status as sent by the 

thingworx in a plain text. 
 

 

 

 

 

  

 Above is the visualization of working of our project 

which shows the implementation of AES encryption 

decryption technique in both in the client as well as in the 

thingworx IoT platform. 

 

CONCLUSION 

 Our previous work proposed the implementation of 

security mechanism in IoT. In that paper the architecture of 

IoT is analyzed layer wise to determine the possible security 

that should be applied in each layer as per their role.In the 

present work we have worked on the network access layer 

where to secure the data by data encryption technique AES. 

From the result, it is shown that the successfully 

implementation of  the AES encryption technique in the 

thingworx platform. Thingworx is considered as the blackbox, 

which receives the encrypted input, decrypt it and then sends 

the encrypted response to the user interface and we have 

designed a REST client a web application to simulate the 

working of the present work. In terms of our previous work 

we can say that we have successfully implemented the 

security mechanism in network access layer. We have adopted 

the future work of the research paper on security of internet of 

things as challenge and have completed the work. present 

work is the simulation of the challenge.  Future scope is to 

work on the implementation of security mechanism in 

network transmission layer which is implementation of IPv6 

protocol whose implementation is under research, but for our 

project we have adopted 8080 protocol. 
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