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Abstract— The growth of Internet of Things
(IoT) devices has rendered them more
susceptible to intrusion assaults and other
security risks. From data theft to gadget
manipulation, these attacks may have deadly
repercussions. To safeguard 10T devices, it is
crucial to create efficient intrusion detection
systems (IDS). Deep learning has become a
potent method for creating IDS systems in
recent years. In this research, we suggest a
GRU-based IDS system for IoT devices that is
based on deep learning. We train and test our
system using the UNSW dataset, a publicly
accessible dataset. We contrast our system's
performance with that of other IDS systems that
are already in use.According to the findings of
our experiments, our system performs better
than other systems in terms of accuracy,
precision, recall, and F1-score. As a result, our
suggested method may be a useful tool for
identifying and stopping intrusion threats on loT
devices.
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1. INTRODUCTION
The process of discovering and blocking
unauthorized access to objects and networks
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connected to the internet is known as intrusion
detection in the IoT (Internet of Things). It is
essential to secure the security of these devices
and networks given the growing use of loT
devices across a range of industries, including
healthcare, manufacturing, transportation, and
smart homes. The ability of deep learning, a
branch of machine learning, to identify and stop
cyber attacks on loT systems has been
demonstrated. Deep learning models can be
trained to sift through a lot of data, find trends,
and even spot an assault. These models are
particularly well-suited for detecting new and
emerging threats since they may adapt and
enhance their detection abilities over time.
Recurrent neural networks (RNNs) are one
method for deep learning-based intrusion
detection that may be used to examine time-
series data from 10T devices. RNNs can be used
to find abnormalities that might point to an
assault because they are particularly good at
analyzing sequences of data. Convolutional
neural networks (CNNSs) are a different method
for analyzing image and video data from loT
devices like security cameras. CNNs can be
used to find objects and events that might be
signs of an assault because they are particularly
good at analyzing spatial data. In general, using
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deep learning for intrusion detection in loT
systems has the potential to increase the security
of these systems and networks and make sure
they are safe from cyber attacks.

2. LITERATURE REVIEW

In [1]lt provides an overview of intrusion
detection systems (IDS) used in wireless sensor
networks (WSNSs). The authors discuss various
types of IDSs and their applications in WSNSs,
including signature-based, anomaly-based, and
hybrid systems. They also examine the
challenges of implementing IDSs in WSNs, such
as limited resources, high mobility, and harsh
environments. Finally, the authors conclude that
selecting an appropriate IDS for a specific WSN
depends on several factors, including the WSN's
size, topology, and security requirements.

In [2] They proposes an intrusion detection
system (IDS) for 10T networks using machine
learning techniques. The authors highlight the
vulnerabilities of loT networks to attacks due to
the large number of connected devices and lack
of security measures. They discuss the
importance of IDS for detecting and preventing
unauthorized access to loT devices and
networks. The proposed IDS uses a combination
of supervised and unsupervised machine
learning algorithms to classify network traffic as
normal or malicious. The authors suggest using
the K-means clustering algorithm  for
unsupervised learning and the Support Vector
Machine (SVM) algorithm for supervised
learning. The system extracts features from the
network traffic and trains the machine learning
models using these features. The authors
evaluate the performance of the proposed IDS
using the NSL-KDD dataset and compare it with
existing IDS systems. The results show that the
proposed system achieves higher accuracy and
lower false-positive rates, making it a more
effective solution for detecting and preventing
attacks in loT networks. Overall, the paper
provides a valuable contribution to the field of
IoT security by proposing an efficient IDS
system that uses machine learning techniques.
The proposed system can help mitigate the
security risks associated with 10T networks and
protect against potential attacks.

In[3] It provides a thorough overview of various
intrusion detection and prevention techniques
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used in loT systems. The authors discuss the
challenges and issues associated with securing
loT devices and networks, as well as the
potential consequences of security breaches. The
paper reviews several existing IDS/IPS solutions
and analyzes their strengths and weaknesses. It
also highlights the need for new and innovative
security solutions to protect loT systems against
emerging threats. Overall, the paper provides a
valuable resource for researchers and
practitioners working on 10T security.

In [4] It provides an overview of various
intrusion detection systems (IDS) that can be
used in Internet of Things (IoT) networks. The
authors start by introducing the concept of loT
and its characteristics, which make it more
vulnerable to attacks. They then discuss the
various types of attacks that can occur in loT
networks, including Denial of Service (DoS),
Distributed Denial of Service (DDoS), and Man-
in-the-Middle (MitM) attacks.The authors then
provide a detailed review of various IDS
techniques, including signature-based IDS,
anomaly-based IDS, and hybrid IDS. They
discuss the advantages and disadvantages of
each technique and provide examples of their
implementation in 10T networks. The authors
also highlight some of the challenges in
deploying IDS in loT networks, such as the
resource constraints of 10T devices and the need
for real-time detection and response. They
discuss some of the recent developments in IDS
research, such as the use of machine learning
and deep learning techniques, and how they can
be applied to IoT networks. Overall, the paper
provides a comprehensive review of various IDS
techniques for 10T networks and highlights the
need for more research in this area to develop
effective IDS solutions that can handle the
unique challenges of 10T networks.

In [5] The authors highlight the growing
importance of loT devices in modern society
and the need for security measures to protect
against cyber attacks. The paper provides an
overview of the different types of IDS, including
signature-based, anomaly-based, hybrid, and
machine learning-based IDS. The authors then
discuss the challenges of using IDS for loT
networks, such as limited resources,
heterogeneity, and dynamic nature of IloT
devices. The authors also provide a comparison
of different IDS techniques based on their

I SSN: 2278-0181


www.ijert.org

ETEST - 2023
accuracy, detection rate, false positive rate, and
computational overhead.

In [6] It provides an overview of the current
state of Intrusion Detection and Prevention
Systems (IDPS) in 10T networks. The authors
discuss the unique challenges that arise in
securing loT networks, such as the large number
of devices, diversity of communication
protocols, and resource constraints. The paper
provides a comprehensive review of various
IDPS techniques that are commonly used in loT
networks, including signature-based, anomaly-
based, and hybrid approaches. The authors
discuss the advantages and limitations of each
approach and provide a comparative analysis of
the different techniques. The paper also
highlights the importance of integrating IDPS
with other security mechanisms, such as
firewalls and access control systems, to provide
comprehensive security for loT networks. The
authors discuss the different types of integration
approaches and their benefits. Finally, the paper
discusses the future directions of research in
IDPS for loT networks, including the use of
machine learning and artificial intelligence
techniques for more efficient and effective
intrusion detection and prevention. Overall, the
paper provides a valuable resource for
researchers and practitioners in the field of loT
security, by summarizing the current state of
IDPS in 10T networks and identifying the
challenges and opportunities for future research.

3. RESEARCH METHODS
3.1 Review Methodology:

One of the most important problems with loT
system security is intrusion detection. Deep
learning's capacity to automatically deduce
intricate features and patterns from data has
made it a potential tool for intrusion detection.
The following steps are commonly included in
the methodology for deep learning-based
intrusion detection in 10T: First, 10T device data
is gathered and preprocessed to weed out noise
and unnecessary features. Second, to train a
deep learning model to detect intrusions, such as
convolutional neural networks (CNNs) or
recurrent neural networks (RNNs), the
preprocessed data is employed. To learn to
differentiate between regular and anomalous
traffic, the model is trained on a sizable sample
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of both. Finally, the trained model is put into use
on the loT network to continuously monitor
traffic. In order to detect potential intrusions and
initiate necessary responses, such as notifying
the system administrator or banning the traffic,
the output of the model is lastly examined.
Many measures, including accuracy, precision,
recall, and F1-score, are used to assess the
efficacy of the intrusion detection system. To
make sure that the model is not over fitting to
the training dataset, cross-validation methods
like k-fold cross-validation are also used. In
addition, the performance of the model can be
enhanced by using additional strategies like
transfer learning and ensemble learning. In order
to detect potential intrusions, a deep learning
model must be trained, deployed, and then its
output must be examined. This is the general
methodology for intrusion detection in the
Internet of Things using deep learning. In order
to make sure that the system is trustworthy and
efficient in detecting intrusions, it is essential to
evaluate the model's performance.

3.2. Research Questions:

The following research questions are developed
to guide the systematic review:

1. How well does deep learning perform in
spotting intrusions in 10T networks? Intruder
detection on loT networks has shown excellent
results thanks to deep learning.

2. What deep learning architecture is best for
loT intrusion detection? For 10T intrusion
detection, there is no one-size-fits-all deep
learning architecture. The lIoT network’s unique
properties, such as the kinds of devices,
communication protocols, and data flows,
determine the ideal architecture.

3. What essential characteristics may be gleaned
from loT data for deep learning intrusion
detection? Network traffic patterns, device
activity patterns, communication protocol
characteristics, and anomaly detection are the
primary features that may be derived from loT
data for intrusion detection using deep learning.
Deep learning models can be trained using these
features to recognize anomalous behavior that
might be signs of intrusions.

3.3 Procedure for Article Search:

Determine the keywords: To begin, decide
which keywords are most pertinent to your
search. The keywords in this situation might be
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"Intrusion  detection,” "loT,” and "deep
learning."Select a search engine: You can find
articles using a variety of search engines,
including Google Scholar, IEEE Xplore, and
ACM Digital Library. Employ advanced search
options to filter your results. Several search
engines have advanced search options. These
options allow you to restrict your search to
particular authors, dates, or journals. Search
refinement: After receiving a list of results, you
can focus your search by reading the article
titles and abstracts. To determine whether the
articles' linked keywords and subject headings
are pertinent to your search, you might also wish
to have a look at them. Check out the articles:
Once you have located pertinent articles, you
should carefully examine them to see whether
they will be beneficial to your research. Make a
note of the major conclusions and the research
methods. As you read the articles, organize your
findings so that you can quickly refer to them in
the future. Use a spreadsheet or document to
record critical details like the authors,
publication dates, and major conclusions.
Analyze and synthesis: After compiling all of
your papers, do an analysis and syntheses of the
data to make judgments on the state of the field.
To share your findings with others, you might
choose to write a summary or a review of the
literature. In order to find papers about intrusion
detection in 10T using deep learning, you must
first identify pertinent keywords, use a search
engine, hone your search, read articles in-depth,
organize your findings, and then analyze and
synthesis the data to make conclusions.

4. OVERVIEW OF EXISTING
APPROCHES

There are several existing systems for intrusion
detection in 10T using deep learning. Here are a
few examples.

DeepIDS: A Deep Learning-Based Intrusion
Detection System for I0T Devices: DeeplDS is a
deep learning-based intrusion detection system
for 10T devices. It uses a deep autoencoder to
detect anomalous behavior in network traffic.
I0TIDS: An Intrusion Detection System for
I0T: 10TIDS is another deep learning-based
intrusion detection system for loT devices. It
uses a deep convolutional neural network to
analyze network traffic and detect anomalies.
DeeploT: A Deep Learning Approach for l1oT
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Malware Detection: DeeploT is a system that
uses deep learning to detect malware in loT
devices. It uses a deep neural network to analyze
the behavior of 10T devices and detect any
abnormal activity.

10T-23: A Dataset of 10T Devices for Intrusion
Detection: 10T-23 is a dataset of 10T devices
that can be used to train intrusion detection
systems. The dataset includes traffic data from
23 10T devices, and can be used to evaluate the
performance of intrusion detection systems.
I0T-IDS: A Deep Learning Approach for loT
Intrusion Detection: loT-IDS is a system that
uses a deep learning approach to detect intrusion
in 10T devices. It uses a deep convolutional
neural network to analyze network traffic and
detect anomalies.

These are just a few examples of the many
systems that use deep learning for intrusion
detection in loT. Each system has its own
advantages and disadvantages, and the best
option will be determined by the application's
particular needs.

5.PROPOSED SYSTEM
5.1 GRU Algorithm:

The GRU (Gated Recurrent Unit) algorithm is a
type of recurrent neural network (RNN) that can
be used for intrusion detection in 10T using deep
learning. The GRU algorithm is a variant of the
more commonly used LSTM (Long Short-Term
Memory) algorithm, which is also a type of
RNN.

The GRU algorithm is well-suited for intrusion
detection in I0oT because it can process time-
series data with variable length, which is
common in network traffic data. The GRU
algorithm uses a gating mechanism to
selectively update and forget information in the
network, which helps to prevent the vanishing
gradient problem that can occur in traditional
RNNSs.

To use the GRU algorithm for intrusion
detection in 10T, a dataset of network traffic data
must be collected and preprocessed. The
preprocessed data can then be fed into the GRU
algorithm, which will learn to detect patterns of
normal and anomalous behavior in the network
traffic.

The GRU algorithm can be trained using
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supervised learning, where the network is fed
labeled examples of normal and anomalous
behavior. The network can also be trained using
unsupervised learning, where the network learns
to detect anomalies in the network traffic
without being explicitly told what constitutes
normal and anomalous behavior.

Once the GRU algorithm has been trained, it can
be used in real-time to detect intrusions in the
loT network. The algorithm can be deployed on
a local device or on a cloud server, depending
on the requirements of the application.

Overall, the GRU algorithm is a powerful tool
for intrusion detection in 10T using deep
learning. It can learn to detect patterns of normal
and anomalous behavior in network traffic data,
and can be trained using either supervised or
unsupervised learning.

5.2. Search strategy:

The search is conducted by focusing on the
fundamental ideas that are pertinent to the
parameters of this review.

IMPLEMENTING
INPUT TEXT » PRE-PROCESS - GRU
ALGORITHM

VALIOATION e PREDICTION

1. INPUT DATA: Developing an intrusion
detection system for 10T using deep learning
techniques to enhance security and protect
privacy.

2.PRE-PROCESS: Data cleaning, feature
selection, splitting, class balancing, encoding,
scaling, handling missing values, outliers, and
dimensionality reduction.

3.IMPLEMENTING GRU ALGORITHM:
Train GRU algorithm using preprocessed data
for intrusion detection in loT, tuning
hyperparameters to optimize performance.
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4.PREDICTION: Deep learning will enable
accurate and efficient intrusion detection in 10T
systems by analyzing large amounts of data in
real-time.

5.VALIDATION: Validation of deep learning
models for 10T intrusion detection can be
achieved through rigorous testing and evaluation
using real-world datasets.

6. RESULTS AND DISCUSSION

The proposed Intrusion Detection System (IDS)
for 10T using the GRU algorithm achieved a
high accuracy . The system employs a GRU-
based network for both feature extraction and
classification, which enables the model to learn
and identify patterns in the network traffic data
effectively. The dataset used for training and
testing the model includes normal traffic and
various attacks such as DoS, R2L, and user-to-
root (U2R) attacks. The deep learning-based
IDS using the GRU algorithm showed
promising results and outperformed traditional
machine learning-based approaches. The
system's high accuracy suggests its effectiveness
in detecting and preventing intrusions in loT
networks, ensuring secure and reliable
communication.
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7. CONCLUSION

In conclusion, employing deep learning for
intrusion detection in loT is a viable strategy for
boosting the security of loT systems. Deep
learning  algorithms  have  demonstrated
considerable promise in identifying various
cyberattacks on 10T devices, including malware,
man-in-the-middle, and denial-of-service (DoS)
attacks. Convolutional neural networks (CNNSs),
recurrent neural networks (RNNSs), and deep
belief networks (DBNSs) are examples of deep
learning models that can effectively analyse
massive amounts of data produced by IloT
devices and precisely identify aberrant
behaviour. Moreover, the efficiency and
scalability of the intrusion detection system can
be improved by combining edge computing with

Volume 11, I ssue 03

Published by, www.ijert.org

International Journal of Engineering Research & Technology (IJERT)

cloud computing. In conclusion, employing deep
learning for intrusion detection in 10T is a viable
strategy for boosting the security of IloT
systems. Deep learning algorithms have
demonstrated  considerable  promise in
identifying various cyberattacks on 10T devices,
including malware, man-in-the-middle, and
denial-of-service (DoS) attacks. Convolutional
neural networks (CNNSs), recurrent neural
networks (RNNs), and deep belief networks
(DBNSs) are examples of deep learning models
that can effectively analyse massive amounts of
data produced by loT devices and precisely
identify aberrant behaviour. Moreover, the
efficiency and scalability of the intrusion
detection system can be improved by combining
edge computing with cloud computing.

8.FUTURE SCOPE

Deep learning offers a broad and promising
future for intrusion detection in the Internet of
Things. There is a critical need for efficient
intrusion  detection techniques given the
exponential expansion of loT devices and the
rise in cyber attacks. Deep learning algorithms
have shown promise in a number of fields,
including speech recognition, image recognition,
and natural language processing. As a result,
incorporating deep learning algorithms into l1oT
intrusion detection systems can greatly improve
their effectiveness. This strategy can make
classic rule-based intrusion detection systems
less vulnerable while enabling real-time attack
detection and prevention. Deep learning can also
help loT systems learn new attack patterns,
adapt, and provide a stronger defense against
complex and advanced cyber threats. In
conclusion, deep learning integration into loT
intrusion detection systems has enormous
potential to enhance the security and resilience
of 10T networks and ensure the privacy and
safety of users.
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