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 i i i i i i 
Abstract: iIt ihas ibeen ia ibig iconcern ifor ie-business iplatform 

iin ionline ifraud itransaction. iThe ireputation iscores isupplied 

iby ithe iplatform iwill ibe ialways ievaluated iby ie-commerce 

iusers, ias ideveloped iby ibig idata itechnology. iHigh 

ireputations ialways ibring ihigh iprofit ito isellers iis ithe 

ireason iwhy ithe iseller iprefer ichasing ihigh ireputation 

iscores isupplied iby ithe iplatform. iThe ifraud iby iacquiring 

ihigh ireputation iscores iforms ia icollusion iwhich iwill iattract 

imore ipotential ibuyers. iIt iis ia icrucial itask ito irecognize ithe 

ifake ireputation iinformation iby ithe ie-commerce iwebsite. 

iThis icontinues iand igrowing iproblems iis itried ito ibe isolved 

iby ie-commerce iplatforms iby iadopting idata imining 

itechniques. iThe ibig idata iplays ia icrucial irole iin ieconomic 

isociety, iwith ihighly ideveloped iInternet iof iThings. iThe 

ieconomic igrowth iis idone iin idifferent idomains iusing iBig 

idata. iBy ianalyzing ioperational idata, ithe imanagement iand 

idecision-making iability iin ie-business isupplies isupport i. iThe 

ionline icommerce, iprovide iusers iwith ia ifair iand ihealthy 

ireputation isystem, ialso iimproves ithe ishopping iexperience 

iusing ibig idata itechnology, iThe imain iaims iof ithis ipaper iis 

ito iinclude iindividual- iand itransaction-related iindicators iby 

iputting iforward ia iconceptual iframework iwhich iextract ithe 

icharacteristics iof ifraud itransaction. iProduct itype iand 

iproduct inature iis ithe itwo iproduct ifeatures. iThe iaccuracy 

iof ifraud idetection iis iobviously ienhanced iby ithis itwo 

ifeatures. iTo iverify ithe ieffectiveness iof ithe iindicators iin 

ithe idetection imodel ia ireal-world idataset iis iused, iwhich 

iputs iforward ito irecognize ithe ifraud itransactions ifrom ithe 

ilegitimate iones. 

 

Keywords: E-Business, IFraudiDetection,I Reputation iSystem, 

iSNA, iK icore. 

 

I. INTRODUCTION 

 

  By ithe iusage iof ithe iinternet iof iThings ia ihuge 

iamount iof idata iis igenerated. iThe irelevant idata iSuch ias 

idata imining iand imachine ilearning iis iadopted iby ionline 

icommerce ito iget ivaluable ibusiness iinformation iby ibig 

idata itechnology. iBy itaking iadvantage iof iIOT iand ibig 

idata imanagement iand ihealthy ishopping iplatform 

ienvironment iis icreated iand ialso iit iboosts ithe isales.By 

ithe isupport iof ibig idata itechnology iand ihigh iefficiency 

iand ilow icost iof iinternet iof ithings ithe ipopularity iof 

ionline ishopping ihas ibeen ipromoted. iThe iChinese 

iInternet iNetwork iInformation iCenter i(CNNIC) ishows 

ithat iChina ihas i772 imillion ionline iusers, iwhich iwas 

iestablished iin i2017 iby iChina iInternet idevelopment 

istatistic iand ireport iwas ipublished ion i2018. iRecently, 

iwith i500 imillion itransactions iand i10 ibillion idollars 

iTaobao iplatform ihas imore ithan imillion ifraudulent 

isellers iper iyear. i 

  Most iof ithe ionline ibusiness iwebsites ito isolve 

ithis iproblem ioffers ithe irecommendation isystem ior icredit 

iinformation isystem ito iassist ipotential ibuyers iin 

idistinguishing ilegitimate ishopper ifrom ifraudsters. iTo 

iprevent ifake itransactions imost iof ionline ishopping 

iplatforms isuch ias iJD, iDingdong, iYelp iand iTaobao, 

iuses ireputation isystem. iReputation isystem ihas ibeen 

iessential ito ie-business ienvironment. iThe igoods ineed ito 

ibe idelivered, iafter ithe ibuyer ipays ionline, iDue ito ithe 

igeographically idistance. iIt imakes ithe irisk ihigher. iThere 

ihave ibeen isome ireputation isystems ion ihistorical 

itransaction, ithat ishow iusers’ ireviews. iThese isystems 

iplay icrucial iroles iin ionline itransactions. iWhen itheir 

itransaction iis icompleted isome ireputation isystems iask 

iboth isides iof ia itrade ito igive irating iscore ito 

icounterparty. iCurrent ireputation isystems imay isum ior 

iaverage ithe igathered iratting. iThe isystem ijust isimply 

ikeeps ia ifinal iscore iby iusing ithe ipositive iscores iminus 

ithe inegative iscores iIn ithis iway, iTaobao iplatform iuses 

ithe isum iof iratting. iNormally, iPotential ibuyers iare imore 

ilikely ito ishop iwith ithe isellers iwho ihave ihigh 

ireputation iseem imore ireliable. 

  In ionline imarket ithere iare isignificant iamounts 

iof ifraud itransactions. iFrom ithe ibig idata igenerated iby 

iIOT iPlatform ican icollect ithe irelevant imass idata iand 

iacquire ivaluable iinformation ito iimprove iservice iand 

iprofits. iThe ihigh ireputations ialways ibring ihigh iprofit ito 

isellers iso isellers iprefer ichasing ihigh ireputation iscores. 

iA isignificant iamount iof ifraud iactivities iled ithe 

itemptation iof ieconomic igains iand ithe idifficulty iof 

iinternet isupervision. iReputation isystems ialways ibe 

iattacked iby iillegal iorganization iand icannot iperfectly 

ireflect ithe itrader’s ireputation. iThe idetection iof ithe 

iinflated ireputation ifraud ihas ibeen ian iimportant itask ifor 

ionline ishopping iplatforms, iSince ionline ibuyers irely ion 

ithe ireputation isystem ito ievaluate ithe isellers. 

  Based ion ithe ivaluable iinformation iacquired iby 

iIOT iand ibig idata ithe ionline icollusive idetection iis 

inecessary ito ifind iout iillegal iusers. iHowever, icollusion 

ibetween iusers ithough iundermines ithe ireliability iof 

ireputation isystems ihas ivery ilimited iattention ihas ibeen 
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iput. iSystematic ianti-fraud isolutions iare iscarce iin isome 

iway, iso iLimited iresource ihas ibeen iput iin ithe ianti-fraud 

ifield. iBy isolving ifraud itransactions iTaobao ishows igreat 

iinterest. iSome istudies ihave ibeen imade ion iauction 

ifraud, isuch ias ithe ifraud itypes, imotivations ibehind 

ifraud, ithe iinfluence iof ibogus iwebsites, iChae ietc. 

iDifferent imethods ihave ibeen iput iforward, iincluding 

igraph imining imethods, idecision itrees, iregression imodels, 

imodel ichecking, istatistical imethods, ithe iclassical 

iclassification imethods iof ineural inetworks, iclustering, 

ineighbor idiversity, ia idetailed ioverview iof ithe imethods 

ifor ifraud idetection. 

  There iare ithree iaspects iin iour istudy’s 

icontributions: i(1) iWe iare iintroducing itwo inew ifeatures 

iof ifraud itransaction iand icombine ithem iwith iother iuser 

icharacters ifor ifraud irecognition. iIncluding ithe iproduct 

itype iand iproduct inature ietc, imany iaspects iof ionline 

itransaction ibehavior ihave ibeen iextracted. iWhile 

ideveloping idetection imodels iit ishould ibe iuseful ito 

iother itypes iof ionline icollusion. iIncluding imoney 

ilaundering, itax ievasion, ismuggling iand idrug itrafficking, 

ithe iway iof iacquiring ithe iindicators icould ibe 

igeneralized ito iother icollusion ibehavior idetection. i(2) 

iThe ireal-world idataset iis iused ito iverify ithe ipractical iof 

iour idetection imodel. i(3) iFor iprotecting ionline ireputation 

ienvironment iwe igive isome iimplications ito iplatform 

ipolicy iin ionline ie-commerce. 

II. EXISTING iSYSTEM 

 Big idata iplays ia icrucial irole iin ieconomic 

isociety, iwith ithe ihigh idevelopment iof ithe iInternet iof 

ithings. iBig idata iincreases ithe ieconomic igrowth iin 

idifferent idomains. iBy ianalyzing ioperational idata, ithe 

imanagement iand idecision-making iability iin ie-business 

isupplies isupport. iThe ionline icommerce, iprovide iusers 

iwith ia ifair iand ihealthy ireputation isystem, ialso 

iimproves ithe ishopping iexperience iusing ibig idata 

itechnology. iIt ihas ibeen idifficult ito ibe iidentified ithe 

iaccurate iidentity iof ithe ie-commerce iparticipant, ias ithe 

ionline ishopping ienvironment ifeatures iis ivirtual. iBuyers 

ialways inot ifeel ieasy ito iget idesired iproduct iquality idue 

ito iasymmetric iinformation. 

 

III. PROPOSED iMETHOD 

 

➢ HYPOTHESES 

 In iour istudy, ifraud itransaction iaiming ito iinflate 

ireputation irefers ito ithe iillegal itransaction ithat imany 

iillegal icommunities iare iundertaking ifor ibenefit. iThe 

iterm i‘puppet ibuyers’ irefer ito ithe iID iregistered iby 

icollusion igang iwith ithe iaim iof iaccomplishing ifraud 

itransactions iwith isellers iwho ipaid ifor iinflated 

ireputation. iCollusive iseller irefers ito ithe ifraudster iwho 

itries ito iobtain ihigh icredit iscore iby iillegal iway. iThe 

iusual iway ito iinflate ireputation iis iillustrated iin iFig. i1. 

iIllegal iorganization iwill irecruit iso imany ipuppet ibuyers 

ito ifulfill imultiple icollusion itransactions iwith ifake 

idelivering iof iproducts, iafter ithe icollusive isellers ipay 

ifor ithe iservice. iAs ia iresult, ipositive iratings iand 

icomments iwhich iwere ievaluated iby ithese ipuppet ibuyers 

iwill isignificantly ienhance ithe ireputation iof ithe icollusive 

isellers. iCollusive itransaction ithat imisleads ibenign 

ipurchasers icould ibe itreated ias ideception. 

A. HOMO iECONOMICUS iPRECONDITION 

 AS ithe ifundamental iassumption iof ineo-classical 

ieconomics,Homo ieconomicus itreats ipeople ias ia iself-

serving iand iopporunistic iindividual. iSociologists ido inot 

iaffirm ithe ipure ieconomic iman iassumption iand ithey 

iintended ito ireconcile ihomo ieconomicus iwith ihomo 

isociologicus iassumption i[53]. iHowever, iNeo-classical 

ieconomist, iBecker i[7], isuggested ithat ioffenders ialso 

imake irational idecisions. iMost ischolars iinsist ithat ithe 

ihomo ieconomicus iparadigm iis icrucial ifor isurvivaland 

isuccess iin iterms iof isome iaspects iof ilife i[36]. iSo, 

iwhen itheadvantage iof itheir icrime ioutweighs ithe 

idisadvantage, icriminals, ias iindividuals iwho iwillingly 

icommit icrime, ido ifraudtransactions. 

In ilight iof ithe icontext, iFig. i1 ishows ithe iseven 

ihypotheses ibased ion itwo itypes iof ivariables. 

 

 
 

Figure i1: iSeven ihypotheses iin ithe iresearch imodel 

 

 In iour istudy, icollusive itransaction ifor 

iimprovingcredibility iare iconsidered ias ia icrime iin ithe 

ionline ishopping ienvironment i[74]. iThis istudy iattempts 

ito imake iuse iof ithe icharacters iof ifake itransactions 

iaccording ito ithe ireason ibehind ithe ieconomics iof icrime. 

iIt iassumes ithat iall icrimes imake isensible idecision. iWe 

iput iforward iseven ihypotheses ibased ion ithe ihomo 

ieconomicus iprecondition iby ianalyzing icost iand igaining 

iof ifraud itransactions. 

B. COST iOF iFRAUD iTRANSACTIONS 

There iare itwo itypes iof icosts ishould ibe itaken iinto 

iconsideration ias ia ifraudster. iOne iis ithe ieconomic icosts 

iand ithe iotherone iis ibehavioral icosts. iBehavioral icosts 

irefer ito iwhat ithecollusion iorganization ishould ipay ito 

ifinish ithe iorder ibookedby isellers. iThe iacts icontain 

iinstrumental iacts iand igoal iactsas iproposed iby iVerhallen 

i[69]. iGoal iacts iwill ibring iaboutexpected ibenefits, iwhile 

iinstrumental iacts iare iconducted iwiththe iaim ito iachieve 

ithe igoal. iRegistration ihelps ito igeneratepuppet ibuyer iin 

ithe ionline ibusiness ienvironment. iAll ithebehaviors 

iconducted ito iimplement ithose iprocesses iin ia 

ifaketrading ican ibe itreated ias igoal iacts, iincluding ithe 

iselection iofproducts, ipayments, igiving irating ilevel iand 

iwriting icommentsand iadvices. 

Normally, iit iis isimple ifor ithe ibuyer ito iregister ia 

inew iuseraccount. iAs iwe iknown, ionly ia ivalid itelephone 
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inumber iisasked ito iacquire ia iuser iidentity. iUsers ithen 

ishould iinputvalidation icode ithat iis isent ito itheir 

iregistered iphone inumberswhen isetting iup ian iaccount. 

iSo, ithe icost iis irelatively ilow.Nevertheless, ia ifair 

iamount iof itime iand iefforts iare irequiredto idevelop 

icomputer iprograms ior ihire ipeople ito iregister 

iandMaintain imany iphone iaccounts. iThe ibest iway ito 

isave icost iis ito imake ias imany iorders ias ipossible iwith 

imultiple isellers. iThere iis ia ifeature iof ifraudsters; 

iActiveness iwas ialso imentioned iby iBlume iet ial. i(2006). 

iTherefore, ifirst ihypothesis iis ipresented ibelow: 

Hypothesis i1:(The iFraud iUsers iLiveness 

iHypothesis):Fraudsters iare iinvolved iin imore itransactions 

ithan ibenign iones. iTo iprotect ibuyer’s iinterests, imost 

iplatform iuse ithird-party iPayment isoftware ito ihold 

imoney ibefore ithe ishopper iconfirms ithe ireception iof 

igoods. iIt igenerates ian ieconomic icost ifor ithe icollusion 

iorganization icaused iby imoney’s itime ivalue. iWhen ia 

ibuyer iis isatisfied iwith ithe iproduct, ihe ican iclick 

ithe‘‘confirm’’ ibutton ion ithe ie-commerce iwebsite ito 

icomplete ithe iorder ior ijust ilet iit iautomatically iclosed 

iafter i15 idays. iThe imoney iwill ibe itransferred ito isellers 

iwhen itrading iis isuccessful. iOtherwise, ithe imoney iwill 

ireturn ito ithe ibuyers. iThe ithird-party ipayment iservice 

ihas ibeen iwildly iadopted iin ionline imarket iand iit 

ipromotes ithe ionline itransactions iby isuppling iinstitution-

based icredit i[55]. iTaobao iuses iAlipay ias itheir iescrow 

iservice ito isecure iper itransaction. iWhen iit icomes ito 

ifake itransaction, ithe iseller ineeds ito iprepay ithe ipayment 

ifor igoods ito icollusion iorganization. iThe imoney ifinally 

iwill ireturn ito iseller iby igoing ithrough ithe ithird- iparty 

ipayment iinstitution. iThis iprocess iusually icost itwo ito 

ifive idays ibecause ithe itime ispent ion idelivery. iIt iwill 

ibe ieven ilonger iif ibuyers iforget ito iconfirm ireception. 

iThe imoney’s itime icost iwill ibe ihigh iif iper iproduct iis 

itoo iexpensive. iThe isame iamount iof imoney ican 

iundertake imore itransaction iabout ilow-price iproducts. 

iSo, ithe ifraud ishopkeeper iprefers ito ilow ivalue igoods 

iwhen iimproving ithe ireputation iscores iof icollusive 

isellers. iTherefore, ilow ivalue iitems iare ithe ibetter ichoice 

ito igain imore ipositive iratings iwith ithe isame iamount iof 

imoney. iChau iet ial. i[17] iindicated ithe ilow-value 

iproducts iare iobserved iin iactivities ithat iaim ito iinflate 

ireputation. iAs imentioned iabove, iwe icome ito ithe inext 

ihypothesis: 

 

Hypothesis i2:(Low-value iProduct iHypothesis): iFake 

itransactions iprefer icheaper iproducts ithan iexpensive 

iones. iThe ie-commerce iplatforms iusually itake iactions ito 

idetect iand iprevent ithe ifraud itransaction. iThen ithey iwill 

iclose ithe ifraud iaccounts. iThe icollusion iorganizations 

ihave ito ikeep iregistering inew iaccount ito iguarantee 

ienough iaccounts ithat iare isupplied ito ifulfill ithe 

icollusion itasks. iIt iis ireasonable ito iconclude ithat imany 

inew iregistered iaccounts iparticipate iintake itrading. 

iTherefore, iwe ibuild ihypothesis ibelow: 

 

Hypothesis i3: iThe ifake itransaction igangs iattempt ito 

iavoid ithe irisks iof ibeing idetected iby iwebsite ioperator, 

ithey ineed ito isupply ithe ifake iexpress ilogistics 

iinformation ithough ithey ido inot idelivery ianything. iIf 

ithe itransactions irefer ito itangible iproducts, iillegal 

iorganizations iare irequired ibuying iexpress inumber ifrom 

iexpress icompanies ifor ithe ifake iexpress iinformation. 

iTherefore, ithe icost ifor ifake idelivery igoes iup. 

iIntuitively, icollusive icommunities ido inot iwant ito iface 

ithe ifee. iThey ineed ito itake ithe iproduct inature iinto 

iconsideration. iA ifeasible isolution iis ito itransact ivirtual 

iproduct iwhich iis ino ineed ifor iphysical idelivery. iSuch 

ias: ionline isoftware, imusic, idigit iphotos, iGame icard, 

itelephone irecharging, ietc. iSo, inext ihypothesis iis iput 

iforward: 

 

 Hypothesis i4: i(The iCollusion iProduct iNature 

iHypothesis):Collusion iorganization iprefers ivirtual 

iproducts ithan itangible iones. i 

 i i i i i 

 i i i i i i iHypothesis i5:(The iCollusive iTransaction iProduct 

iType iHypothesis): 

Fake itransactions igroups ihave ia idifferent ipreference ifor 

isixteen itypes iof iproducts. iAs ionline icomments ibecome 

imore iand imore iinfluential iin iguiding ionline 

iparticipators ito imake ipurchase idecisions, ireview ifraud 

i[35] ihas iemerged ias ia imajor ithreat ito ithis iprocess. 

iThis iblack ihat ipractice iintends ito iaffect ipeople’s 

ibuying idecisions iby icreating imisleading ireviews iabout 

idomains iof ibusinesses i(e.g., irestaurants, ihotels). iBy 

iposting igood iand ilong icomments ifor itheir iown ior 

ileaving ilow iscores iand iterrible icomments ifor irivals, 

imalicious ibusiness iowners ican ioften iachieve isales 

iincrease. iIt ihas ibeen iestimated ithat iabout i16% iof iYelp 

ireviews iwritten ifor ithe irestaurants iin ithe imetropolitan 

iBoston iarea iare ifake i[48]. iTo imake ithe isituation ieven 

iworse, ireview ifraud ipractitioners itoday ihave ievolved iin 

ispecialization. iThey iare ifound ito icollaborate, iand iform 

icoordinated icampaigns i[4], i[72]. iSuch ithat iricher 

imanpower iand itrickier itactics ican ibe iput iinto iuse ito 

iachieve imore icovert iand icost-effective ifraud ipractices. i 

 There iare iprior iattempts iattacking isuch icollusive 

ifraud. iLivingston i[46] ifound iout ithat ihigher ireputation 

ialways iresults iin ihigher iprofit ifor isellers. iSo, ithe ifraud 

isellers ialways ichase ihigh ireputation ieven ihiring 

icollusion iservice. iMany iresearches ihave ibeen iconducted 

ito iverify ithat ipositive icomments ihave ipositive 

irelationship iwith ithe isales ivolume i[44].When icustomers 

isurfing ion ie-commerce imarket; ithe icomments ievaluated 

iby iprevious iconsumers iplay ia ipart iin ithe idecision iof 

ipotential ibuyers. iThe imotivation ibehind ithe isame ilevel 

irating imay ibe itotally idifferent. iSome ipeople igive ihigh 

irating iafter ithey ireceive ithe idesired iquality. iWhile 

iothers ithink ihighly iof ithe ienthusiastic iservice ior ithe 

idelivery ispeed. iCompared iwith ireputation iscore, imore 

ivaluable iinformation ibe ireflected iby idetail icomments 

iwriting iby iprevious ibuyers. iThose icomments ienable ithe 

ipotential ibuyers ito imake isensible idecision ibased ion 

imore iinformation. iBy iinterviewing icertain iamount iof ie-

commerce iusers, iwe ireach ia iconclusion ithat, iif ia ibuyer 

iis iwilling ito ispend itime iin iwriting ipraise iwords ito ithe 

iseller, ithe iseller ishould ibe igood ienough. iTherefore, ito 

iimprove ithe iservice iof icollusive iorganizations, ithe 
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ipuppet ifraudsters iare ialways iasked ito imake idetail igood 

icomments. iTherefore, iwe iput iforward iour isixth 

ihypothesis: i 

 

 Hypothesis i6:(The iinformative ireviews 

iHypothesis): i 

The ipuppet ibuyers iare iasked ito iprovide ipositive irating 

iand idetailed ievaluation. iMany iresearchers ihave ifocused 

ion iimproving ithe icurrent ireputation isystems i[22]. 

iSellers ihave iintension ito iinflate itheir ireputation ibecause 

ithey ieager ito iacquire imore inotice iand itrust iof ipotential 

ibuyer. iThe ishopkeepers iwho ihave ialready ipossessing 

ihigh icredit iscore ialso ijoin ifake itransaction iby iusing 

ilow-value iproduct ito iinflate ireputation, ibecause ithey 

iwant ito iattract igood ibuyers ito iconsume iluxury igoods. 

iIt ibrings imore ihuge iprofit ifor isellers iwith ihigh 

ireputation iscores ithan ithe inew iplayer. iIt iis inot ieasy ito 

imake ia ibuyer ishop ihigh ivalue iproduct iin ian ionline 

ishop iwith ilow ireputation. iThus, iwe iinfer ithat: 

 

 Hypothesis i7: i(The iHigh iReputation iSellers 

iHypothesis): 

Seller iwith ihigh icredit iscore iis imotivated ito itake ipart 

iin ifake itransactions. 
 

IV. DATA iCOLLECTION iAND iDATASET 

iPREPARATION 

A. iDATA iSOURCE 

 In iour iempirical istudy, iwe iuse ia ireal-world 

idataset isupplied iby iTaobao iplatform, iwhich iis ione iof 

ithe ileading ie-commerce iwebsites iover ithe iworld i[44]. 

iThis iplatform iwas iset iup iin i2003. iTaobao ionly itook 

itwo iyears ito ibe itop iin iChinese ie-business ilist i[34]. 

iOur idata iwere iacquired iunder ia inon-disclosure 

iagreement. iThe idata iincludes ifraudulent iaccounts irelated 

ito ifraud itransaction iand icorresponding itransaction 

irecords. iSeveral iefforts ihave ibeen imade ito idetect 

icollusive itransaction. iThere iare itwo ikinds iof idetection 

imechanism. iOne iis icomplaint-driven imode, iwhile ithe 

iother iis iall-seller iinvestigation. iComplaint-driven imode 

irefers ito ithat iTaobao iwill iundertake ian iinvestigation iin 

ispecific iseller iwho iare icomplained iby ibuyers. iIf ithe 

iseller icannot isupply istrong ievidence ito iexplain ithe 

isuspicious icase, ihe iwill ibe ilabeled ias ia ifraud iaccount. 

iAll-seller iinvestigation iis iconducted iby iTaobao ito 

idetect ithe ishady iorganization iprofessional iin ireputation 

iinflation. iThe iplatform iaims ito iidentify iwhose 

ireputation igrows itoo ifast. iWe ihave iboth ikinds iof idata. 

iWe iused ia iself-developed iweb icrawler iprogram ito 

icapture ibenign itrading irecords. iIt icontributes ito ibuild 

iour itransaction inetwork.We icollect idata iabout iwell-

behaved iusers iwho ihave irelationswith ifraudulent isellers 

iwho iare ilabeled iby iplatform. iFinally,we iobtained ia 

imass iof iinformation iof ilegitimate iusers iwhohave ibeen 

irecognized ias ibenign iusers iby iplatform. iThereare 

i170899 itransactions, iincluding i2917 ifraud 

itransactions(1.71%), i803 icollusive iaccounts iand i23,401 

inon-collusiveaccounts ithat iwe iused ifor ianalysis. i 

B. PRODUCT iFEATURES 

 We ithen iuse ithe idata icollected ifrom iTaobao ito 

igeneratetwo ivariables:‘‘If ivirtual igood’’ iand i‘‘Product 

itype.’’ iThelabel‘‘If ivirtual igood’’ iis idummy ivariable 

iwhich iis iused itoidentifying iwhether ithe iproduct iis 

iphysical igoods. iIt iequalsone, iif ia iproduct iis ivirtual, 

iotherwise izero. iWe iuse ivariable‘‘product itype’’ ito 

irepresent ithe itype iof iproduct. iThere iare16 icategories iin 

iall. iWhen iwe isort ithe iproducts, iwe irefer itothe i16-

category ilisting ifrom iTaobao ihomepage. 

 
TABLE i1: iTHE iDETAIL iOF iSIXTEEN iCATEGORIES 

 After ithe idata iprocessing, ithose itwo iproperties 

iwere iconverted iinto idigital iinformation ifrom itext 

iinformation.To igenerate ithe iattribute i‘‘if ivirtual igood,’’ 

iwe iclassified i6,040 irecords imanually. iWe itook ifive 

ithousand irecords ifortraining iin ithe inaive iBayesian 

imodel, iwhile ithe iremaining ias ithe itest iset. 

 
TABLE i2: iVARIABLE iDEFINITIONS 

C. CONTROL iVARIABLES 

 In iour iempirical istudy, ithe idependent ivariable 

iis ia idummy ivariable. iIf ia itransaction iis ifraud, ithe 

ilabel iis i‘‘1,’’ iand i‘‘0‘‘isused ito ilabel ibenign 

itransaction. iIn iour istudy, iwe itreat itransaction ias ia 

icollusion iwhen iboth ithe iseller iand ibuyer iare ifraudsters. 

iIf ione iside iis ibenign iuser iand ithe iother iside iNormally, 

ithe iseller igets ithe ipayment iwhen ithe ibuyer icon-firms 

ireception. iThis irule iis ipublished ito iprotect ithe isellers 

i‘benefits iif ithe ibuyer iforgets ito iconfirm ithe iorder. 

iSystem iwill irate ithe itrade ias igood ilevel iin idefault. iWe 
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imark i‘Default igood icomment’ ias iA3. iIntuitively, ithere 

ishould ibe iseven itypes iof ievaluation. iHowever, ithere 

ionly ihave ifive itypes iwith iB1 iand iC1 iin iour idataset. 

iBecause, ibuyers iwho icomment iseller iwith idegree iB ior 

iC iare iunsatisfied iwith ithe ishopping iexperience istrongly 

iwhich irelated ito ithe iproduct iquality ior iservice. iThey 

ineed ito icomplain, iso ithey iall iwrite icomment. iThat iis 

iwhy iour idata ido inot ihave iB1 ior iC1 ithat ione-click 

icomment. iSo, iwe iclassify ithe ievaluation iinto ifive 

igroups ifinally i(Table i3). iWe ishould inotice ithat iType 

iA3 icomments ishould irarely iappear iin icollusion 

itransaction. iBecause iin ithat iway, itheir icost iwill ibe 

ihigher. iAlipay ihold ia isignificantly ilong itime ibefore 

ipaying iit ito isellers. iUser-written icomments iare itaken 

iinto iconsideration. iVarious itypes iof icomments isupply 

idifferent ivalue ito isellers: 

1) iRATING iLEVEL iAND iDETAIL iREVIEWS 

 After ieach itransaction, ibuyer iwill ibe iasked ito 

irate ithe icorresponding iseller iwithin ithree ichoices 

imentioned iabove. iOf icourse, ibuyer ican ido inothing. 

iThen ithe isystem iwill iautomatically iadd ione iscore ito 

ithe iseller’s ireputation iwith ia idefault ipraise iremark’’ iA 

idefault igood icomment.’’ iAfter irating istep, ishopper ican 

iwrite idetail ireview ior iadvice ito iseller iof ihis iown 

iaccord. iIn iour iexperiment, iwe itake iboth irate ilevels iand 

idetail ireviews iinto iaccount. iHere, iwe iuse i‘A’ i‘B’‘C’ ito 

imark ithree irating ilevel: ipositive, ineutral, iand inegative 

irespectively. iLabel i‘1’ idenotes idetailed itext icomments, 

iand ilabel i‘2’ imean ino itext icomment. iOur istudy idefines 

ithree ilevels iof ievaluation igrade. iThe ipositive irate ican 

ibe idivided iinto ithree icategories ibased ion idifferent 

iappraisal ibehavior. iThe ineutral iand inegative ialso ibe 

iclassified iinto itwo isubclasses irespectively iaccording ito 

iplatform’s iregulations. iThe ipositive irating ihas ithree 

itypes. iThe ifirst ione iis icalled‘ i‘one-click ipositive 

ireputation,’’ inamely, itype iA1. iThe ibuyer ijust ineeds ito 

iclick ithe i‘‘good’’ ibutton ion ithe iscreen iand ileaves 

inothing iin ithe i‘‘detail ireview’’ iarea. iThe isecond itype 

inamed i‘An ievaluation iin idetail’ iis idenoted ias iA2. iIt 

ioccurs iwhen ibuyer isupplies igood icomment iand 

iprovides iwriting ireviews ito ithe ishopkeeper iat ithe isame 

itime. iThird, iif ithe ibuyer idoes inot irate ithe isellers iafter 

ihalf imonth, ithe itransaction ishould ito ibe iclosed ibecause 

ithe ithird-party ipayment iholds ithe imoney. iNormally, ithe 

iseller igets ithe ipayment iwhen ithe ibuyer iconfirms 

ireception. iThis irule iis ipublished ito iprotect ithe isellers’ 

ibenefits iif ithe ibuyer iforgets ito iconfirm ithe iorder. 

iSystem iwill irate ithe itrade ias igood ilevel iin idefault. iWe 

imark i‘A idefault igood icomment’ ias iA3. iIntuitively, 

ithere ishould ibe iseven itypes iof ievaluation. iHowever, 

ithere ionly ihave ifive itypes iwith iB1 iand iC1 iin iour 

idataset. iBecause, ibuyers iwho icomment iseller iwith 

idegree iB ior iC iare iunsatisfied iwith ithe ishopping 

iexperience istrongly iwhich irelated ito ithe iproduct iquality 

ior iservice? iThey ineed ito icomplain, iso ithey iall iwrite 

icomment. iThat iis iwhy iour idata ido inot ihave iB1 ior iC1 

ithat ione-click icomment. iSo, iwe iclassify ithe ievaluation 

iinto ifive igroups ifinally i(Table i3). iWe ishould inotice 

ithat iType iA3 icomments ishould irarely iappear iin 

icollusion itransaction. iBecause iin ithat iway, itheir icost 

iwill ibe ihigher. iAlipay ihold ia isignificantly ilong itime 

ibefore ipaying iit ito isellers. 

 
TABLE i3: iFIVE iKINDS iOF iCOMMENTS 

2) iTHE iDESCRIPTIVE iSTATISTICS 

 The idescriptive istatistics ifor iour iindicators.There 

iare inine iindexes iand ifive itypes iof ireviews. iAs iwe 

icansee ifromthe idescriptive istatistics ifor iour 

iindicators.There iare inine iindexes iand ifive itypes iof 

ireviews. iAs iwe icansee ifrom ithe itable i4, ithe imean 

iprice iof iproducts iis iRMB52.8981, iand iS.D i(the istand 

ideviation) ifor iit iis i154.52 iwiththe ivalue irange ifrom 

i0.01 ito i10100. iThe irest ivariables ican ibecomprehended 

iin ithe isame iway. 

 
TABLE i4: iTHE iDESCRIPTIVE iSTATISTICS i 

i i i i i i i i iV. iEMPIRICAL iMODEL 

 A ifraud idetection imodel iuse ilogical iregression 

ibecause ilogistic iregression imodel ihas ian iadvantage iover 

icharacteristic icounting iand ithe imodel iare iimproved iby 

iusing icharacteristics ithat icharacteristic icounting iis 

ilimited ior idoes inot ihave i[50]. iWith ia iusage iof ithirteen 

ipercent iused iin idetecting ifinancial ifraud, ithe ilogistic 

iregression imodel iis iplaced ion ithe icutting iedge iof idata 

imining itool i[1]. iIn icollusion iprediction ithis imodel ihas 

ibeen iwidely iutilized, ialthough ilinear irelation idoes inot 

ireflect ithe iabout ithe ivariables i[49]. iIn ibasic iform 

istatistics imodel iwidely iuse ilogistic imodel iand ialso 

ilogistic ifunction ito imodel ia ibinary idependent ivariable. 

iIn ia iform iof ibinomial iregression, ilogistic iregression iis 
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iestimating ithe iparameters iof ia ilogistic imodel; iusing 

iregression ianalysis. iMathematically, iwith itwo ipossible 

ivalues ia ibinary ilogistic imodel ihas ia idependent 

ivariable; ithese iare irepresented iby ian iindicator ivariable, 

iwhere‘‘0’’ iand i‘‘1’’ i i itwo ivalues iare ilabeled. iCollusive 

itransaction ias i‘‘1’’ iand ibenign ione ias i‘‘0’’ iis ilabel 

iusing ilogistic imodel. iWe iuse ia ireal-world idataset 

isupplied iby iTaobao iplatform, iin iempirical istudy. iUnder 

ia inondisclosure iagreement iour idata iwere iacquired. 

iRelated ito ifraud itransaction iand icorresponding 

itransaction irecords, ithe idata iincludes ifraudulent 

iaccounts. iWe iused ia iself-developed iweb icrawler 

iprogram ito icapture ibenign itrading irecords. iIt 

icontributes ito ibuild iour itransaction inetwork. iWe icollect 

idata iabout iwell-behaved iusers iwho ihave irelations iwith 

ifraudulent isellers iwho iare ilabeled iby iplatform. iFinally, 

iwe iobtained ia imass iof iinformation iof ilegitimate iusers 

iwho ihave ibeen irecognized ias ibenign iusers iby iplatform. 

iThere iare i170899 itransactions, iincluding i2917 ifraud 

itransactions i(1.71%), i803 icollusive iaccounts iand i23,401 

inon-collusive iaccounts ithat iwe iused ifor ianalysis.After 

icleaning iand ipreparing ithe idata iand ibuilt ithe idetection 

imodel, iwe iuse i‘sklearn’ ipackage ito irealize ithe ilogical 

iregression iunder ithe ipython ienvironment. iReleased iin 

i2007, iscikit-learn ihas ibecome ian iimportant imachine 

ilearning ilibrary ifor iPython. iScikit-learn, ior isklearn ifor 

ishort, isupports ifour imachine ilearning ialgorithms 

iincluding iclassification, iregression, ireduction iand 

iclustering. iIt ialso iincludes ithree imodules: ifeature 

iextraction, idata iprocessing iand imodel ievaluation. 

iSklearn iis ian iextension iof iScipy, ibased ion ithe iNumPy 

iand imatplotlib ilibraries. iBy itaking iadvantage iof ithese 

imodules, ithe iefficiency iof imachine ilearning ican ibe 

igreatly iimproved. iSklearn ihas ia irich iAPI iand iis 

ipopular iin iacademia. iSklearn ialready iencapsulates ia 

inumber iof imachine ilearning ialgorithms, iincluding 

iLogical iregression. iAt ithe isame itime, iSklearn ihas ia 

ilarge inumber iof ibuilt-in idata isets, iwhich isaves ithe 

itime iof iacquiring iand isorting idata isets. iWe iverify ithe 

iproposed iindexes iby iadopting ithe iapproach iof ilogic 

iregression. iSome ivariables iincluding ibuyer’s ik-score, 

ibuyer iage, ithe ivolume iof itransactions iper imonth, 

ireview ilength, iproduct iprice iand iseller’s ireputation iare 

ireplaced iby icorresponding ilogarithmic iequivalents, 

ibecause ithe iconsiderable iskewness iemphasizes ithe ineed 

ifor ithese itransformations. iThe idetection imodel iis 

ipresented ias ibelow: 
Likelihood iof icollusion= iβ0+β1*ln iFrequency i 

 i i i i i i i i i i i i i i i i i i i i i i i i i i i ii i+β2* iln iBuyer’s ik_core i 

 i i i i i i i i i i i i i i i i i i i i i i i i i i i I  i+ iβ3*ln iSeller’s iReputation i 

 i i i i i i i i i i i i i i i i i i i i i i i i i i i ii i+ iβ4*ln iBuyer’s iAge i 

 i i i i i i i i i i i i i i i i i i i i i i i i i i i i i + iβ5* iln iComments i+ iβ6*iPrice i 

 i i i i i i i i i i i i i i i i i i i i i i i i i i i  ii i+ iβ7* iln iIf iProduct iVirtual i 

 i i i i i i i i i i i i i i i i i i i i i i i i i i i i iii+ iβ8* iln iProduct iType i 

 i i i i i i i i i i i i i i i i i I i i i i+β9 i* iln iReview iLength i i i i i i i i(1) 

 

 

 

i i i i  

 

iVI. iEXPERIMENTAL iRESULTS 

 

 The iexperiment iresults iare ishown iin iTable i5. 

iAll ithe iindexes iare iremarkable iat ithe ilevel iof i0.01. 

iThrough ithe icoefficient i(0.124) iof iindicator i‘‘buyer ik 

icore,’’ iour ifirst ihypothesis i(The iFraud iUsers iLiveness 

iHypothesis) iis isupported. iFrom iconception iof ik icore, 

iwe ifind iout ithat ihigh ifrequency idoes inot imean ihigh ik-

core. iA inode iwith ihigh ifrequency imay ibe iwith ilow ik-

core. iThe iresult iverifies ithe ifact ithat iemployed 

icustomers iare iinteracting iwith imany ishop ikeep ithose 

ibuyers iare iactive iin imaking ifake itransactions. iThe 

inegative icoefficient i(−0.398) ifor ithe iprice iindicator 

isupports ithe ilow ivalue iproduct ihypothesis i(H2). iIt 

ireflects ithe irelationship ibetween iproduct iprice iand ithe 

ipossibility iof icollusive iusers iquantitatively. iIt iindicates 

ithat icheap igoods iare imore ilikely ito ibe iinvolved iin 

ifake itransactions. 

 The isecond itype iof ievaluation, iA2 irepresents’’ 

ian ievaluation iin idetail.’’ iIt ihas isignificantly ipositive 

irelationship iwith ifake itransactions ias ithe icoefficient 

ishows. iIt idemonstrate iscour isixth ihypothesis, ithe 

iinformative ireviews ihypothesis. iThe inegative icoefficient 

i(−1.311) iof ithe ivariable i‘‘if ivirtual’’ iindicate ithat 

iproduct’s iform iis ia ifeature iof icollusive itransactions. 

iThe ioutcome imeans itangible iproducts iare iless iinvolved 

iin icollusive itransaction. iNamely, iit ivalidates ithe ifact 

ithat icollusive itransactions iprefer ivirtual ithan iphysical 

ione. iThe iresult isupports ithe icollusive itransaction 

iproduct iform ihypothesis i(H4). iThe ipositive icoefficient 

iof isix ikinds iof iproduct i(type i3, i5, i7, i8, i11, i16) 

iindicates ithat ifake itransaction igroups ihave ia idifferent 

ipreference ifor ithe i16 itypes iof iproduct. iIt ifocuses ion 

isix itypes ias itable i6 ishown. iWe icheck iin ievery 

icategory iin idetails. iWhen iuser iclicks ion ithe itype, 

iTaobao ihomepage ishows imore idetail iabout ithe 

icategory. iAlso, iwe ilook iin ithe ifraud itransaction iin 

idataset ito ifind iout iIn iour istudy, ibehaviors ibetween 

ibenign iparticipator iand ifraudster iare isignificantly 

idifferent. iThe iprocess iof iobtaining ithese iindexes, ishort 

itext iclassification, ican ibe igeneralized ito iother ikinds iof 

ifraud iactivities. 
 

 
TABLE i5: iLIKELIHOOD iOF iCOLLUSION: iLR-ESTIMATION 

iRESULTS i 

  

 The ispecific iproduct i iname. iType i3 iincludes 

istudying imaterial iand iearly ieducation. iType i5 iincludes 

itissue. iType i7 isupplies isports iclass. iType i8 iembraces 
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idancing iand imusic itraining. iType i11 iinvolves ionline 

idesign. iType i11 icovers ilearning iticket ilocal iservice. 

iWe icould ifind iout ithat imost iof ithem ido inot ineed 

idelivery. iThe iresult isupports iour icollusive itransaction 

iproduct itype ihypothesis i(H5). iBesides, ithe iindividual-

related iindicators iare ialso isignificant iin ithis imodel. iAs 

iwe ican isee ifrom itable i6, ithe ifake ibuyer iis ialways 

inew iuser iof ithe iplatform. iTo imaximum ithe iprofit iof 

iillegal iorganization, ithose iaccounts ioften ibegin itheir 

ifake itransactions ias isoon ias ipossible. iTherefore, ithe 

inew iregistered ifraud ibuyer ihypothesis i(H3) iis iverified. 

iSimilarly, ithe ishopkeeper iwith ihigher ireputation iis imore 

ilikely ito iparticipate iin ifake itransactions, iconsistence 

iwith ithe iHigh iReputation iHypothesis i(H7). iIn ibrief, ithe 

iseven ihypotheses ishown iin iFig. i1 iare isupported iin iour 

iexperiment. 

 

A. iKEY iFINDINGS 

Presenting ia iframework ito iacquire ithe icharacters iof ifake 

itransactions iin ie-business iplatform iis ione iof iour igoals. 

iSeven ikey ifindings iare ishown iin itable i6, iand iwe ialso 

igive iour icorresponding iexplanation. iThere iis inot ia ivery 

ieffectively imethod iin irecognizing ifraudsters. iMany 

iefforts ihave ibeen imade ito ithis iarea. iHowever, inot iall 

ithe iavailable iinformation ihas ibeen iextracted ifrom ithe 

iuser idata, isuch ias ithe idetection iin ifraudster i(Weijia iet 

ial., i2011), icollusive ifraud idetection iin ionline ireviews 

i(Chang, i2016). i 

 

 We iidentify ithe icosts iand ithe ibenefits iof 

icollusive iorganization, ithen iselect ia iset iof ifeatures iwith 

itwo inew iderived ifactors ithat iare ihypothesized ito ibe 

ivalid iin idifferentiating ibenign iand iundesirable ibehavior. 

iWe imake iuse iof imore iavailable iinformation iby iputting 

iforward ivariables ilike ireview ilength, iproduct itype, 

iproduct inature. iIn iour istudy, ibehaviors ibetween ibenign 

iparticipator iand ifraudster iare isignificantly idifferent. iThe 

iprocess iof iobtaining ithese iindexes, ishort itext 

iclassification, ican ibe igeneralized ito iother ikinds iof 

ifraud iactivities. 

 

 i i i i i i i i i i 

i i i i i i i i i iTABLE i6: iKEY iFINDS 

 

B. iPERFORMANCE 

 

 
Figure i2: iCross-validate iROC icurve 

 

 In iour imodel. iwe ileverage itwo iproduct ifeatures 

ito ienhance ithe iaccuracy iof ionline icollusive idetection. 

iTo itest ithe isignificantly ieffective iof ithe iproduct 

ifeatures. iIn ifigure i2, iwe icompare iour imodel iwith ithe 

iprevious ione iwhich iis iwithout iproduct ifeatures iin ithe 

isame idata icontext iby iROC igraph. iThe iROC igraph 

i(receiver ioperating icharacteristics) iis iproposed iby 

iSpackman iin i1989.In iour istudy, iwe iuse ithe icross-

validate iROC icurve ito ivisualize ithe iperformance ifor iour 

idetection imodel. iThe iresult iis ishown iin ifigure i2.Our 

idetection imodel iadopts ithe iform iof ilogit imodel ito 

irecognize ithe ifake itransactions. iLim i(2000) ipointed iout 

ithat ithe ilogistic iregression ihas ia igood iperformance iin 

iclassification iarea, ino imatter iabout itraining itime, imean 

irank iof ierror irate, ior ithe imean ierror. iROC iis ian 

ieffective itool ito imeasure ithe iperformance iof ia 

iclassifier. i(Fawcett, i2006).In iFigure i2, ithe ivertical iaxis 

irefers ito ithe itrue ipositive irate iwhich iis ialso inamed 

irecall. iThe ihorizontal iaxis imeans ithe ifalse ialarm irate. 

iThe iblack idotted iline iis ia idiagonal iline, iwith iy iequals 

ix. iThe iline iy=x istands ifor ithe istrategy iwhich iguesses 

ia iclass irandomly. iThe iblue iline irepresents ithe iROC 

icurve ifor ithe idetection imodel iproposed iin iour istudy, 

iwhile ithe ired ione istands ifor ithe imodel iwithout iproduct 

ifeatures. iOur imodel ioutputs ia iprobability iand iwe 

ichoose ia ithreshold iby iexperiment. iEvery ithreshold 

igenerates ia ivarious idot iin ithe iROC ispace. iThere iis ia 

isignificant iimprovement iin iour iresult ifrom ithe ired iline 

i(0,765) ito iblue ione i(0.866) iby iadding iour itwo inew 

ivariables. iTo itest ia iclassifier’s iperformance, iAUC, ithe 

iarea iunder ithe iROC icurve, iis iwidely iused. i(Bradley, iet 

ial., i1997). iAs ishown iin ifigure i2, ithe iAUC ifor iour 

idetection imodel iis i0.866. iWe imake icomparison 

ibetween iour imodel iand ithe iprevious ione iwhich iis 

iwithout iproduct ifeatures iin ithe isame idata icontext. iThe 

iresult iis isignificantly iimproved i(0.765). iThe iresults 

ishow ithat ithe itwo ivariables iare isignificantly ieffective. 

iIt ialso ishows ithat iwe isupply ia ivalid imeans ifor 

idetecting icollusive itransactions. 

i i i i i i i i i i i i VII. iCONCLUSION 

 The icontribution iin iour istudy iis ithree-fold: i(1) 

iwe iintroduce itwo inew ifeatures iof ifraud itransaction iand 

icombine ithem iwith iother iuser icharacters ifor ifraud 

irecognition. iOur iway iof iacquiring ithe iindicators icould 
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ibe igeneralized ito iother icollusion ibehavior idetection. i(2) 

iWe iuse ia ireal-world idataset ito iverify ithe ipracticability 

iof iour idetection imodel. i(3) iWe igive isome iimplications 

ito iplatform ipolicy iin ionline ie-commerce ifor iprotecting 

ionline ireputation ienvironment. iKey ifindings iare ishown 

iin itable i6. iWe ialso igive iour icorresponding 

iexplanations. iThe iprocess iof iobtaining ithese iindexes, 

ishort itext iclassification, ican ibe igeneralized ito iother 

ikinds iof ifraud iactivities. i 

 There iare isignificantly idifferent ibehaviors 

ibetween ibenign iparticipator iand ifraudster. iIn icollusive 

itransactions, imany inew iregistered iforged ibuyers iactively 

iparticipate ifake itransactions iby ishopping ivirtual iand 

icheap iproducts. iThey iwill isupply ihigh ipraise iby igiving 

ihigh irating ilevel iand idetailed iwriting ireviews. iFurther 

iresearch icould ipay imore iattention ito idevelop ithe imodel 

imentioned iabove ito ia imore iuniversal ione. iDiversified 

iinformative idata ifrom iother ie-business iplatforms ican ibe 

iused ito iuncover ithe igains iand ithe icosts iof ifraud 

itransactions ito icheck ithe ieffectiveness iof ithe icollusion 

idetecting imodel. iWhat iis imore, ithe icollusive 

iorganizations iare itrying ito iimprove itheir iabilities ito 

iavoid ibeing idetected iby iTaobao. iSo, ione idirection iof 

iour ifurther iresearch iis ito idevelop ia imore iadaptive 

idetection imodel. 
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