
 

 

 

 

 

 

 

 

 

 

 
Abstract—Encryption Then Compression (ETC) system that 

ensures security and give compression ratios similar to the state 

of the art Compression then Encryption (CTE) systems has been 

an area of research recently. The existing Encryption Then 

Compression system encrypts using Prediction Error Clustering 

and Random Permutation and compress using adaptive 

arithmetic coding. The existing system gives only slightly worse 

compression ratio than CTE system. The need of sending cluster 

information makes it vulnerable to attacks. Statistical attack is 

also possible since it uses adaptive arithmetic coding for 

compression.  The proposed system tries to overcome the 

shortcomings of the existing system by using hybrid approach for 

image encryption using SCAN patterns and carrier images at 

multiple stages and use adaptive arithmetic coding for 

compression.  

Keywords— Carrier Images; Compression of Encrypted image; 

Encryption Then Compression;Image Security; Prediction Error 

Clustering; Random Permutation; Scan Patterns 

I.  INTRODUCTION  

For sending an image securely to Bob, she can either use 
Compression Then Encryption (CTE) or Encryption Then 
Compression (ETC) system [1]. 

A. Compression Then Encryption System 

A CTE system can be used if Alice is ready to pay the 
computational costs and has enough resources for doing so and 
Charlie is either lazy or resource deprived. 

In a CTE system, Alice compresses the original image and 
then encrypts it and sends it to Charlie for forwarding it to Bob 
as depicted in Fig.1. Bob on receiving the image decompresses 
and then decrypts back. 

First compressing then encrypting makes it less prone to 
brute force attacks, thus making it highly efficient system. As 
the encryption makes an image less correlated and thus less 
compressible, compressing an original image is a lot easier 
than compressing an encrypted image. 

B. Encryption Then Compression System 

Alice wants to send an image securely to Bob through a 
less trusted channel provider Charlie, but she is using a 
resource deprived device such as a mobile. So she is ready to 
encrypt it but can‟t afford cost for compressing the image. 

 

 

 

Fig.1. CTE System 
 

Charlie has enough resources to compress the image. We 
make use of Encryption Then Compression system in such a 
scenario.  

In an ETC, Alice encrypts the image and sends it to Charlie 
as depicted in Fig.2. Charlie does the compression and 
forwards the compressed image to Bob who decompresses and 
decrypts it to get back a reconstructed image. 

Although encryption efficiency is good when compared to 
CTE system, many ETC systems designed so far is poor in 
compression. But the ETC system designed using prediction 
error clustering and random permutation is showing better 
compression efficiency than any existing CTE systems. 

 

II. RELATED WORKS 

In recent years Researchers were focusing on how to 
process encrypted signals in encrypted domain [3]-[7]. 
Although our existing compression algorithms are well suited 
for the unencrypted domain, Johnson et. al showed both 
theoretically and practically that we can compress the 
encrypted binary images. 

Schonenberget. al later gave the idea of 1D and 2D source 
model based on LDPC codes [9], [10]. Lazzeretti and Barni 
investigated the possibility of compressing grey level and color 
images by using the idea of LDPC codes in various bit planes 
[11]. 
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For stream cipher encrypted data Kumar and Makur used 
the idea of prediction error domain to achieve better lossless 
compression on grayscale or color images [8]. Liu et. al 
proposed a resolution progressive compression scheme for 
lossless compression of grayscale or color images. Klinet. al 
extended Johnson‟s framework which investigates the 
compression of encrypted data with block ciphers such as AES 
[22]. 

 

For achieving higher compression ratios we require lossy 
compression. Zhang et. al used scalable lossy coding 
framework via hierarchical coding mechanism in which an 
image is down sampled to sub image and at receiver , the sub 
image is decrypted using quantize coefficients to reconstruct 
the detailed content iteratively [14]. 

 

In [15]  Kumar and Makur made use of Compressive 
Sensing (CS) and modified basis pursuit algorithm for 
compressing and decompressing encrypted image [16] also 
uses CS based approach.

 

In [17] Zhang describes an image encryption scheme based 
on pixel domain permutation that demonstrate the 
compression efficiency by discarding excessively rough and 
fine information of coefficients in the transform domain.

 

In [18] Zhang et. al suggested a new compression for 
encrypted images through multi layer decomposition. [19] 
[20] describes compression of encrypted videos.

 

These existing systems still does not ensure good 
compression performance when compared to the state of the 
art lossless or lossy image and video that takes unencrypted 
inputs.

 

[23] Zhang et.al recently proposed a novel idea against 
packet loss which uses structural matrix for encoding. [24] 
developed

 

ETC for lossy compression using new Haar 
Wavelet method. Zhou et. al also proposed scalable 
compression of stream cipher encrypted images through 
content adaptive sampling which outperform in terms of both 
rate distortion performance and visual quality of reconstructed 
images at low and medium rate region [25]. 

 

In [1] Zhou et. al describes highly efficient ETC system 
which considers both lossless and lossy compression. They 
used encryption in prediction error domain for high level of 
security and context adaptive arithmetic coding for 

compression. It is only slightly worse than the state of the art 
lossless or lossy image coders that take original image as 
inputs.

 

III.

 

ETC

 

USING PREDICTION ERROR CLUSTERING,

 

RANDOM 

PERMUTATION AND ARITHMETIC CODING

 

The existing image Encryption Then Compression system 
encrypts image using prediction error clustering and random 
permutation. The encrypted image is then compressed using 
arithmetic coding. Both lossy and lossless compression was 
considered. The system provides reasonably high level of 
security. Compression efficiency is only slightly worse than the 
state-of-the-art lossless or lossy image coders. The system 
consists of three key components.

 

A.

  

Image Encryption By

 

Encryption

 

Image encryption is done by Alice via Prediction Error 
Clustering and Random Permutation [1]. While choosing an 
encryption algorithm, security and ease of compressing the 
data should be considered. 

 

Fig.3.

 

depicts the image encryption. An image predictor 
GAP is used to predict a value for each pixel. The error i.e. the 
difference between original pixel value and predicted value is 
calculated. The value is then mapped into the range [0,255].

 

The encryption algorithm works over the domain of 
mapped prediction error. The prediction error is divided into L 
clusters based on a context adaptive approach [22]. Reshape 
the prediction error in each cluster into a 2D block having four 
columns and rows. Then perform two key driven cyclical shift 
operations as given in Fig.4,

 

to each prediction error block to 
get permuted cluster. The assembler concatenates all permuted 
cluster and generates final encrypted image. Encrypted image 
along with cluster length is passed to Charlie.  

 

B.

 

Image Compression by Charlie

 

Charlie can either do lossless or lossy compression. In case 
of lossless compression, Charlie has only the secret key, 
encrypted image and length of each cluster. 

 

With this

 

knowledge,

 

Charlie can de-assemble the 
encrypted image into

 

clusters as depicted in Fig.5. He then 
compresses each cluster using adaptive arithmetic 
compression. Assembler concatenates all clusters back to form 
the compressed encrypted image.

 

The straight forward approach for lossy compression of 
encrypted image is scalar quantization. If Charlie does scalar 
quantization, there is high possibility of image becoming not 
decodable. The remedy is the scalar quantization to be done

 

by 
Alice. It is easy for Alice to do scalar quantization on 
prediction errors. Computation cost not materially increased.

 

C.

 

Decryption & Decompression by Bob

 

Adaptive arithmetic decoding is applied

 

for each bit 
stream.

 

Bob knows the key. He can de-permute the 
decompressed image to get

 

original cluster using the key.

  

For each location, the associated error energy estimator 
and predicted value can be calculated from the casual 
surroundings that have already been decoded.

 

The 
reconstructed pixel value can then be computed by adding the 

 

 

Fig.2. ETC System
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prediction error to the predicted value.  The process is 
depicted in Fig.6.  

 

De-assembler de-assembles the received compressed 
encrypted image into clusters.

 

Each cluster is then

 

uncompressed using adaptive arithmetic decoding. Clusters 
are then de-permuted to get prediction error using the key. 
Reconstructed image is then computed using prediction error 
and predicted value.

 

IV.

 

ETC

 

USING SCAN PATTERNS AND CARRIER IMAGES

  

The proposed system uses hybrid approach [25] for image 
encryption using SCAN patterns and carrier images and 
adaptive arithmetic coding

 

[27]

 

for compression. 

 

It involves three steps. First an extended binary image using 
original image has to be constructed using original image.

 

As 
second step scan pattern is applied to rearrange the pixels of 
extended binary image. Finally the grayscale image is 
reconstructed to get the encrypted version.

 

Encryption using scan patterns and carrier images gives a 
highly distorted image by making use of the advantages of 
individual methods.

 

A.

 

SCAN

 

Patterns

 

SCAN is an order in which each element of the array is 
accessed exactly once. SCAN method converts a 2D image 
into a 1D list [26] and employs a SCAN language to describe 
the converted result. The

 

four basic scan patterns

 

used by 
SCAN patterns

 

are continuous raster C, continuous diagonal 
D, continuous orthogonal O and Spiral S. Eight 
transformations 

  

 

 

  

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

are there for each basic scan pattern.  For each basic pattern, 
the transformations

 

1,3,5,7 are reverses of transformations 
0,2,4,6 respectively. The basic scan patterns and an example 
of transformation are shown in Fig.7 and Fig.8 respectively.

 

SCAN method is used for image

 

encryption and 
information hiding. Algorithm is based on permutation of 
image pixels and replacement of the pixel values.

 

Each SCAN pattern represents a scan order.

 

Different kinds 
of combination of SCAN patterns may generate different kinds 
of secret images.

 

The encryption power of SCAN method 
comes from very large number of private keys. 

 

B.

 

Carrier Image Creation Using 4 Out Of 8 Code

 

4 out of 8 code is of 8 bit length with 4 number of one‟s 
and 4 number such that each nibble contain 2 number of ones 
and 2

 

number of zeros. It means there are 36 possible 
combinations of 4 out of 8 code and each code is assigned an

 

alphanumeric character. Table I

 

shows all 36 possible 
combinations along with alphanumeric code. It can represent 
26 alphabets and 10 numeral forms. So this code is suitable to 
represent alphanumeric character.

 

For each keyword entered, the keyword is rearranged in a 
matrix form of size

 

equal to the size of the original image. If 
the length of keyword is small, then same keyword is repeated 
till the length becomes equal to the size of original image. A 
carrier image is created using luck up table of the alphanumeric 
character and 4 out of 8 code. Depending upon the keyword, 
carrier image is generated and used in addition process to 
generate an

 

encrypted image.

  

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

Fig.3. Encryption by Alice

 

 
 

 
 

Fig.4. Example of Cyclical Shifts

 
 

 

 
 

Fig.5. Compression by Charlie

 

 

 

Fig.6.

 

Decryption & Decompression by Bob
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Fig.9. shows how a same image can be encrypted 
differently by using different keys for generating carrier 
image.Fig.10

 

shows how scan patterns together with carrier 
encrypt an original image.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

C.

 

Image Encryption

 

The proposed

 

hybrid approach of image encryption is 
illustrated in Fig.12.

 

It uses multiple keys and multiple scans

 

(optional)

 

which

 

makes

 

encryption highly secure.

 

 

Fig.7. Scan pattern

 
 

 

 

Fig.8. Example of Transformation

 

 

 

 

Fig.9. Carrier Image 1, Carrier Image 2, Carrier Image 3

 
 

 

TABLE I. 4

 

OUT OF 8

 

CODE

 

 
 

 

 

 

 

           

 

Original             

 

Carrier1           Encrypted1        

 

       a. Key for Carrier Image: „Iwant2EncryptThisImage‟ 

 
 

 

 

             Original                 Carrier2             Encrypted2       

 

      b. Key for Carrier Image: „HybridApproach128z‟ 

 

Fig.10. Original Image, Carrier Image and Encrypted Image For 

Different Keys

 

 
 

 

 

 

Original, Carrier, Cscan+carrier, D-scan+carrier,

 

Oscan+carrier,  Sscan+carrier,

 

Key for Carrier Image: 'Iwant2EncryptThisImage'

 

 

 

Original, Carrier, Cscan+carrier, Dscan+carrier,

 

Oscan+carrier, Sscan+carrier,

 

Key for Carrier Image: 'HybridApproch128z'

 

Fig.11. Original image, Carrier image and encrypted image for different 

keys at key1 and SCAN Patterns
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Fig.11 shows how scan pattern at the input of image 

together with carrier encrypt an original image. Fig.13. shows 
how scan process at different stages along with carrier image 
encrypt differently an image. 

V. ETC USING SCAN PATTERNS & CARRIER IMAGES 

The Proposed system uses encryption in stages as in Fig.14 
Alice does the encryption using scan and carrier images 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

and forwards it to the network. Charlie compresses it using 
adaptive arithmetic coding and encrypts it using SCAN 
patterns for security. Charlie then forwards it in the network. 
Before forwarding it to Bob, Charlie decrypts & decompresses 
it. Bob on receiving the image decrypts back to original image. 

The Proposed system tries to minimize the computation for 
encryption by Alice for encryption. It also tries to secure data 
after compression. The proposed system does not require the 
sharing of any information with the network.  

VI. EXPERIMENTAL RESULTS  

A. Experimental Output 

Our Proposed system first encrypts image as in Fig.15 
using SCAN patterns & Carrier Image at sender side. Alice, the 
sender then sends it to receiver Bob through the network 
operator Charlie.  

 

 

 
 

Fig.12. Block diagram of proposed image encryption approach using 

SCAN patterns and Carrier Image 
 

 

 
 

 
a. encrypted image = addition (original_image, dscan ( 

carrier_image)) 

 

 
b. encrypted image =dscan ( addition (dscan(original_image), 

dscan (carrier_image))) 

 
Key for Carrier Image: 'UniversityOfMysore' 

Fig.13. First image is the input image and last image is the Encrypted 

image in each row 

 

 

 

 

 

 

 

Fig.14. Proposed System 

 

 

       
                              Original Image          Encryption 

Fig.15. Encryption at Sender 
 

       
                Encrypted Image       Compression    Encryption 

Fig.16. Compression and encryption at Network 

 

       
                                     Decryption    Decompression 

Fig.17. Decompression and decryption at Network 
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Network operator first compresses it using adaptive 
Arithmetic Coding and then encrypts using SCAN to ensure 
security after compression. Before giving it to Bob, network 
decrypts and decompresses it back to the encrypted image send 
by Alice. These operations by the sender are depicted in Fig.16 
and

 

Fig.17.

 

Bob on receiving the image decrypts back to original image 
as given in Fig.18.

 

 

B.

 

Comparison

 

The proposed system is compared based on comparison 
ratios and PSNR values. 

 

PSNR is an approximation to human perception

 

of 
reconstruction quality. Higher PSNR means reconstruction is 
of high quality. The proposed system gives high PSNR values 
than the existing system as shown in

 

graph in

 

Fig.19.

 

Compression ratio is the ratio of uncompressed original 
image size to compressed image size. Graph in Fig.20 shows 
the compression ratios for lossless compression of different 
images. It gives compression ratio similar to state of the art 
systems.

 

  

VII.

 

CONCLUSION

 

The CTE

 

system although

 

highly efficient needs reversal of 
compression and encryption in some scenarios.

 

We use an ETC 
system in such scenarios. Recently many put forwarded the 
pair of encryption compression algorithms that work well as 
ETC systems. But

 

these systems couldn‟t achieve compression 
efficiency similar to the state-of-the-art

 

CTE systems. The ETC

 

system using prediction error clustering and random 
permutation that make use of adaptive arithmetic compression 
could achieve almost same compression efficiency as that of 
the state-of-the-art CTE system. A similar model has been 
developed and studied.

 

The existing system needs cluster 
length to be forwarded to the network which can make it 
vulnerable to attacks. Same key is used for permuting all 
clusters. So there is a possibility of cipher attack.

 

The proposed 
hybrid system of image encryption is highly secure depending 
on the number of scans and keywords used and can also 
provide same compression efficiency. 
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