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Abstract— by just clicking a mouse or touching a screen, 

shoppers can buy nearly any product online -from groceries to 

cars, from insurance policies to home loans. The world of 

electronic commerce, also known as e-commerce, enables 

consumers to shop at thousands of online stores and pay for 

their purchases without leaving the comfort of home. However 

Credit Card Fraud is one of the biggest threats to business 

establishments today. In this paper, we are aim to develop 

Fraud detection system using HMM., we model the sequence of 

operations in credit card transaction processing using a Hidden 

Markov Model (HMM) and show how it can be used for the 

detection of frauds. Initially we trained HMM with the normal 

behavior of a cardholder. If an incoming credit card transaction 

is not accepted by the trained HMM with sufficiently high 

probability, we generate one time password, if cardholder does 

not get  OTP within time limit ,then we ask some security 

Question to cardholder. Depending on answer we detect the 

frauds  

Keywords— hidden markov model (HMM),one time password 

(otp),Fruad detection system(FDS),personal Identification 

Number (PIN) 

I. INTRODUCTION  

With the introduction of internet, shopping online has 

become popular. Shopping online allows access to 

merchandise sold worldwide. It is a growing part of retail. 

Online shopping is time saving and convenient. There is often 

no cost for traveling when ordering items online. While 

performing online transaction using a credit card issued by 

bank, the transaction may be either Online Purchase or 

transfer .The online purchase can be done using the credit or 

debit card issued by the bank. Often card based purchase can 

be categorized into two types Physical Card and Virtual Card. 

 In a physical-card based purchase, the cardholder 

presents his card physically to a merchant for making a 

payment. To carry out fraudulent transactions in this kind of 

purchase, an attacker has to steal the credit card. If the 

cardholder does not realize the loss of card, it can lead to a 

substantial financial loss to the credit card company. In online 

payment mode, attackers need only little information for 

doing fraudulent transaction (secure code, card number, 

expiration date etc.). In this purchase method, mainly 

transactions will be done through Internet or telephone. To 

commit fraud in these types of purchases, a fraudster simply 

needs to know the card details. Most of the time, the genuine 

cardholder is not aware that someone else has seen or stolen 

his card information  

To detect fraud in this type of purchase method is to 

analyze cardholder’s behavior and location scanning to check 

for unusual patterns. These patterns include user 

characteristics such as user spending patterns as well as usual 

user geographic locations to verify his identity. If any unusual 

pattern is detected, the system analyses user credit card data 

for various characteristics. 

These characteristics include user country, usual spending 

procedures. Based upon previous data of that user the system 

recognizes unusual patterns in the payment procedure. Fraud 

detection based on the analysis of existing purchase data of 

cardholder is a promising way to reduce the rate of successful 

credit card frauds  

In both the cases if the card or card details are stolen the 

fraudster can easily carry out fraud transactions which will 

result in substantial loss to card holder or bank. Hence we 

aim to Develop System which will capture purchasing 

behavior of Card holder using Hidden Markov Model. 

 

II. RELETED WORK 

In paper [1] they proposed algorithm for credit card fraud 

detection named as BLAH. It Comprise of BLAST and 

SSAHA Algorithm. These algorithms are pretty much 

proficient sequence aligning algorithm in detecting credit 

card frauds. The system named as BLAHFDS identifies 

fraudulent transactions using a Profile Analyzer and a 

Deviation Analyzer. These two analyzers use BLAH as a 

sequence alignment tool to detect fraud.  They proposed 

stochastic model for the generation of synthetic transactions 

to analyze the performance of BLAHFDS. Performance of 

this system in detecting fraud is good and its accuracy is high 

.also processing speed is Fast but it cannot detect the 

duplicate transaction or clone credit card frauds. BLAST-

SSAHA hybridization approach can be effectively used to 

counter fraud in other domains such as telecommunication 

 In ―Credit card fraud detection: A fusion approach 

using Dempster–Shafer theory and Bayesian learning,‖ Paper 

[2], they proposed FDS Which Merges the result obtained 

from present and precedent behavior.  The fraud detection 

system (FDS) consists of four Element: rule-based filter, 

Dempster–Shafer adder, transaction history database and 

Bayesian learner. Rule-based Filter extract the doubt level of 

each transaction based on variation from normal form of 

spending patterns. , Dempster–Shafer adder, in this 

component ,all the transaction that are doubtful obtained by 

rule based filter are combine to form primary belief. in third 

component  transaction history database ,here all values 
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formed as primary belief are combined to form on the whole 

belief. And transaction is categorized as normal, abnormal or 

suspicious depending on this whole Belief. If transaction is 

found to be suspicious; belief is r strengthened or weakened 

according to its similarity with fraudulent or genuine 

transaction history using Bayesian learning. they used 

stochastic models to generate synthetic transactions for 

analyzing the  performance of the system and The simulation 

yielded up to 98% True Positive and less than 10% False 

Positive 

 In Paper [3] ―Fuzzy Darwinian Detection of Credit 

Card Fraud ―, They proposed the detection method for fraud 

Detection which uses Genetic Programming, Search 

Algorithm and fuzzy expert System.FDS Uses GP in order to 

develop some fuzzy logic rule that can be helpful in 

determining some fuzzy logic rules which is helpful in 

finding the suspicious and non suspicious classes of 

transaction. System using Classifier to determine transaction 

as either safe or suspicious, when information about 

transaction is provided to System. Three sets of experiments 

were performed and the four different setups of fuzzy rule 

evolver were run for each experiment. 1. Standard fuzzy logic 

with non-overlapping membership functions 2. Standard 

fuzzy logic with overlapping membership functions 3. 

Membership-preserving fuzzy logic with overlapping 

membership functions 4. Membership-preserving fuzzy logic 

with smooth membership functions. The best accuracy 

overall is achieved by standard fuzzy logic with overlapping 

membership functions. Detecting 100% of the ―suspicious‖ 

claims for both on the training and the test set, while showing 

that 5.79% of false negative error, which is relatively low 

 In ―CARDWATCH: A Neural Network Based 

Database Mining System for Credit Card Fraud Detection‖ 

Paper[4] ,They have Proposed ―CARD WATCH‖ by Using 

Neural network Techniques : conjugate gradient, back 

propagation, and batch back propagation .this  is useful 

Product For  Banking system because of ease of 

implementation with Commercial Database. Drawback of 

Card Watch is the need of building a separate neural network 

or each card holder Account that demand a very large 

network and large amounts of resources. 

III.SYSTEM ARCHITECURE 

Overall system For Credit card Fraud Detection consists of 

Following Module/Phases: 

1. Online Purchase 

2. Cluster Formation 

3. Fraud detection 

4. Send one time Password (OTP) 

 

Module Description : 

Phase1: Online Purchase  

The Online Shopping system will enables vendors to set up 

online shops, customers to browse through the shops. It will 

consists of product details, security system, status and exits 

The administrator can enter the name and password and 

generate the report and can perform operations like Add, 

search, delete the products in the database. The database will 

maintain the product details information. Customer can view 

their product details. She/he can view her/his product details 

and buy their product. When he/she buy product, he/she will 

be directed to bank web site page. Here he/she authenticate 

fraud detection system by providing username and password. 

if information provided by he/she is correct then FDS system 

will come in action 

 
.        

                                

Phase2: Cluster Formation  

 Credit Card Transaction Processing Operation will 

be map into HMM, by converting Transaction Amount into 

observation symbols. These observation symbols are 

configuring into three type of cluster high, low and medium. 

In this way we will get card holder profile based on 

purchasing behavior of card holder. 

  START 

    STOP 

  FRAUD 

CHECK 

LOGIN 

CREDIT CARD INFORMATION 

VERIFY ONE TIME PASSWORD 
transaction amount) 

 

CONTINUE THE 

TRANSACTION 

NO 

NO 

YES 
YES 

PURCHASE 
 

VERIFICATION 
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Phase 3: Fraud detection using Hidden Markov Model 

Hidden Markov Models (HMM) are stochastic 

methods to model temporal and sequence data. Hidden 

Markov Models can be seem as finite state machines where 

for each sequence unit observation there is a state transition 

and, for each state, there is a output symbol emission . 

HMM can be characterized by 5 Parameters. 

                                                     λ =(N,M,A,B,л) 

1. N is the number of states in the model. We denote the set 

of states S = {S1; S2;..; SN} Where Si ,i  = 1,2,…N is 

individual state. The state at time instant I is denoted by q t 

2. M is the number of distinct observation symbols per state. 

The observation symbols correspond to the physical output of 

the system being modeled. We denote the set of symbols V = 

{ V1 ;V2 ;...VM  }, where Vi,I =1;2;...;M is an individual 

symbol . 

3. The state transition probability matrix A=[a i j] where  a i j = 

P ( qt+1 = S | q t = Si ), 1≤  i ≤ N,1 ≤ j ≤N; t=1,2,… 

4. The Observation Symbol Probability matrix B = [ bj (k)]. 

Where bj (k) is the probability distribution of observation 

symbol k at state j. 

bj (k)=P(Vk  | Sj  ) ,1≤  j ≤ N,1≤  K ≤ M  

5. Initial state distribution  л = [  лi ] where л I = P(q1 = S j ), 1≤ 

i ≤ N . 

6. The observation sequence O = O1 , O2 ,O3 ,…OR ,where 

each  observation sequence Ot  one of the observation 

symbols from V and  R is the number of observation in the 

sequence. 

  Complete specification of HMM requires 

the estimation of two model parameters, N and M and three 

Probability Distribution A, B and л. Notation λ =(A,B,л) is 

used to indicate the Complete set of Parameter of the Model 

,where A,B implicitly include N and M. 

   

 
 

Fraud Detection using Hidden Markov Model comprises Two 

Phases: First Training Phase and Second Detection Phase. In 

Training phase, we will train the Model to Cardholders 

Normal Behavior. And in detection phase, we try to find 

deviation from normal behavior of card holder.  If FDS find 

Deviation in expected and Actual behavior then we assume as 

Suspicious Transaction and one time Password is send to 

Card holders mobile 

 

Phase 4: One time password Generation 

Passwords are the most basic forms of 

authentication, but they are easily guessed, frequently 

forgotten and expensive to maintain. Typically Static 

Passwords have long lifespan and are often reused for 

multiple applications. They are vulnerable to phishing attacks 

because the user can potentially be duped into entering a 

password into a fraudulent web site or application. A phisher 

can then collect the information and use it later for fraud and 

theft. 

One time password provide Two-factor 

authentication and provides improved protection, since users 

enter something they know—a Personal Identification 

Number (PIN)—and something they have—the changing 

code on an authenticator the size of a keychain. Strong, two-

factor authentication is a proven solution for security within 

the enterprise, but it is designed for authenticating the user to 

the application. 

IV. CONCLUSION  

In our Dissertation, we aim to develop Credit card fraud 

Detection System by using Hidden Markov Model. We Train 

the Hidden Markov Model based on overall purchasing 

behavior of the Cardholder. Fraud detection is a useful tool in 

reducing unauthorized transactions. As Model track buying 

habits of cardholders, it become familiar with where the 

cardholder shops, and how much Card holder spends on 

average at each merchant. In our Base Paper, they detect the 

RAW DATA 

(Card holder’s transaction amount) 

 

K-MEANS CLUSTERING ALGORITHM 

 

CLUSTERS OF DATA 

(Cluster of Transaction Amount) 

Create 

Clusters 

Identify the 

spending Profile 

of Card holder 

Choose initial 

Probability Based 

on Spending 

Profile 

Construct 

sequence from 

training Data 

Construct and 

Trains the 

Model 

1. Training phase 

Generate observation 

Symbol Ot+1 

Add O t+1  in existing 

Sequence to form new 

Sequence 

Accept both new 

and Old Sequence 

Calculate Δα 

Test 

Normal Anomaly 

Send One Time 

Password 

Add Symbol O t+1  in 

existing Sequence  

2. Detection phase 
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Fraud using by cluster, clustering Card holder Profile into 

three classes low, medium and high and then train the Hidden 

Markov Model normal behavior of card holder .we aim to 

extend this work, by sending one time password if trained 

model find deviation between expected and actual behavior. 
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