International Journal of Engineering Research & Technology (1JERT)
NCITSF 14 Conference Proceedings
ISSN: 2278-0181

Research Challenges in Mobile Application
Testing and Test Cases

Niranjanamurthy M Sai Prasad C Manushree SP
Research Scholar, Dept, of Student of MC A, MSRIT, Student of MCA, MSRIT,
Computer Science Engg., JITU, BANGALORE, BANGALORE,

RAJASTHAN,
nirvhsdi@gmail.com

Abstract — Mobile application testing is mainly deals
with functionality, Usability and consistency of that
application. Mobile devices are everywhere. Businesses
depend on them. Customers inferact with them like
never before. Their exponential growth is creating high
demand and an even higher need for advanced
functionality. But innovation and increased speed to
market bring mamy testing challenges. Mohile
applications either come pre-installed o can be
installed from mobile software distribution platforms.
Mohile deviees have witnessed a phenomenal growth in
the past few years, Device and platform diversity, short
release cvecles, lack of matwre testing tools and the
variety of network connectivity options result in
frequent cost overruns and missed deadlines in today’s
mobile application testing  environment. A
comprehensive mobile testing strategy that includes
device and network infrastructure, optimized selection
of target devices, and an effective combination of
manual and awlomated testing (ools (0 cover both
functional and non-functional testing is essential for
getting your mobile applications to market on time and
within budget. Understanding and learning to create
mohile application test cases.

Keywords— Mabile application testing, Types of Mobile
Application Testing, Challenges in Mobile App Testing,
Custowievs Challenges in Mobile Testing, , Intevruptions
af the smehile application Testing, Maobility Testing
Process, Security testing in Mobife application, Mobile
applicaiion fest cases.

[ INTRODUCTION

Mobile application testing (MAT) is a process by
which application software developed for hand held
mobile devices is tested for ita functionality, usability
and  uniformity.  Mobile  Application  Testing
technigues  are:  Functional Testing, Laboratory
Testing, Performance Testing, Memory Leakage
Testing, Interrupt  Testing, Usahility testing,
Installation testing, Certilication Testing, Challenges
in Mohile Application Testing are: Types of Mohile
Deviges, Diversity in Mobile Plattforms/OS, Mobile
network operalors, Scripting,
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Mohile app testing is different from testing of
deskiop applications, as apart from regular functional
and Ul requirements we also have to congider factors
like  device hardware, screen  size,  platform,
connectivity issues and many more,

Mohile devices have witnessed a phenomenal growth
in the recent years, A study conducted by the Yankee
Group predicts generation of $4.2 billion in revenue
by 2013 through 7 hillion US. smartphone app
downloads, Mobile application  rtesting  involves
evaluating funciional & non-funetional
characreristics of application softwares developed for
Hand held devices such as mobile phones, tablers efc,
Testing a mobile application across multiple devices
running on the same platform and every platform
poscs a unique challenge for testers.

Testing mobile applications through:

1) Devices.

i) I phone — Simulator

iii) Android -- Emulator

[ AIM OF THE STUDY

¢  To understand what 1s Mobile Application
Testing

» To Know the Types of Test techniques
required for Mobile Application

e Knowledge on Mohility Testing Process To
understand  Key  Challenges  m Mobile
Application Testing

¢ To know Mobile Testing Tools and Tool
Selection Criteria

» To undersiand Customers Challenges in
Mobile Application Testing

¢  Knowledge on Interruptions of the mobile
Application Testing

o Understand the Sceurity testing conditions

in Maohile Application

To write basic mobile application test cases,

[II. RELATED WORK
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The usability of mobile applications is critical for
their adoption because of the relatively small sercen
and awkward (sometimes virtual) keyboard, despite
the recent advances of smartphones. Traditional
laboratory based usability testing is often tedious,
expensive, and does not reflect real vse cases. In this
paper, we proposc a toolkit that embeds into mobile
applications the ability to automatically collect user
mterface (Ul) events as the user interacts with the
applications. The events are fine-grained and useful
for quantified usability analysis. We  have
implemented the toolkit on Android devices and we
evaluated the toolkit with a real deploved Androd
application by comparing cwvent analysis  (state-
machine based) with traditional laboratory testing
{expert based).

Challenges in Mobile App Testing: It"s been clear for
a while that mobile devices are the cwrrent market

low battery, bad network coverage, low available
memory, simultancons access to application’s server
by several users and other conditions. Performance of
an application can be affected from two sides:
application’s server side and client’s side.
4. Memory Leakage Testing- Memory  leakage
happens when a computer program or application is
unable to manage the memory it is allocated resulting
i poor performance of the application and the
overall slowdown of the system,
5 Interrnpt Testing- An application while
functioning may face several interruptions like
incoming calls or network coverage outage and
rCCovery.
The different tvpes of intermptions are:
 Incoming and Ouigoing SMS and MMS
Incoming and Outgoing calls
Incoming Notifications

Battery Removal
players, even more so that some experts have been Cable Inscrtion and Removal for data
counting on them to take over the PCs and Deskrops transfer

in near future. But as with any emerging technology,
developing and implementing mobile applications
can pose a number of unique challenges.

The major challenge in Mobile App Testing is the
multiplicity of mobile devices  with  different
capabilities, features and resmrictions, Devices may
have different technical capabilities such as amount
of available memory, screen  resolution,  screen
origntation  and  size of the display, network
connectivity options, support for different standards
and interfaces.

There are multiple operating  systems  that  are
prevalent in the mobile space like Symbian, Android,
iPhone O8, Windows, Linux, Blackberry 08, palm
085, Brew, etc. Each of the operating systems can
have further versions for different types of devices
which make platfirm testing complex and further
challenging. Another challenge is thar the developers
need to focus on developing applications that are
easy to use on a mobile and consume less power,

IV. TYPES OF MOBILE APPLICATION TESTING

1. Fusnctiomnal Testing- Functional testing ensures that
the application is working as per the requirements.
Most of the test conducted for this is driven by the
user interface and call flows,

2. Laborgtory Testing- Laboratory testing, usually
carried out by network carriers, is done by simulating
the complete wireless network. This test is performed
to find out any glitches when a mobile application
uses voice and/or data connection to perform some
functions,

3. Performance Testing- This testing process is
undertaken to check the performance and behaviour
of the application under certain conditions such as
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e Network outage and recovery

o Media Player on/oft

s Device Power cycle
An application should be able to handle these
interruptions by poing into a suspended stare and
resuming afterwards.
0, Usability resting- Usability testing is carried out o
verify it the application 15 achieving its goals and
getting a favourable response from users. This is
impaortant as the usability of an application is its key
to commercial success (it is nothing but friendliness)
7. Installation fesiing- Certain mobile applications
come pre-installed on the device whereas others have
to be installed from the store. Installation testing
verifies that the mstallation process goes smoothly
without the user having to face any difficulty.
8. Certification Testing- To get a certificate of
compliance, cach mobile device needs to be tested
against the guidelines set by different maohile
platforms.
The Certified Mobile Application Tester popularly
known as CMAT certification exam is offered by the
Global  Association  for  Quality  Management
{GAQM) via Pearson Vue Testing Centre world wide
to  benefit  the Mobile  Application  Testing
Community.

V. MOBILITY TESTING PROCESS

Testing 15 a process rather than a single activity. This
process starts from test planning then designing test
cases, preparing for execution and evaluating status
tll the test closure. So, we can divide the activities
within the fundamental test process into the
following basic steps: Planning and Conirol, Analysis
and Design, Implementation and Execution,
Ewaluating exit criteria and Reporting, Test Closure
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aclivities. A typical end-to-end
mobile testing process should start from creating test
cases of the application, performing user acceptance
and finally device testing stage. The stages in mobile
application testing process are as follows:

Start by Preparing test cases

Test case
Preparation
Antomated seript
dentification &
Modification
Magual &
Automated testing
Usability Testing

Identify the re-usable automation scripis

Apd modify the scripts as per the project
requirement

Execute both manual and automation test cases

User experience is key for apps to be accepted by end
users. Check usability tssues, navigation and content

Performance Test the performance of the mobile application for

Testing its responsiveness, scalability, resource usage and
stability based on standards

Security & Ensure the app is secure by checking SQL Inbection,

Compliance Datadump, Man in the Middle, Session Hijacking,

Testing Packet Sniffing, 551 Vakidation

Device Testing Execute test cases in other family of devices in

the lab or testing simulation ool
(Example: Perfecto, Mobile Device Anvwhere)

Fizg. 1. Testing Process

Security and data privacy are of highest importance
in today’s scenario. Users are worricd about their
privacy.

VI, KEY CHALLENGES TN MOBILE
APPLICATION TESTING

1. Variety of Mobile Devices- Mobile devices differ
in screen sizes, input methods (QWERTY, touch,
normal) with different hardware capabilities.

2. Diversity in Mobile Platforms/08§- There are
different Mobile Operating Systems in the market.
The major ones are  Android, [05, BREW,
BREWMP. Symbian, Windows Phone, and
BlackBerry (RIM). Each operating svstem has its
own limitations, Testing a single application across
multiple devices running on the same platform and
every platform poses a unique challenge for testers.

3. Mohile network operators- There are over 400
mobile network operators in the world;[2] out of
which some are CDMA, some GSM, whereas others
use less common network standards like FOMA, and
TD-SCDMA. Each network operator uses a different
kind network infrastructure and this limits the flow of
information,

4. Scripting- The variety of devices makes executing
the test seript (Scripting) a key challenge. As devices
differ in keystrokes, input methods, menu sructure
and display properties single script does not function
on cvery device,
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The following poimnis that are to be considered while
testing mobile applications arc to be addressed with
the following questions:

) Which mobile devices and operating system
versions will this application suppaort?

2) How do we test applications to make sure they run
on those platforms?

31 What  modifications  must  be  made to
accommodate the differences among platforms?

4) How will mdustry innovations be  supported

going  forward. since  new  mobile devices,
technologies, and applications are constantly being
introduced?

5) How will development and testing processes
accommaodate  the inherent differences among
wirgless network  protocols and  mobile  service

providers?

&) How do we know how much tesring is enough?

VII. SOME POPULAR MOBILE TESTING TOOLS
AND TOOL SELECTION CRITERIA
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Tool Selection Criteria:
[t 15 based on:
o Cost Benefit Analysis
¢ Timelines for the project
s Regression Test Count & Complexity

Scope based decisions:
e Platforms support
*  Supported Versions of platforms
¢ Types of automation supported.
¢ Device variants within a platforms (form

factors)
Feature based decisions:

s Working on both simulator /device
s [ntegration lo lest management
¢ FEase of use and scripting
Infrastructure
[nfFastructure decisions:

support

o Stability
¢  Dependency on Mac/deskiops
¢ Cloud based/stand alone
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Test Technigues

Maobkile Application
Testing

Test Environment

Fig. 2, Muobile Application Test Matrix

| sRemote Device Conactivity
“ (Ex: Devicshnywhene, Perfecio Mobile Test
| Cloud)

| =in-house Physical Device

Testingon
Real Device

LR =0T wviendor specific Device Emulator{Ex: Nokia,
iPhone, Blackborry ete)

sPlatform Specific Device Emulaton(ex: 12ME,
Android and 105 etc)

Device
Emulator

Figured. Mobile Apphcation Test Environment

VI CUSTOMERS CHALLENGES IN MOBILE
TESTING

s Varicty of mobile devices in market and multiple
manufacturers

« Coping with the short hifecyvele of the mobile
application in market
Huge varicty of hardwarc capabilitics
Shorter duration of device life in the market
Variety of network modes like 263646/ Wi-
Fi/'Wi-Max

« Huge investment and high time frame to set up an
test lab
Most of the tools are image based comparison tool
One test tool may not support all placforms
versions

o Tools may need juilbreak/rooting that invokes
security threat

« Testing on latest technologies like HTMLS, NFC,
ele.
High rise of localized application capability
Chaoice between simulators and real devices for
testing.

8.1, Muohile testing how is it differemt?
1. device diversity

s  NMultple Platforms

s  NMultiple Browsers

s Rendering differences

o Mobile devices have different application

runlimes.

2. network challenges
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o  Multiple type of Networks (GSM / GPRS /
Wi-Fi / Wi-Max ctc )
Unpredictable time taken for data transfer
Diiferent speed of connectivity  across
geographics

e  Multiple  MNetwork Operators  with
customized Network features

3. hardware challenges
e Limitations in processing speed
¢ Limitations of Memaory size of mobile
e Differences in Communication Protocols of
devices WAPS HTTP.

[X. INTERRUPTIONS OF THE MORILE
APPLICATION TESTING

There are various events that can mterrupt the flow of
your application, Your application should be able to
handle these and should be tested for the same.
Incoming Call

Text message

Other app notifications

Mo storage

Airplane mode

[ntermittent conmectivity

Home screen jump

Sleep mode

Storage low

Rattery low

Battery dead

X, SECURITY TESTING IN MOBILE
APPLICATION

Security and data privacy are of highest importance
in today’s scenario. Users are worried about their
data and recommendation being exposed through
vulnerable applications.
e Is wyour application storing payment
information or credit card details?
o Does vour application use secure network
protocols?
Can they be switched to insceure ones?
Does  the application  ask  for  more
permissions than 1t needs?
Dioes your application usc certificates?
Dines your application use a Device [D as an
identifier?

XL TEST CASES

Test cases are shown in Table the Tahle below.

www.ijert.org
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al. Module Sub- Test case Description Expected Result
Module

Inatallation Werify that application can

b installed successfilly,

Application should be able o insall successfinlly,

2 Uningtallution Verify that application can be User should be able touninstall the application successfully,
uninstalled successfully,

3 Metwork Test Verity the behaviour of application User should get proper emror message like “Metwork error.
Cases when there is Network problem and Please trv afier sometime"
nuRer B performing operations for date
call.

Werify that uger 15 able o establish dacy ser should be able o establish data call when Metwork is back

call when Nebwaork is back in action. i action,
4 Virige Call Call Accept [ Werify that user can secept Voice call at | ser should be able o aceept Voice call at the time when
Handling thie time wWhen application s runming application i iinmng and can resime back in application from
and can resume back i application the same point,

from the game point,

Call Venily thatl wser can reject the User should be able w reject the Yoice call al the wme when
Rejechion Wice call al the lime when application application is munning and can resume back i application from
5 mnning and can resume back in the same poinl

application from the same poinL.

Call Werify that user can csublish a Voice User shonld be able w esablish a Voice call in case when
Establish call in cage whes application data call is | application data eall 12 unaing i background
rmnning in backgrownd.

5 S35 Handling Werify that user can el SMS alert User shouhl be able to ger SMS alen when application is
when application is mnming runmiig.
Verily that user can resume back from User showld be able (o resume back from the same pont afler
the same point after reading the ShS, resnling the SMS,

6 Unmapped Keys Werity that unmapped keys are not Unmappest keys should not work on any soreen of applicaion

wiorking on any screen of applicaton.

T Application Logo Verify that applicamon loge with Application logo with Application name should be present in
Application same is prescit in application manager wnd user can select il
application Manager and user can select
ik

E] Splazh Verify that when user selects When user selects application loge inapplication mamger

application loge in application manager | splash should be displayed
spdash is displayved

Mote thit Splash do not vermain for more | Splish should nor remain for more than three seconds,
thitn three seconds

9 Luow Memory Werify thet applicatuon displays peoper Application should display proper emor message when device
crror message when device memory is memary 1= low and exists pracdelully from the siluebion
low wndl exits gracefully from the
sitnution.

10 Clear Key WeriBy that clear key should navigate Clear key should nevigate the user to previous screen.

thie nser to previous screen.

X1 CONCLUSION app testing is different from testing of desktop
applications, as apart from regular functional and Ul
requirements we also have to consider factors like
device hardware, screen size, platform, connectivity
issues and many more. Testing can show the
presence of faults in a system: it cannot prove there
are no remaining faults. Component developers are

Maobile application testing is a process by which
application sofiware developed tor hand held mobile
devices is tested for its functionality even maore so
that some experts have been counting on them to take
over the PCs and Deskiops in near furure.  Mobile
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responsible for component testing: system testing s
the responsibility of a scparate team, Integration
testing 15 testing increments of the svstem; release
testing involves testing a system to be released to a
customer, Use experience and guidelines to design
test cases in defect testing, Tool Selection Criteria It
i5 based on cost Benefit Analysis, Timelines for the
project Regression Test Count & Complexity and
Customers Challenges i Mobile Testing. Mobile
application test cases play an important role in
identifying bugs and assure quality factors in the
application,
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