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Abstract: In this paper we are proposing a novel
technique for encrypting a message for network
security application. Here we are applying both RSA
algorithm and LSB steganography method for
message to provide higher security. This algorithm
was developed using system C coding and
implemented on FPGA. FPGA will provide the
quantified architecture for development an ASIC IC.
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. INTRODUCTION

The earliest forms of information hiding can
actually be considered to be highly crude forms of
private-key cryptography; the “key” in this. case
being the knowledge of the method being employed
(security through obscurity). Steganography books
are filled with examples of such methods used
throughout history. Greek messengers had messages
tattooed into their shave head, concealing the
message when their hair finally grew back. Wax
tables were scraped down to bare wood were a
message was scratched. Once the tablets were re-
waxed, the hidden message was secure [15]. Over
time these primitive cryptographic techniques
improved, increasing speed, capacity and secufity o
the transmitted message.

Today, crypto-graphical techniques have
reached a level of sophistication such that prgperl
encrypted communications can be assumed secure
well beyond the useful life of the information
transmitted. In fact, it's projected that the most
powerful algorithms using multi kilobit key lengths
could not be comprised through brute force, even if
all the computing power
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Worldwide for the next 20 years was focused on the
attack. Of course the possibility exists that
vulnerabilities could be found, or computing power
breakthroughs could occur, but for most users in
most applications, current cryptographic techniques
are generally sufficient.

A public-key encryptionechnologydeveloped
by RSA Data Security, Inc. The acronym stands for
Rivest, Shamir, and Adelman, the inventors of the
technique. The RSA algorithm is based on the fact
that there is no efficient way to factor very large
numbers. Deducing an RSA key, therefore, requires
an extraordinary amount of computer processing
power and time.

The RSA algorithm has become the de facto
standard for industrial-strength encryption, esaéci
for data sent over the Internet. It is built int@my
software products, including Netscape Navigator and
Microsoft internet Explorer.

The RSA algorithm is the most commonly
used encryption and authentication algorithm and is
included as part of the Web browsers from Microsoft
and Netscape. It's also part of Lotus Notes, Istuit
Quicken, and many other products. The encryption
system is owned by RSA Security. The company
licenses the algorithm technologies and also sells
development kits. The technologies are part of
existing or proposed Web, Internet, and computing
standards.

A.STEGANOGRAPHY IN HISTORY

Steganography means to hide secret
information into innocent data. Digital images are
ideal for hiding secret information. An image
containing a secret message is called a cover image
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First, the difference of the cover image and tlgst
image should be visually unnoticeable. The
embedding itself should draw no extra attention to
the stego image so that no hackers would try to
extract the hidden message illegally. Second, the
message hiding method should be reliable. It is
impossible for someone to extract the hidden
message if she/he does not have a special exgactin
method and a proper secret key. Third, the maximum
length of the secret message that can be hidden
should be as long as possible.

“Steganography is the art of hiding information in
ways that prevent the detection of hidden messages.

B.STEGANOGRAPHY IN THE DIGITAL AGE
Steganography is the art of secret
communication. Its purpose is to hide the very
presence of communication as opposed to
cryptography whose goal is to make communication
unintelligible to those who do not possess thetrigh
keys. Digital images, videos, sound files, and iothe
computer files that contain perceptually irrelevant
redundant information can be used as “covers” or
carriers to hide secret messages. After embedding a
secret message into the cover-image, a so-called
stego-image is obtained. It is important that the
stego-image does not contain any easily detectable
artifacts due to message embedding. A third party
could use such artifacts as an indication thatcaese

message is present. Once this message detection can

be reliably achieved, the steganographic tool
becomes useless.

Obviously, the less information is embedded
into the cover-image, the smaller the probability o
introducing detectable artifacts by the embedding
process. Another important factor is the choicéhef
cover-image. The selection is at the discretiothef
person who sends the message. The sender should
avoid using cover-images that would be easy to
analyze for presence of secret messages. For
example, one should not use computer art, charts,
images with large areas of uniform color, images
with only a few colors, and images with a unique
semantic content, such as fonts. Although computer-
generated fractal images may seem as good Covers
because of their complexity and irregularity, ttaeg
generated by strict deterministic rules that may be
easily violated by message embedding.

C.CRYPTOGRAPHY VS STEGANOGRAPHY

Cryptography is the science of encrypting
data in such a way that nobody can understand the
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encrypted message, whereas in steganography the
existence of data is conceived means its presence
cannot be noticed. The information to be hidden is
embedded into the cover object which can be text,
image, audio or video so that the appearance afrcov
object doesn’t vary even after the information is
hidden. Information to be hidden + cover object =
stego object.

To add more security the data to be hidden is
encrypted with a key before embedding. To extract
the hidden information one should have the key. A
stego object is one, which looks exactly same as
cover object with an hidden information.

D.STEGANOGRAPHY VSWATERMARKING

Watermarking is another branch
steganography it is mainly used to restrict thaqir
in digital media In steganography the data to be
hidden is not at all related to the cover objeet,eh
our main intention is secret communication.

In watermarking the data to be hidden is
related to the cover object it is extended data or
attribute of the cover object, here our main iritamt
is to stop piracy of digital data. Steganographw is
very powerful tool because, as the stated above, it
can be very difficult to detect.

of

Il PROPOSED SYSTEM

This paper proposed RSA and LSB
Information Hiding algorithm to improve more
security. The idea behind the LSB algorithm is to
insert the bits of the hidden message into thet leas
significant bits of the pixels. Achieving the pusgo
of information hiding with the secret bits of
information to replace the random noise, using the
lowest plane embedding secret information to avoid
noise and attacks, making use of redundancy to
enhance the sound embedded in the way nature to be
addressed. The results showed that the proposed
algorithm has a very good hidden invisibility, good
security and robustness for a lot of hidden
attacks.However, the limitation of capacity hasued
to think about an improved approach which can be
achieved through hardware implementation systems
with the help of a programmable gate array (FPGA)
board.

In this process first we generating the Public
key and private key for RSA Encryption then we
started encryption of RSA using public key then
cipher is given as a input to Image then LSB
encryption was done then at receiver through LSB
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decryption he obtains the cipher then through RSA
decryption he obtains the original message.

It is the process of embedding data within the
domain of another data, this data can be text, é@nag
audio, or video contents. The embedded watermark
can be visible or invisible (hidden in such a wagtt
it cannot be retrieved without knowing the extrawti
algorithm) to the human eye, specified secret keys
are taken into consideration in order to enhanee th
security of the hidden data

LSB
Encryption

Rsa

Ciphertext

Decrypted
Cipher

Message

Figure 1. Overall Architecture Block Diagram

Drecryption

11 EXPERIMENTAL SETUP

A. Xilinx Platform Studio

The Xilinx Platform Studio (XPS) is the
development environment or GUI used for designing
the hardware portion of your embedded processor
system. B. Embedded Development Kit Xilinx
Embedded Development Kit (EDK) is an integrated
software tool suite for developing embedded systems
with Xilinx Micro Blaze and PowerPC CPUs. EDK
includes a variety of tools and applications toisiss
the designer to develop an embedded system right
from the hardware creation to final implementation
of the system on an FPGA. System design consists of
the creation of the hardware and software
components of the embedded processor system and
the creation of a verification component is optiona
A typical embedded system design project involves:
hardware platform creation, hardware platform
verification (simulation), software platform creatj
software application creation, and software
verification. Base System Builder is the wizardt fisa
used to automatically generate a hardware platform
according to the user specifications that is defimgd
the MHS (Microprocessor Hardware Specification)
file. The MHS file defines the system architecture,
peripherals and embedded processors]. The Platform
Generation tool creates the hardware platform using
the MHS file as input. The software platform is
defmed by MSS (Microprocessor Software
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Specification) file which defines driver and libyar
customization parameters for peripherals, processor
customization parameters, standard 110 devices,
interrupt handler routines, and other softwareteela
routines. The MSS file is an input to the Library
Generator tool for customization of drivers, libear
and interrupts handlers.

Standard Embedded
SW Development Flow

Xilinx Platform

Figure2: Embedded Development Kit Design Flow

The creation of the verification platform is
optional and is based on the hardware platform. The
MHS file is taken as an input by the Simgen tool to
create simulation files for a specific simulatohrde
types of simulation models can be generated by the
Simgen tool: behavioral, structural and timing
models. Some other useful tools available in EDK ar
Platform Studio which provides the GUI for creating
the MHS and MSS files. Create / Import IP Wizard
which allows the creation of the designer's own
peripheral and import them into EDK projects.
Platform Generator customizes and generates the
processor system in the form of hardware netlists.
Library Generator tool configures libraries, device
drivers, file systems and interrupt handlers for
embedded processor system. Bit stream Initialiak to
initializes the instruction memory of processors on
the FPGA. GNU Compiler tools are used for
compiling and linking application executables for
each processor in the system [6]. There are two
options available for debugging the application
created using EDK namely: Xilinx Microprocessor
Debug (XMD) for debugging the application
software using a Microprocessor Debug Module
(MDM) in the embedded processor system, and
Software Debugger that invokes the software
debugger corresponding to the compiler being used
for the processor. C. Software Development Kit
Xilinx Platform Studio Software Development Kit
(SDK) is an integrated development environment,
complimentary to XPS, that is used for C/C++
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embedded software application creation and
verification. SDK is built on the Eclipse open soair
framework. Soft Development Kit (SDK) is a suite of
tools that enables you to design a software
application for selected Soft IP Cores in the Xilin
Embedded Development Kit (EDK).The software
application can be written in a "C or C++" then the
complete embedded processor system for user
application will be completed, else debug &
download the bit file into FPGA. Then FPGA
behaves like processor implemented on it in a Xilin
Field Programmable Gate Array (FPGA) device.

IV CONCLUSION

In this paper we have presented a new
method of implementing both cryptography and
steganography with higher embedding capacity.
Theembedding capacity of the approach is controlled
through the filter cut-off frequency. The approach
was analyzed and shown to have a very high
confidentiality due to the sharpness of information
recovery with the cut-off frequency. The New
Approach is using lesser hardware architecture with
an reasonable speed of 83MHz Approximately in a
Spartan 3 FPGA with 50MHz Clock Crystal. So we
can use it to the steganography technique veryyeasi
than other techniques without any problem.
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