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Abstract— This paper deals with a novel 
forwarding scheme for wireless sensor networks 
aimed at combining low computational 
complexity and high performance in terms of 
energy efficiency and reliability. The proposed 
approach relies on a packet-splitting algorithm 
based on the Chinese Remainder Theorem 
(CRT) and is characterized by a simple modular 
division between integers. In addition to CRT 
method for packet splitting, we also propose a 
efficient method for packet routing such that the 
forwarding the split packets to the base station. 
Though simulation we prove that the proposed 
method is secure and also energy efficient with 
increased reliability.  
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I.  INTRODUCTION 

A WIRELESS sensor network (WSN) is composed 
of a large number of low-cost devices distributed 
over a geographic area. Sensor nodes have limited 
processing capabilities, therefore a simplified 
protocol architecture should be designed so as to 
make communications simple and efficient. 
Moreover, usually the power supply unit is based 
on an energy-limited battery; therefore solutions 
elaborated for these networks should be aimed at 
minimizing the energy consumption. To this 
purpose, several works have shown that energy 
consumption is mainly due to data transmission, 
and accordingly energy conservation schemes have 
been proposed aimed at minimizing the energy 
consumption of the radio interface.  
With the aim of reducing energy consumption 
while taking the algorithmic complexity into 
account, authors in [1] proposed a novel approach 
that splits the original messages into several 
packets such that each node in the network will 
forward only small subpackets. The splitting 
procedure is achieved applying the Chinese 
Remainder Theorem (CRT) algorithm [2], which is 
characterized by a simple modular division 
between integers. The sink node, once all 
subpackets (called CRT components) are received 

correctly, will recombine them, thus original 
message. The splitting procedure is especially 
helpful for those forwarding nodes that are more 
solicited than others due to their position inside the 
network. Regarding the complexity, in the 
proposed approach, almost all nodes operate as in a 
classical forwarding algorithm and, with the 
exception of the sink, a few low-complex 
arithmetic operations are needed. If we consider 
that the sink node is computationally and 
energetically more equipped than the other sensor 
nodes, the overall complexity remains low and 
suitable for a WSN. But this technique is not secure 
enough. Same routing path is used, so an attacker 
can easily capture the CRT packets and reassemble 
them. Also the chance of routing path being same 
is high, so packets may be lost due to sudden 
congestion in the work. In this paper, we propose 
solution to handle this problem and still the core of 
energy saving and increased reliability is 
maintained along with secure routing scheme so 
attacker is not able to receive all CRT packets and 
also no packets are lost due to sudden congestion.  
 
The rest of the paper is organized as follows. 
Section II presents a brief summary of related 
works already existing in literature and highlights 
the distinguished approach of our solution as 
compared to them. Section III describes the 
overview of the proposed solution Section IV 
describes the proposed solution in detail. In Section 
V, describes the performance of the proposed 
solution. Finally, in Section VI, some concluding 
remarks are drawn.  

II.  RELATED WORK 

Energy saving, reliability, and security of data are 
three key issues in WSNs. 
With regards to energy saving, two main 
approaches can be found in the literature: duty 
cycling and in-network aggregation; see [3] and 
[4], respectively. The first approach consists in 
putting the radio transceiver on sleep mode (also 
known as power-saving mode) whenever 
communication is not needed. Although this is the 
most effective way to reduce energy consumption, 
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a sleep/wakeup scheduling algorithm is required 
(which implies solving critical synchronization 
issues), and energy saving is obtained at the 
expense of an increased node complexity and 
network latency. The second approach is intended 
to merge routing and data aggregation techniques 
and is primarily aimed at reducing the number of 
transmissions. In this perspective, and in the 
specific target to improve robustness of data 
aggregation, multipath routing algorithms together 
with erasure codes can be employed. However, the 
most commonly used erasure codes are not suitable 
for WSNs. 
An interesting example of using a multipath 
approach together with erasure codes to increase 
the reliability of a WSN has been proposed in [5]. 
However, in that work, the authors suggested the 
use of disjoint paths. When compared to our 
proposed forwarding technique, using disjoint 
paths has two main drawbacks. First, a route 
discovery mechanism is needed. Second, as the 
numbers of disjoint paths are limited, the numbers 
of splits (and therefore the achievable energy 
reduction factor) are limited as well. Furthermore, 
in [5], the authors considered general forward error 
correction (FEC) techniques without investigating 
their specific complexities and/or their impact on 
energy consumption. 
Another similar work is [6], where the authors have 
proposed a protocol called ReInForM (Reliable 
Information Forwarding using Multiple paths in 
sensor networks). The main idea investigated in 
this paper is the introduction of redundancy in data 
to increase the probability of data delivery. The 
redundancy adopted is in the form of multiple 
copies of the same packet that travel to the 
destination along multiple paths. However, as 
shown in [7], multiple paths could remarkably 
consume more energy than the single shortest path 
because several copies of the same packet have to 
be sent. Furthermore, in all the papers mentioned, 
the authors do not consider the splitting procedure 
as a method for reducing energy consumption. An 
attempt to guarantee reliability, while minimizing 
the energy consumption and, at the same time, 
considering a packet-splitting procedure, has been 
made in [8]. As in [5], the authors use distinct paths 
and erasure codes to provide reliability in the 
network. However, the algorithm proposed is a 
centralized one based on convex programming that 
is not suitable for WSNs.  
 

III.   OVERVIEW OF PROPOSED 
SOLUTION 

 
Our proposed solution consists of 3 stages. 
1. Split packets with CRT 

2. Randomly propagate the CRT towards the 
base station 

3. Reassemble the packets to form the original 
data. 

The third stage follows the first two stages are as 
proposed in [1]. 
 
The node which generates the data split the packets 
according the CRT method. The split packets are 
not routed directly to the base station using 
traditional routing. In this project we propose a 
mechanism to forward the packets to the 
destination using a unique forwarding mechanism 
such that the route is not predictable.   
By using unpredictable routes we are securing the 
packets from the attacker, so that he will not be 
able to eavesdrop the packets.    
Once the CRT packets are received at the sink, sink 
re assemble the original data from the CRT packets 
received.      

IV.  DETAILS OF PROPOSED 
SECURITY MECHANISM 

A. CRT Packet splitting 

When a node generates the data, it split into many 
subpackets using the CRT algorithm. 
The Chinese Reminder Theorem is an ancient but 
important calculation algorithm in modular 
arithmetic. The Chinese Remainder Theorem 
enables one to solve simultaneous equations with 
respect to different moduli in considerable 
generality 
The Chinese Remainder Theorem says that certain 
systems of simultaneous congruences with different 
moduli have solutions. 
The theorem can be written mathematically as 
follows 
Let r  and s be positive integers which are relatively 
prime and let a and b be any two integers. Then 
there is an integer N such that  

N ≡ a (mod r)  (1) 

and  

N ≡ b (mod s)  (2)  

 
Moreover, N is uniquely determined modulo r s. 
An equivalent statement is that if (r, s) =1, then 
every pair of residue classes modulo r  and s 
corresponds to a simple residue class modulo r s.  

By using the concept of Chinese remainder 
theorem the input data is broken to many smaller 
numbers. Each is encoded as packet.  

B. Routing of Packets 

If the Routing becomes predictable the attackers 
can eavesdrop and collect the CRT packets to find 
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the original data. Sending the each CRT packet in 
diverse path is a solution to provide security but it 
will be result in loss of energy. So we a solution 
which is both secure and energy optimal.  

A node on generating the CRT packets must 
employ random till some hops and then continue 
routing all CRT packets in the same path.  

In the proposed algorithm, each node maintains a 
count of how many times it has chosen the next 
hop neighbor for forwarding.    

The forwarding consists of two stages 

1. Random propagation phase 

2. Routing Phase 

 

After the packets are split, the node initializes with 
packet with a hop count value. This value will 
decide the number of times the packet has to be 
randomly propagated.  

The node will chose a neighbor node whose 
forward count in the neighbor forward table is less 
and forward the packet to that neighbor node. The 
hop count is reduced by 1. The next node also does 
in the same way. Once the hop count is 0, the node 
will forward using the routing process to the base 
station. Route can be constructed and kept using 
DSR at the initialization time of the network. 

The hop count value will decide how long random 
propagation needs to be done. There are two 
advantages with this approach. It is difficult for the 
attacker to know the path of the routing. Also the 
propagation is done to the nodes whose forwarding 
count is less, thereby the low energy node is chosen 
to forward data. 

V. PERFORMANCE ANALYSIS 
 
In this section, we compare the performance of 
proposed algorithm in terms of energy 
consumption to those obtained by SP. Moreover, 
we provide some results obtained comparing the 
proposed to the most naive splitting scheme, a 
simple packet division into chunks. The results 
have been obtained through NS2 simulator [9]. We 
first show a comparison between the results 
obtained through the analysis and those obtained 
through the simulator. Then, we analyze some 
other parameters in order to show the advantages of 
the proposed technique. 
 
From the performance graph we see that the packet 
interception probability is higher in the CRT 
approach compared to our approach. 
 

 
 
 Fig 1: packet interception probability 
 
From the performance analysis for providing 
additional security the cost incurred in terms of  
energy is only slightly higher than CRT based 
solution. 
 

 
               

 Fig 1: packet interception probability 
 

VI. CONCLUSION 
In this paper, we have detailed proposed solution 

to securely transmit the data in the sensor network. 
The proposed approach is safe against attackers, 
energy saving and also reliable. Through 
simulation we have proved the energy consumption 
in our solution is comparatively less than the 
existing solutions.  

When any one of CRT packets are lost, it is 
difficult to construct the original packets at the base 
station. It needs to ask for retransmission. Our 
future work will address this challenge to avoid 
retransmission.  
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