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Abstract

Ad-hoc networks are emerging technology, due to
their ~ spontaneous nature, are frequently
established insecure environments, which makes
them vulnerable to attacks. These attacks are
launched by participating malicious nodes against
different network services. Ad hoc On-demand
Distance Vector routing (AODV) is a broadly
accepted network routing protocol for Mobile Ad
hoc Network (MANET). Black hole attack is one of
the severe security threats in ad-hoc networks
which can be easily employed by exploiting
vulnerability of on-demand routing protocols such
as AODV. In this paper we proposed a Counter
algorithm or prior Receive-Reply algorithm for
identifying the malicious node in AODV protocol
suffering from black hole attack. As a result we can
show the significant improvement of packet
delivery ratio (PDR) and an average End-to-End
delay.

Keywords: Ad-hoc AODV, Black Hole Attack,
MANET, Destination sequence Number.

1. Introduction

Wireless networking is an emerging technology
that allows users to access information and services
electronically, regardless of their geographic
position.  Wireless networks have become
increasingly popular in the computing industry.
The applications of the ad hoc networks are vast.
Mobile Ad hoc network (MANET) is a self-
organized network because it is an infrastructure
less feature of networks. MANET is a collection of
nodes. Each node can connect by wireless
communication links, without any fixed station
such as base station. In MANET each node can act
as a router and connectivity is achieved in the form
of multihop graph between the nodes [1].

Fig. 1: Wireless Network Structures (Infrastructure less
Networks)

Due to the unique characteristics of MANET,
developing an intrusion detection system (IDS) in
this network is challenging. There is no centralized
gateway device to monitor the network traffic.
Since the medium is open, both legitimate and
malicious nodes can access it. Moreover, there is
no clear separation between normal and unusual
activities in a mobile environment. Since nodes can
move arbitrarily, false routing information can
come from a compromised node or a legitimate
node that has outdated information. Black hole or
sequence number attack is one of the most common
attacks made against the reactive routing protocol
in MANETs. The black hole attack involves
malicious node(s) fabricating the sequence number,
hence pretending to have the shortest and freshest
route to the destination. Numerous studies have
attempted to devise effective detection methods for
this attack. The aim of this paper is to investigate
black hole & detection methods within the scope of
ad hoc on demand distance vector (AODV) routing
protocol [1] [2].

2. Ad-Hoc On Demand Vector Protocol
(AODV)

AODV combines some properties of both DSR
and DSDV. It uses route discovery process to cope
with routes on-demand basis. It uses routing tables
for maintaining route information. It is reactive
protocol; it doesn’t need to maintain routes to
nodes that are not communicating. AODV handles
route discovery process with Route Request
(RREQ) messages. RREQ message is broadcasted
to neighbour nodes. The message floods through
the network until the desired destination or a node
knowing fresh route is reached. Sequence numbers
are used to guarantee loop freedom. RREQ
message cause bypassed node to allocate route
table entries for reverse route. The destination node
unicasts a Route Reply (RREP) back to the source
node. Node transmitting a RREP message creates
routing table entries for forward route. Figure
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(Fig.2) shows, AODV routing protocol with RREQ
and RREP message [1].
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Fig. 2: AODV routing protocol with RREQ and RREP
message

For route maintenance nodes periodically send
HELLO messages to neighbour nodes. If a node
fails to receive three consecutive HELLO messages
from a neighbour, it concludes that link to that
specific node is down. A node that detects a broken
link sends a Route Error (RERR) message to any
upstream node. When a node receives a RERR
message it will indicate a new source discovery
process. Figure (Fig.3) shows AODV routing
protocol with RERR message [1].

&
@ »
—B_—_ g @
® )

Fig.3: AODV routing protocol with RERR message

3. Black hole Attack

In a black hole attack, a malicious node sends fake
routing information, claiming that it has an
optimum route and causes other good nodes to
route data packets through the malicious one. For
example, in AODV, the attacker can send a fake
RREP (including a fake destination sequence
number that is fabricated to be equal or higher than
the one contained in the RREQ) to the source node,
claiming that it has a sufficiently fresh route to the
destination node. This causes the source node to
select the route that passes through the attacker.
Therefore, all traffic will be routed through the
attacker, and therefore, the attacker can misuse or
discard the traffic.

Figure (Fig.4) shows an example of a black hole
attack, where attacker A sends a fake RREP to the
source node S, claiming that it has a sufficiently
fresher route than other nodes. Since the attacker’s
advertised sequence number is higher than other
nodes’ sequence numbers, the source node S will
choose the route that passes through node A.
However, a malicious node (performing a black
hole attack) drops all data packets rather than
forwarding them on [2] [4].

— : RREQ : Wireless link === : Fake RREP
%‘ N Destination

Attacker/ Malicious Node

Black hole attack on AODV

Fig. 4: Black hole attack on AODV

4. Existing Work on Black Hole Attack

In [4] Intrusion Detection Systems (IDS) are one of
the primary techniques employed to thwart attacks
against security threats. Intrusion detection can
classified as network based and host based.
Network based IDS installed on data concentration
points of a network such as switches and routers. In
the mobile ad-hoc networks we have no central
device that monitors traffic flow so our proposed
technique intrusion detection using anomaly
detection (IDAD) uses host based IDS schema.
IDAD assumes every activity of a user or a system
can be monitored and anomaly activities of an
intruder can be identified from normal activities.
To find a black hole IDAD needs to be provided
with a pre-collected set of anomaly activities,
called audit data. Once audit data collected and
given to the IDAD system, the IDAD system is
able to compare every activity with audit data. If
any activity of a host out of the activity listed in the
audit data, the IDAD system isolates the particular
node from the network. In this algorithm they first
broadcast RREQ for route discovery and then
receive RREP and match the RREP with the audit
data if they match save route to the route table and
send the data otherwise discard the RREP and then
again try.

In [2] [8], the authors introduce the route
confirmation request (CREQ) and route
confirmation reply (CREP) to avoid the black hole
attack. In this approach, the intermediate node not
only sends RREPs to the source node but also
sends CREQs to its next-hop node toward the
destination node. After receiving a CREQ, the
next-hop node looks up its cache for a route to the
destination. If it has the route, it sends the CREP to
the source. Upon receiving the CREP, the source
node can confirm the validity of the path by
comparing the path in RREP and the one in CREP.
If both are matched, the source node judges that the
route is correct.

One drawback of this approach is that it cannot
avoid the black hole attack in which two
consecutive nodes work in collusion, that is, when
the next-hop node is a colluding attacker sending
CREPs that support the incorrect path.
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protocol and Black hole attack in MANETSs and
proposed a feasible solution for the black hole
attacks that can be implemented on the AODV
protocol. The Proposed method can be used to find
the secured routes and prevent the black hole nodes
in the MANET. As future work, author intend to
develop simulations to analyse the performance of
the proposed solution based on the various security
parameters like packet delivery ratio (PDR), mean
delay time, packet overhead, memory usage,
mobility, increasing number of malicious node,
increasing number of nodes and scope of the black
hole nodes.

In [5], the authors proposed a solution that
requires a source node to wait until a RREP packet
arrives from more than two nodes. Upon receiving
multiple RREPS, the source node checks whether
there is a shared hop or not. If there is, the source
node judges that the route is safe. The main
drawback of this solution is that it introduces time
delay, because it must wait until multiple RREPs
arrive.

In [10], the authors analysed the black hole
attack and showed that a malicious node must
increase the destination sequence number
sufficiently to convince the source node that the
route provided is sufficiently enough. Based on this
analysis, the authors propose a statistical based
anomaly detection approach to detect the black
hole attack, based on differences between the
destination sequence numbers of the received
RREPs.

The key advantage of this approach is that it can

detect the attack at low cost without introducing
extra routing traffic, and it does not require
modification of the existing protocol. However,
false positives are the main drawback of this
approach due to the nature of anomaly detection.

In  [14], according to author solution,
information about the next hop to destination
should be included in the RREP packet when any
intermediate node replies for RREQ. Then the
source node sends a further request (FREQ) to next
hop of replied node and asks about the replied node
and route to the destination. By using this method
we can identify trustworthiness of the replied node
only if the next hop is trusted. However, this
solution cannot prevent cooperative black hole
attacks on MANETS. For example, if the next hop
also cooperates with the replied node, the reply for
the FREQ will be simply “yes” for both questions.

5. Proposed Algorithm

black hole attacks in the MANET. This solution is
basically to modify the working of the source node
without alternating intermediate nodes and
destination nodes by using a method called Prior-
Receive-Reply. In this method, we can add the
following are:

@ A new table RR-Table (Request Reply),
@ A timer (Waiting Time), and
@ A variable MN-ID (Malicious Node ID).

In this method we can checking whether there is
large difference between the sequence number of
source nodes or intermediate node who has sent
back RREP or not. Typically, the first routes reply
in the RR table which is from the malicious node
with high destination sequence number. Now, we
can compare the first destination sequence number
with the source sequence number. If there is
existing much more differences between source and
destination sequence number, then the destination
node is malicious node, then we could immediately
eliminate that entry from the RR-Table.

The destination sequence number is a 32 bit
integer associated with every route. This number is
used to find the route as fresher. If the destination
sequence number is larger than others, then this
DNS from the malicious node. Now, N3 will send
RREQ message to the source and noted it to D,
they would again broadcast the RREQ control
message. RREQ control message broadcasted by
node N3, the malicious node M also received the
RREQ. The malicious node generate fake RREP
message and send it to node N3 with very high
destination sequence number. Then the node N3
would send it to source node S. Typically, in
AODV, as the destination sequence number is high,
the route node N3 will be considered to be fresher
and hence node S would start sending data packets
to node N3. Hence in our proposed algorithm,
AODV before sending data packets firstly source
node will check the difference between sequence
numbers. If it is too larger, the node will be
malicious one, and it will be isolated from the
network.
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Fig. 5: traversal of Control Messages in AODV.
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Algorithm:
Method
Parameters: Destination Sequence Number (DNS),
Node ID (NID), Malicious Node ID (MN 1D)

Prior_ReceiveReply (RREP)

Step 1: Initialization Process:

Start discovery phase with the source node S.
Assign current time and time required to execute
the Prior-Receive Reply (RREP function).

Step 2: Storing Process:
To store all the Route Replies DSN and NID in the
RR (Request Reply) Table.
Repeat the above process until the time exceeds.
While ((current time <= (current time + wait time))
{

Store the route replies DNS and NID in the RR-
Table.

}

Step 3: Identify and Remove Malicious Node:
Retrieve the first entry from RR Table.

Check the DNS with SSN, if DNS is greater than
SSN, then discard the first selected entry from the
RR Table.

If (DNS > SSN)

MN_ID = NID;
Discard entry from table

}

Step 4: Node Selection Process:

Sort the contents of RR Table entries according to
the DNS.

Select the NID having highest value of DNS among
the RR Table entries.

Continue step 3 and step 4 until we have to find the
destination node.

Step 5: Continue Default Process:
Call Receive Reply method of default AODV
Protocol.

The above algorithm is identified the malicious
node and removed from the table. The routing table
does not maintain the malicious node in the path. In
addition, the control messages from the malicious
node, too, are not forwarded in the network.
Moreover, in order to maintain freshness, the RR-
Table is flushed once a route request is chosen
from it. Thus, the operation of the proposed
protocol is the same as that of the original AODV,
once the malicious node has been detected. The
main benefits of proposed solution are:

(1)The malicious node is identified at the initial
stage itself and immediately removed so that it
cannot take part in further process. (2) With no
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as we said before all the routes has unique
sequence number. Generally the malicious node
has the highest Destination Sequence number and it
is the first RREP to arrive. So the comparison is
made only to the first entry in the table without
checking other entries in the table. (3) No
modification is made in other default operations of
AODV Protocol (4) Better performance produced
in little modification and (5) less memory overhead
occurs because only few new things are added.

6. Results

Performance comparison is made on the basis of
above two metrics between existing AODV and
proposed AODV.

A. Packet Delivery Ratio (PDR): PDR is the ratio
of the number of data packets received by the
destination to the number of data packets sent by
the source. The Fig. 6 shows that PDR of AODV is
heavily affected by the malicious nodes where as
the PDR of Proposed AODV are immune to it.
According to our result, the proposed AODV is
secure against black hole attacks.

Packet Delivery Ratio (PDR)

1 2 1 ‘
Number of malicious nodes

Fig 6: Packet Delivery Ratio (PDR)

This is mainly due to the fact that our protocol
detects the attacker and allows the source nodes to
avoid it. By avoiding the attacker, our protocol
finds shortest paths, and so, delivers more packets.
On the other hand, the PDR decreases in the case of
AODV that is subject to an attack. This is due to
the fact that the number of correctly received
packet is very less than the number of transmitted
packets. Indeed, with the increase of the source
nodes, the probability of intrusion increases, and
the malicious node absorbs all the data packets
passing through it.

Average End-to-End Delay: This is the average
delay between the sending of the data packet by the
CBR source and its receipt at the corresponding
CBR receiver. This includes all the delays caused
during route acquisition, buffering and processing
at intermediate nodes, retransmission delays at the
MAC layer, etc. It is measured in milliseconds. The
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Fig 7 shows that the significant improvement of
modified AODV routing protocol.

Endd-to-End defay
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Fig. 7: End-to-End

. Conclusion:

In this article we analyzed
the security system with our proposed and modified
AODV algorithm. This technique is very simple
and efficient approach for defending the AODV
protocol against Black Hole attacks. The Proposed
method can be used to find the secured routes and
prevent the black hole nodes in the MANET by
indentifying the node with their sequence number.
This method is check whether there is large
difference between the sequence numbers of source
node or intermediate node, if the sequence number
is greater, than it is check from which node send
back to the RR table. Generally the first route
reply will be from the malicious node with high
destination sequence number, which is stored as the
first entry in the RR-Table. Then compare the first
destination sequence number with the source node
sequence number, if there exists much more
differences between them, surely that node is the
malicious node, immediately remove that entry
from the RR-Table. In addition, the proposed
solution may be used to maintain the identity of the
malicious node as MN-Id, so that in future, it can
discard any control messages coming from that
node. Now since malicious node is identified, the
routing table and the control messages from the
malicious node, too, are not forwarded in the
network. Finally we can conclude that our proposed
algorithm has achieved good improvement in PDR
with admissible end-to-end delay. Furthermore, the
proposed solution does not require any overhead on
either the destination node or any intermediate
node on AODYV routing protocol.
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