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Abstract- Single Sign-On (SSO) is a new method for authentication ~ overcome this problem, the Single Sign-On scheme is
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that enables a user to login once by using a single credential and
allow the authenticated user to access the services provided by
various providers. Few years back, Chang-Lee presented a new
method for single user login and provided some security schemes
without having any proof. Their scheme is not secure, because the
two types of impersonation attacks are identified. To address this
problem, the efficient RSA based verifiable encryption of
signatures is introduced. The problem in using RSA is its
increased key length for secure RSA, which creates a heavier
processing load on the applications using RSA. To tackle this
drawback and also for enforcing the security to the single user
sign-on mechanism we proposed the new technique called “Elliptic
—curve cryptography (ECC) based encryption scheme”, which
provides the strong security for multiple service authentications:
As a result , the both attacks in the Chang-Lee mechanisms are
detected and avoided. Hence, the proposed ECC based Verifiable
Encryption of Credential is more efficient and it will provide high
security to the single user sign-on mechanism.

Index Terms— Single sign-on (SSO), RSA-VES, ECC-VEC ,
authentication , security methods, credential.

1. INTRODUCTION

Single Sign-On mechanism allows the individual user
to login only once by using a single credential in order to access
multiple resources. Here, their identities are verified
automatically by each application they wish to access after
wards. There are several secure sign-on models. Now-a-days,
the most of the application requires the user to maintain the
various kinds of credentials such as username, password or
tokens for each service the user wish to access.

More than that, the user have to memorize the
different credentials and they have to remember the appropriate
credential while accessing the services from that particular
application. By analyzing the practical situation, this method is
very difficult for a user to maintain the various set of credential
for various service providers. This will increase the processing
workload of both the users and the service providers. To

introduced.

In distributed systems and networks, the user
authentication plays an important role. Authentication is
nothing but giving assurance that the two communicating
parties such as the user; who is getting the resources and the
resource provider; who is providing the resources, are
authentic. The mutual authentication should be established
between the two communicating entities such as the user and
the service provider. This could avoid the illegal servers to
access the services.

The mutual authentication will enables the
communicating parties to satisfy themselves mutually about
each other’s identity and to exchange session keys. These
exchanged session keys should be eliminated after the
successful communication .This could be done in order to
provide the security and to maintain the confidentiality for the
exchanged data between the two entities.

Once the user is authenticated, they can access
multiple resources. The problem is, if the credentials are
available to the other persons and if there is any misbehavior
means, it will increase the negative impact. So that, the Single
Sign-On requires a high focus for protecting the user credential
from the other persons. Hence the strong security methods have
to be employed. Few years back, Chang-Lee presented a new
method for single user login and provided some security
schemes without having any proof. Their scheme is not secure
because, the two types of impersonation attacks are identified.

The first attack is the “credential recovering attack”,
where the malicious service provider will communicate with
the user to obtain their credential and that malicious service
provider will act as the user to access the services provided by
the other service providers. The second attack is the
“impersonation attack without credential”, where the attackers
can successfully act as the user without obtaining the credential
from the user. The second attack is much similar to hacking.

Due to the lack of security, the existing method fails
to meet the credential privacy and authentication during
communication. To address these problems, the efficient RSA
based verifiable encryption of signatures is introduced.
Employing the RSA-VES technique in Single Sign-On scheme
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will encrypt the user credential in a highly secure manner.
Hence, the above mentioned attacks are detected and avoided.

These attacks can be avoided by giving the users with
dynamic credentials and each user is allocated with a particular
session. So that once the process is closed, that session will be
terminated. The problem in using RSA is its increased key
length, which creates a heavier processing load on the
applications using RSA.

To tackle this problem and in order to enforce more
security to the Single Sign-On scheme, we proposed the new
technique called “Elliptic-Curve Cryptography (ECC) based
encryption scheme”, which provides the strong security for
multiple service authentications. When compared to RSA, the
ECC will offer equal security for a far smaller key size, which
also reduces the processing overhead. As a result, the both
attacks mentioned above are detected and avoided. Hence the
proposed ECC based Verifiable Encryption of Credential
(VEC) is more efficient and ECC-VEC will also provide high
security to the single user sign-on mechanism.

The rest of this paper is organized as follows. In the
next section, we presented the related work. In section 3, we
proposed our solution. In section 4, we describe our
contribution. In Section 5, we analyze the security of our
proposed scheme. Finally, we make a conclusion in section 6
and future enhancements in section 7.

2. RELATED WORKS

In [1] Lein Harn et al. described a technique called
Generalized Digital Certificate (GDC) which is used to provide
user authentication and key agreement. The GDC contains only
user’s public information. It does not have any user’s public
key. Here, the digital signature of the GDC is used as a secret
token that will never be made public and the secret token will
not be given to the verifier. Instead of that, the owner of the
secret token will proves to the verifier that he has the
knowledge of the signature. Hence, the digital certificate based
on this technique is much easier to manage than the X.509
public-key digital certificates.

In [2] Chin-Chen Chang et al. introduced the new
mechanism called Single Sign-On (SSO), which is mainly used

for user identification scheme. The concept of SSO can permit
the legitimate users to use the unique credential to access
different service providers in the distributed systems and
networks. They use one-way hash functions with random
nonces and Data Encryption Standards (DES) for user
identification scheme. Hence, the technique is more suitable
and efficient for mobile devices. It also provides high security
among the mobile users.

In [3] Jiangshan Yu et al. pointed out a most
commonly applied technique for distributed systems and
networks is the Single Sign-On (SSO), which is an
authentication method that allows a user with single login and
provides a user with unique token to access various services
where the user has access permissions. Here, they formed the
security model with authenticated key exchange, where the
security method have been proved formally in order to satisfy
the basic security requirements. Hence, the technique is very
efficient and it is suitable for mobile devices.

In [4] Guilin Wang et al. suggested a Single Sign-On
technique as a access control method, that allows a user to login
once and enables a user with a unique credential to be
authenticated by multiple service providers. Here, Guilin Wang
et al. identify that the Chang-Lee scheme suffers from two
impersonation attacks. Hence, there arises a security flaws. To
address this problem, Guilin Wang et al. proposed the new
security method based on the verifiable encryption of RSA
signatures. The generation of keys and the encryption of
signatures are based on the RSA algorithm. Hence, the more
secured mutual authentication is achieved.

3. OUR SOLUTION

There exists a mechanism called Single Sign-On,
which provides single token for a single user to access the
various services from the different service providers. The
variety of security methods were provided to make the scheme
more secure. The existing methods suffer from various types of
attacks and the several security flaws are identified. To address
these problems, we present a more secure scheme by using the
Elliptic Curve Cryptography based Verifiable Encryption of
Credentials (ECC-VEC).

In Single Sign-On scheme, the generation of keys and
the encryption of user credential are done based on the elliptic
curve cryptography. The Figure-1 shows the overall proposed
system design.

First, the trusted authority will generate the keys based
on ECC algorithm. Each user has to register with the trusted
authority for getting the unique identity and the signature. By
using that unique identity, the user can login.

Now, the ECC based verifiable encryption of
credential is done by analyzing the mutual authentication
between the user request and the service provider. The user will
send the message (msg;) to the service provider for
authentication.
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The service provider will receive the message (msg,)
and sends the message (msg,) to the user. By processing the
messages msg; and msg, the user will generate their credential
and encrypt that credential based on ECC algorithm. That
encrypted user credential will be send to the service provider
for verification. The service provider will decrypt and sends the
decrypted credential to the user.

Finally, the verification is done between the user and
the service provider to identify that the session key shared
between each other is same. If there is match exists between the
user credential and the decrypted credential, then the user is
provided with the authentication. As a result, the user can
access the various services from the service provider.

The trusted authority is also responsible for monitoring
the malicious users (attackers) via E-mail. If the attacker tries to
login by hacking the original user ID before the session of that
particular user is completed, the trusted authority will block the
current user 1D and it will terminate all the process. So that, the
attackers cannot be able to access the services. Hence, the
proposed system will provide more security against the
attackers.

4. OUR CONTRIBUTION
We now present a high level overview of our
mechanism and security analysis of the mechanism. The
modules in our project are: |Initialization Phase; user
registration phase; user identification and secure signature
generation; and secure ECC-VEC scheme for authentication.

4.1 Initialization Phase

The initialization phase is mainly used for key
generation. The generation of secret key is based on the Elliptic
Curve Cryptography algorithm. The key generation .is done
during the system initialization process. The secure large prime
numbers are generated based on the user limits. Here, the user
will select the private key and the public key is calculated by
the user. The key generation process based on Elliptic Curve
Cryptography will provide the key size of 160-bits which
provides equal security with smaller key size when compared to
RSA having 1024-bits key.

4.2 User registration Phase

In User registration phase, the user (user;) needs to
specify their personnel details for registering with the trusted
authority. The trusted authority will receive the register request
form the user and it will generate the Unique ldentity (UID;)
and the signature (sig;) . That UID; and sig; is issued to the user.
Now, the user can login by using their unique identity UID;.
Each service provider (serprov;) will also have the Identity
(SID;), throughout the process. The service providers with
unique identity must maintain a pair of signing/verifying keys
for secure signature scheme.

4.3 User identification and secure signature generation

The user is responsible to send the request to the
service provider for accessing the resources. The user request is
processed at the service provider environment for validation.
First, the user will send the service request message msg; to the
service provider. The message (msg;) includes the user identity

(UID;),a random number(r,) and the service provider to whom
the user wish to communicate(serprov;).

The service provider will receive the message (msg;)
and sends the message (msg,) to the user. The message (msg,)
includes the session key(sess,)the signature(sig;) and the
random number(r,) selected by the service provider. During the
secure signature generation, the user and the service provider
will generate their own signature for secure sign on.

The user will generate their credential by processing
the messages msg; and msg,.This user credential will be
encrypted based on the ECC encryption technique. That
encrypted user credential is send to the service provider. The
service provider will use that encrypted user credential and they
will generate the cipher credential. That cipher credential will
be send to the user.

4.4 Secure ECC-VEC Scheme for Authentication

The user will verify that the decrypted credential send
by the service provider is equal to the original user credential. If
there is a match exists between these credentials then it is
concluded that the session key shared by both the user and the
service provider is the same. Hence, the process is termed as
the ECC based verifiable encryption of credential (ECC-VEC),
which is employed to authenticate the user. After verification,
the user will be authenticated to access the services from the
service provider. Here, the service provider authenticates the
user based on the ECC-VEC scheme in-order to access the
various services.

4.5 Blocking the misbehaving users

The trusted authority is responsible for monitoring all the
persons entering into the system in order to access the various
services offered by different service providers. The trusted
authority also responsible for monitoring the malicious users
(attackers) via E-mail. Each user must register with the trusted
authority to get the login ID and the signature. After getting the
login ID, the user can access the system. If the attacker tries to
login by hacking the original user ID before the session of that
particular user is completed, the trusted authority will block the
current user ID and terminate all the process completely. So
that, the attackers cannot be able to access the services. Hence,
the proposed system will provide strong security against the
attackers.

5. IMPLEMENATION RESULTS

As a result, the Elliptic Curve Cryptography based
Verifiable Encryption of Credential will provide strong security
to the Single Sign-On scheme. When compared to RSA-VES,
the ECC-VEC will provide several advantages. They are, the
ECC and RSA provides equal security for various credential
size which is shown in the Fig.2, the execution time of ECC is
minimum than RSA which is shown in Fig.3 and the processing
memory of ECC is lesser than RSA which is shown in Fig.4.
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We have implemented the project, “Enforcing Security
of a Single Sign-On Mechanism for Multiple Service
Authentications” with strong security. The main advantage of
the project is that the entire credential as well as the exchanged
data can be made highly secured. Using the elliptic curve
cryptography in the single sign-on mechanism will provide the
double security for the credential by encrypting it based on the
ECC encryption algorithm. When compared to RSA, the
proposed scheme offers high security for a far smaller key size,
which reduces the processing overhead. Thus we have proposed

the new technique called ECC based Verifiable Encryption of
Credential (ECC-VEC), which enforce the strong security to
the Single Sign-On scheme. The proposed scheme also detects
and avoids the attacks in the existing method. We hope that our
work is more efficient as well as it increased the security of the
Single Sign-On scheme.

7. FUTURE ENHANCEMENTS

(i) Wwith further modifications, the ECC-VEC
technique can be implemented in the social networks for
providing security to the personal data. The elliptic curve
cryptography based verifiable encryption of credentials can be
applied in the personal applications for securing the privacy of
the data.

(i) The security model can be formalized with
authenticated key exchange. The user is provided with the
private environment. So that, after user login, their credential is
send to the user’s private environment. For further process, the
user has to know their credential from their private
environment. The security can also be provided by using this
method.
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