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Abstract— With the modernization of the wireless
communication system, mobile adhoc network (MANET) has
gain a pace in the area of communication system. Conceptualized
with infrastructureless networking system, every mobile nodes in
MANET participate in the process of network behave both as
host as well as router and therefore, it is guided by the
communication principles to forward the packet to other nodes
and hence formulate networking phenomenon. The area of
MANET has already found its scope in Military Battlefield,
Sensor Networks, Commercial Sector, Medical Service, and
Personal Area Network. Although, the research attempts in
MANET is more than a decade old, but still commercialization of
the technology are yet to be seen and therefore, due to novelty
nature of the technology, MANET is also shrouded by various
issues. Therefore, this paper discusses on the implicit
understanding of literatures for maintaining security in routing
protocols in MANET.
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l. INTRODUCTION

Mobile Ad hoc Network (MANET) is self-configuring
infrastructureless network of mobile devices connected by
wireless. People and vehicles can thus be internetworked in
areas without a preexisting communication infrastructure or
when the use of such infrastructure requires wireless
extension. In the mobile ad hoc network, nodes can directly
communicate with all the other nodes within their radio
ranges; whereas nodes that not in the direct communication
range use intermediate node(s) to communicate with each
other. In these two situations, all the nodes that have
participated in the communication automatically form a
wireless network, therefore this kind of wireless network can
be viewed as mobile ad hoc network. The mobile ad hoc
network has the following typical features [1] Unreliability of
wireless links between nodes, constantly changing topology,
and lack of incorporation of security features. According to
security information with respect to MANET network are
vulnerable compromises or physical capture, especially at the
end of low-end devices due to weak protection. Intruders enter
into the network and poses weakest link and incur a domino
effect of security in the network. According to wireless
channel is concerned bandwidth is one of constrained and use
to share among multiple different network nodes. There is also
one more restriction that is computation capability; like low-
end devices for e.g. PDAs, can hardly perform low
computation due to this way they usually use asymmetric
cryptographic computation which is bit low complex, because
mobile devices have very limited energy resources due to this
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way mostly mobile devices powered by batteries. The wireless
medium as compared to wireline network node mobility more
dynamics in mobile ah hoc networks. The network topology is
highly dynamic due to free movement in the network like
nodes can frequently join or leave, as well as in the network
by their own will. There are also interferences in the wireless
channel due to this way error, exhibiting volatile
characteristics in terms of bandwidth and delay occurs. Due to
such dynamic behaviors mobile users request for security
services at any anytime or anywhere whenever they move
from one place to another in the network.

Among all these security services, authentication is probably
the most important and complex issue in MANETS because it
is the bootstrap of the whole security system. Once
authentication is achieved in MANET then confidentiality is
just a matter of encrypting algorithm on the session by using
keys. These security services can be provided singly or in
combination, it only depends on our requirements. It is also
true that security has long been an active research topic in
wireline networks; but due to unique characteristics of
MANET there are many challenges because of its self
organizing behavior. These challenges are shared wireless
medium, highly dynamic network topology, stringent resource
constraints and open network architecture. It’s true that
existing security solutions for wired networks do not directly
apply to the Mobile ad hoc networks domain.

[l.  SECURITY ON ROUTING

In an adhoc network, all the nodes may not be within the
transmission range of each other; hence, nodes are often
required to forward network traffic on behalf of other nodes.
Consider for example the scenario in Fig 1, if node S sends
data to node D, which is three hops away, the data traffic will
get to its destination only of A and B forward it. The process
of forwarding network traffic from source to destination is
termed routing.
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Figure 1 Multihop Scenario

There are two general categories of MANET routing
protocols:  topology-based and position-based routing
protocols. We present a brief overview of each group below.
Before proceeding, it is fitting to list some desirable
qualitative properties of MANET routing protocols. This list is
adopted from an Internet Engineering Task Force (IETF)

MANET Working Group memo [2].

e Demand-based operation: In order to utilize network
energy and bandwidth more efficiently, it is desirable that
MANET routing algorithms adapt to the network traffic
pattern on a demand or need basis rather than maintaining
routing between all nodes at all time.

e Loop-free: It is desirable that routing protocols prevent
packets from circling around in a network for arbitrary
time periods.

o “Sleep” period operation: 1t may be necessary for reasons
such as the need for energy conservation for nodes to stop
transmitting or receiving signals for arbitrary time

node knows about the location of a particular destination, it
can direct the packets toward that particular direction from its
current  position, without wusing any route discovery
mechanism. Recently, some of the researchers proposed some
location-aware protocols that are based on these sorts of idea.
Some of the examples of them are Geographic Distance
Routing (GEDIR)[3], Location-Aided Routing (LAR)[4],
Greedy Perimeter Stateless Routing (GPSR)[5], Geo-
GRID[6], Geographical Routing Algorithm (GRA)[7], etc.
Other than these, there are a number of multicast routing
protocols for MANET. Some of the mentionable multicast
routing protocols are: Location-Based Multicast Protocol
(LBM)[8], Multicast Core Extraction Distributed Ad hoc
Routing (MCEDAR)[9], Ad hoc Multicast Routing protocol
utilizing Increasing id-numbers (AMRIS)[10], Associativity-
Based Ad hoc Multicast (ABAM)[11], Multicast Ad hoc On-
Demand Distance-Vector (MAODV) routing [12],Differential
Destination Multicast (DDM)[13],0n-Demand Multicast
Routing Protocol (ODMRP)[14], Adaptive Demand-driven
Multicast Routing (ADMR) protocol [15], Ad hoc Multicast
Routing protocol (AMRoute)[16] Dynamic Core-based
Multicast routing Protocol (DCMP)[17], Preferred Link-Based
Multicast protocol (PLBM)[18] etc. Some of these multi cast
protocols use location information and some are based on
other routing protocols or developed just as the extension of
another unicast routing protocol. For example, MAODV is the
Multicast-supporting version of AODV

[1l.  PRELIMINARY STUDY

In MANETS, some form of routing protocol is required in
order to dynamically detect the multi-hop paths through which
packets can be sent from one node to another. Active research
work for MANETSs is carrying on mainly in the fields of

periods. Routing  protocols should be able t  Medium Access Control (MAC), routing, resource
accommodate  sleep  periods  without ~ adverse  management, power control, and security. Because of the
consequences. importance of routing protocols in dynamic multi-hop

e Proactive operation: This is the IP-side of demand-based
operation. In cases where the additional latency, which
demand-based operations incurred, may be unacceptable,
if there are adequate bandwidth and energy resources,
proactive operations may be desirable in these situations.

e Security: It is desirable that routing protocols provide
security mechanisms to prohibit disruption or
modification of the protocol operations.

In addition to the mentioned routing protocols for MANET,

there are some other routing protocols that do not rely on any

traditional routing mechanisms, instead rely on the location
awareness of the participating nodes in the network.

Generally, in traditional MANETS, the nodes are addressed

only with their IP addresses. But, in case of location-aware

routing mechanisms, the nodes are often aware of their exact
physical locations in the three-dimensional world. This
capability might be introduced in the nodes using Global

Positioning System (GPS) or with any other geometric

methods. Based on these concepts, several geo-cast and

location-aware routing protocols have already been proposed.

The major feature of these routing protocols is that, when a

networks, a lot of MANET routing protocols have been
proposed in the last few years. Considering the special
properties of MANET, when thinking about any routing
protocol, generally the following properties are expected,
though all of these might not be possible to incorporate in a
single solution.

e A routing protocol for MANET should be distributed in
manner in order to increase its reliability.

e A routing protocol must be designed considering
unidirectional links because wireless medium may cause a
wireless link to be opened in uni-direction only due to
physical factors.

e The routing protocol should be power-efficient.
e The routing protocol should consider its security.

e A hybrid routing protocol should be much more reactive
than proactive to avoid overhead.

e A routing protocol should be aware of Quality of Service

(QoS).
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There are basically two categories of routing protocols for
MANETS:

1. Table Driven (Proactive): DSDV, GSR, WRP

2. Source Initiated On-Demand (Reactive): ABR, AODV,
DSR, LAR

Based on the method of delivery of data packets from the
source to destination, classification of MANET routing
protocols could be done as follows:

e Unicast Routing Protocols: The routing protocols that
consider sending information packets to a single
destination from a single source.

e Multicast Routing Protocols: Multicast is the delivery of
information to a group of destinations simultaneously,
using the most efficient strategy to deliver the messages
over each link of the network only once, creating copies
only when the links to the destinations split. Multicast
routing protocols for MANET use both multicast and
unicast for data transmission.

Multicast routing protocols for MANET can be classified
again into two categories: Tree-based multicast protocol and
Mesh-based multicast protocol. Mesh-based routing protocols
use several routes to reach a destination while the tree-based
protocols maintain only one path. Much of the research has
been done focusing on the efficiency of the MANETS. There
are quite a number of routing protocols that are excellent in
terms of efficiency. But the security requirements of these
protocols changed the situation and a more detailed research is
currently underway to develop secure ad hoc routing
protocols. MANETS are extremely vulnerable to attacks due to
their dynamically changing topology, absence of conventional
security infrastructures and open medium of communication,
which, unlike their wired counterparts, cannot be secured. To
address these concerns, several secure routing protocols have
been proposed: Secure Efficient Distance Vector Routing
(SEAD), Ariadne, and Authenticated Routing for Ad hoc
Networks (ARAN), Secure Ad hoc On-Demand Distance
Vector Routing (SAODV), and Secure Routing Protocol
(SRP). Although researchers have proposed several secure
routing protocols, their resistance towards various types of
security attacks and efficiency are primary point of concern in
implementing these protocols. Hence, there is a need for
review. Mobile ad hoc network can be subject to many types
of attacks. In Mobile ad hoc network, attacks can be classified
into Passive Attacks and Active Attacks. Brief introduction of
both attacks are as follow:

A. Passive Attacks

In passive attacks, attackers don’t disrupt the operation of
routing protocol but only attempt to discover valuable
information by listening to the routing traffic. The attacker
only looks and watches the transmission and does not try to
modify or change the data packets. Two types of passive
attacks are:

o Traffic analysis: In this attack, attacker monitors packet
transmission to infer important information such as a
source, destination and source-destination pair.

International Journal of Engineering Research & Technology (IJERT)
ISSN: 2278-0181
Vol. 2 Issue 7, July - 2013

Eavesdropping: In Eavesdropping, attackers obtain some
confidential information e.g. private key, public key,
location or even password of the node that should be kept
secret during transmission.

B. Security Services

Security services include the functionality required to provide
a secure networking environment. The main security services
can be summarized as follows:

Authentication: This service verifies a user’s identity and
assures the recipient that the message is from the source
that it claims to be from. Firstly, at the time of
communication initiation, the service assures that the two
parties are authentic, that each is the entity it claims to be.
Secondly, it must assure that a third party does not
interfere by impersonating one of the two legitimate
parties for the purpose of authorized transmission and
reception. Authentication can be provided using
encryption along with cryptographic hash functions,
digital signatures and certificates. Details of the
construction and operation of digital signatures can be
found in RFC2560.

Confidentiality:  This  service ensures that the
data/information transmitted over the network is not
disclosed to unauthorized users. Confidentiality can be
achieved by using different encryption techniques such as
only legitimate users can analyze and understand the
transmission.

Integrity: The function of integrity control is to assure that
the data is received in verbatim as sent by authorized
party. The data received contains no modification,
insertion or deletion.

Access Control: This service limits and controls the
access of such a resource, which can be a host system or
an application.

Availability: This involves making the network services
or resources available to the legitimate users. It ensures
the survivability of the network despite malicious
incidences.

C. Active Attacks

In the active attacks, the malicious nodes introduce false
information to confuse the network topology. They can either
attract traffic to them and then drop or compromise the
packets. They can also send false information and lead packets
to the wrong node and cause congestion in one area. The
attacks can either target at the routing procedure or try to flood
the networks. Various types of active attacks are:
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Sinkhole Attack: A sinkhole node tries to attract the data
toward itself from all neighboring nodes. In this attack, a
malicious node generates fake routing information and
show itself as legal nodes for the route. Sinkhole node
attempts to draw all network traffic according to itself,
modifies the data packets, decrease the network life time,
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create complicated network and finally destroy the
network.

o Flooding Attack: In this attack, a malicious node may also
inject false packets to consume the available resources
onto the network, so that valid user can not able to use the
network resources for valid communication. The flooding
attack is possible in all most all the on demand routing
protocols such as SRP, SAODV, and ARAN etc.

o Replay Attack: This attack usually targets the freshness
of routes. In this attack an attacker firstly record the
message and then resend the old message to the other
nodes to make update their routing table to stale routes.

e Rushing Attack In Rushing attack, attacker forward
routing packets as quick as possible to gain access to
multicast forwarding group before the legal node .By this
way rushing attack can slow down the performance of
network .The rushing attack can act as an effective DoS
attack against all currently proposed on demand MANET
routing protocol.

C. Common attacks in MANETS

o Denial-of-service with modified source route: In the
denial-of-service, a malicious node in between can
successfully send an erroneous route message to the
source route to disrupt the service.

o Tunneling Attack: In tunneling attack is where two or
more nodes may collaborate to encapsulate and exchange
messages between them along existing data routes.

o Wormhole Attack: In Wormhole an attacker records
packet at one location in the network, tunnels them to
another location, and retransmits them back into ‘the
network. This attack is possible even if the attacker has
not compromised any hosts and even if all communication
provides authenticity and confidentiality

e Black hole Attack: In Black-hole attack a malicious node
uses the routing protocol to advertise itself as having the
shortest path to the node whose packets it wants to
intercept and in this way it can compromise the service.

e Spoofing Attack: In Spoofing a single malicious node in
the ad hoc network can spoof the nodes identity in order
to forward packets through it. Later the information can
be used to create DoS attacks.

IV. RELATED WORK

Panagiotis Papadimitratos e.t. al [19] has presented a route
discovery protocol that is considered one of the standard work.
John Marshall e.t. al [20] has proposed in this paper, the SRP
algorithm for routing in ad hoc networks. Oscar F. Gonzalez
e.t al [21] presented a mechanism that enables the detection of
nodes that exhibit packet forwarding misbehavior. Stephan
Eicher e.t. al [22] has introduced a novel secure routing
protocol based on AODV for infrastructure-based MANETS is
proposed. M. Rajesh Babu e.t. al [23] has proposed in this
paper to develop an Energy Efficient Secure Authenticated

Routing Protocol (EESARP). Steffen Reidt e.t.al [24] has
introduced a trust metric in the cluster head selection process
to securely determine constituting nodes in a distributed Trust
Autho rity (TA) for MANETSs. Muhammad Nawaz Khan e.t. al
[25] has proposed distributed-1D, a smart agent in each mobile
node analyzes the routing packets. Lu Jin e.t. al [26] they
introduced on the securing the delivery of routing packets and
the strategy of determine the most secure routes. Panagiotis
Papadimitratos e.t. al [27] has propose the securing the
delivery of routing packets and the strategy of determine the
most secure routes. Shivasharanappa Allur e.t. al [28] has
proposed a cross-layer design to achieve an unswerving data
transmission in ADHOC networks. Venkat Balakrishnan e.t. al
[29] they introduced Trust Enhanced security Architecture for
MANET (TEAM), in which a trust model is overlaid on the
following security models key management mechanism,
secure routing protocol, and cooperation model. Kimaya
Sanzgiri e.t. al [30] they are introduced solution to one, the
managed-open scenario where no network infrastructure is
pre-deployed, but a small amount of prior security
coordination is expected. Poonam Yadav e.t. al[31] has
introduced in this paper on demand routing protocols AODV,
DSR and DYMO based on IEEE 802.11 are examined and
characteristic summary of these routing protocols is presented.
Parma Nand e.t. al [32] have introduced in this paper on
demand routing protocols AODV, DSR and DYMO. David B.
Johnson e.t. al [33] has presents a protocol for routing in ad
hoc networks that uses dynamic source routing. Xiaodong Lin
e.t. al [34] has present a novel anonymous secure routing
protocol for mobile ad hoc networks (MANETS). Xu Su e.t .al
[35] has proposed mechanisms to complement the existing
secure routing protocols to resist the creation of in-band
tunnels. Mohd Anuar Jaafar e.t.al [36] they introduced some
evaluation and performance comparisons of AODV, SAODV
and A-SAODV routing protocols in MANETSs. Umang singh
e.t.al [37] has introduced in this paper, various existing routing
protocols were reviewed. Julien Francq e.t. al [38] has
proposed countermeasure provides a high level of fault
detection. Karim El Defrawy e.t. al [39] has presents the
PRISM protocol which supports anonymous reactive routing
in MANETS. Satoshi Kurosawa e.t. al [40] has proposed an
anomaly detection scheme using dynamic training method.
Amit N. Thakare e.t. al [41] has introduced in this paper, an
attempt has been made to compare the performance of two
prominent on demand reactive routing protocols for MANETS.
Kimaya Sanzgiri e.t. al [42] has proposed propose a solution to
one, the managed-open scenario where no network
infrastructure is pre-deployed.

V.  CONCLUSION

This paper presents a number of routing protocols for
MANET, which are broadly categorized as proactive and
reactive. Although, there was a massive research work in past
that has also concentrated on addressing security issues in
Mobile Adhoc Network, but majority of the prior studies are
investigated to found various technical infeasibilities when it
comes to computation, reliability, and much more
sophisticated nature of study. Computation issues was found
as majority of the prior study has deployed a strong usages of
cryptography, while reliability issues was explored while

www.ijert.org

1390



International Journal of Engineering Research & Technology (IJERT)
ISSN: 2278-0181
Vol. 2 Issue 7, July - 2013

1JERTV 21570463

majority of the previous work has stressed on designing
Intrusion Detection/prevention system that actually do not
consider much critical parameters like selfish node, uncertain
behaviour of mobile nodes, trivial identification of roles of
selfish node, erroneous node, or malicious nodes. Therefore,
the proposed work is done by considering all the above
mentioned issues that has not been addressed much effectively
in the prior studies.
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