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Abstract--Recent developments on Wireless Sensor Networks have 

made their application in a wide range such as military sensing 

and tracking, health monitoring, traffic monitoring, video 

surveillance and so on. Mobile sinks (MSs) are vital in many 

wireless sensor network (WSN) applications for efficient data 

accumulation, localized sensor reprogramming, and for 

distinguishing and revoking compromised sensors. However, in 

sensor networks that make use of the existing key predistribution 

schemes for pairwise key establishment and authentication 

between sensor nodes and mobile sinks, the employment of mobile 

sinks for data collection elevates a new security challenge: in the 

basic probabilistic and q-composite key predistribution schemes, 

The problem of authentication and pair wise key establishment in 

sensor networks with mobile sink is still not solved in the mobile 

sink replication attacks. In q-composite key pre distribution 

scheme, a large number of keys are compromised by capturing a 

small fraction of sensor nodes by the attacker. The attacker can 

easily take a control of the entire network by deploying a 

replicated mobile sinks. Those mobile sinks which are preloaded 

with compromised keys are used authenticate and initiate data 

communication with sensor node.This article describes a three-

tier general framework that permits the use of any pairwise key 

predistribution scheme as its basic component. The new 

framework requires two separate key pools, one for the mobile 

sink to access the network, and one for pairwise key 

establishment between the sensors To further reduce the damages 

caused by stationary access node replication attacks, we have 

strengthened the authentication mechanism between the sensor 

and the stationary access node in the proposed framework 

 

Keywords:Wireless Sensor Network, Pair Wise Key Establishment, 

Random Key Pre Distribution, Mobile Sink,  
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I. INTRODUCTION: 

Recent development in electronic and computer technologies 

made the way for emergent of Wireless Sensor Networks 

(WSN). The WSN consists of wide distributed sensors to 

monitor physical or environmental conditions, such as 

temperature, sound, pressure, etc. and to pass their data 

through the network to a destination. The advancement of 

wireless communication technologies and rooted computing, 

are being widely adapted into many applications through 

sensor networks and many active researches on related subject 

are being  carried out. Several sensor nodes are connected to 

build the wireless sensor networks. The sensed data often need 

to be sent back to the base station for analysis. However, when 

the sensing field is too far from the base station, transmitting 

the data over long distances using multihop may weaken the 

security strength (e.g., some intermediate may modify the data 

passing by, capturing sensor nodes, launching a wormhole 

attack , a sybil attack [, selective forwarding , sinkhole ), and 

increasing the energy consumption at nodes near the base 

station, reducing the lifetime of the network. Therefore, mobile 

sinks (MSs) (or mobile soldiers, mobile sensor nodes) are 

essential components in the operation of many sensor network 

applications, including data collection in hazardous 

environments [1],[2] localized reprogramming, oceanographic 

data collection, and military navigation [3].In many of these 

applications, sensor nodes transmit. In many of these 

applications, sensor nodes transmit critical information over 

the network; therefore, securitys ervices, such as, 

authentication and pairwise key establishment between sensor 

nodes and mobile sinks, are important. However, the problem 

of authentication and pairwise key establishment in sensor 

networks with MSs is still not solved in the face of mobile sink 

replication attacks. For the basic probabilistic [5] and q-

composite [6] key predistribution schemes, an attacker can 

easily obtain a large number of keys by capturing a small 

fraction of the network sensor nodes, making it possible for the 

attacker to take control of the entire network by deploying a 

replicated mobile sink, preloaded with some compromised 

keys to authenticate and then initiate data communication with 

any sensor node. 
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To facilitate the study of a new security technique, we first 

cultivated a general three-tier security framework for 

authentication and pairwise key establishment, based on the 

polynomial pool-based key predistribution scheme [14]. The 

proposed technique will substantially improve network 

resilience to mobile sink replication attacks compared to the 

single polynomial pool-based key predistribution approach 

[10], as an attacker would have to compromise many more 

sensor nodes to launch a successful mobile sink replication 

attack. In the new security framework [4], a small fraction of 

the preselected sensor nodes (see Fig. 1), called the stationary 

access nodes, act as authentication access points to the 

network, to trigger the sensor nodes to transmit their 

aggregated data to mobile sinks. A mobile sink sends data 

request messages to the sensor nodes via a stationary access 

node. These data request messages from the mobile sink will 

initiate the stationary access node to trigger sensor nodes, 

which transmit their data to the requested mobile sink. 

 

II.  RELATED WORK 

To make the three-tier security scheme more robust against a 

stationary access node replication attack, we have strengthened 

the authentication mechanism between the stationary access 

nodes and sensor nodes using one-way hash 

chains algorithm [9] in conjunction with the static polynomial 

pool-based scheme. Eschenauer and Gilgor [12] proposed a 

probabilistic key predistribution scheme to bootstrap the initial 

trust between the sensor nodes. The 

main idea was to let each sensor node randomly pick a set of 

keys from a key pool before deployment, so that any 

two sensor nodes had a certain probability of sharing at least 

one common key. Chan et al. [6] further extended 

this idea and developed two key predistribution schemes: 

 

q-composite key predistibution scheme :- That also used a key 

pool,but required two sensor node to compute a pairwise key   

from at least q -predistibuted  keys that they shared. 

 

Random Pairwise key scheme:- That randomly picked pairs of 

sensor nodes and assigned each pair of unique random keys. 

 

The pairwise key establishment problem, however, is still not 

solved. For the basic probabilistic [5] and the q-composite [6] 

key predistribution schemes, as the number of compromised 

nodes increases, the fraction of affected pairwise keys also 

increases quickly. As a result, a small number of compromised 

nodes may affect a large fraction of pairwise keys. 

 

      III.   THE THREE-TIER SECURITY SCHEME  

 

In this proposed system that used Blundo scheme [7] to 

construct o ur approach. As  the Blundo scheme provides a 

clear security guarantee. In the proposed scheme, that use two 

separate polynomial pools: 

 

The Mobile Polynomial Pool :- Polynomials from the mobile 

polynomial pool are used to establish the authentication 

between mobile sinks and stationary access nodes, which will 

enable these mobile sinks to access the sensor network for data 

gathering. Each mobile sink randomly picks a subset of 

polynomials from the mobile polynomial pool. 

 

Static Polynomial Pool :- That are used to ascertain the 

authentication and keys setup between the sensor nodes and 

stationary access nodes. 

 

 
 

Fig:- (a) Direct key Discovery 

(b) Indirect key discovery through intermediate stationary node i 

(c) Indirect key discovery through intermediate stationary access node i 

 

A small fraction of randomly selected sensor nodes carry a 

polynomial from the mobile polynomial pool. These 

preselected sensor nodes are called the stationary access nodes. 

They act as authentication access points for the network and 

trigger sensor nodes to transmit their aggregated data to the 

mobile sinks. A mobile sink sends data request messages to the 

sensor nodes via a stationary access node. The mobile sink’s 

data request messages will initiate the stationary access node to 

trigger sensor nodes to transmit their aggregated data to the 

requested sink. Each stationary access node may share a 

mobile polynomial with a mobile sink. All sensor nodes, 

including the stationary access nodes, randomly select a subset 

of polynomials from the static polynomial pool.  

We divide our scheme into two stages: static and mobile 

polynomial predistribution and key discovery between a 

mobile sink and a sensor node. 

 

Stage 1 (Static and mobile polynomial predistribution).  
This stage 1 is performed before the nodes are deployed. A 

mobile polynomial pool M of size jMj and a static polynomial 

pool S of size jSj are generated along with the polynomial 

identifiers. All mobile sinks and stationary access nodes are 

randomly given Km and one polynomial (Km > 1) fromM. The 

number of mobile polynomials in every mobile sink is more 

than the number of mobile polynomials in every stationary 

access node. This assures that a mobile node shares a common 

mobile polynomial with a stationary access node with high 

probability and reduces the number of  compromised mobile 

polynomials when the stationary access nodes are captured. All 

sensor nodes and the preselected stationary access nodes 

randomly pick a subset of Ks and Ks _ 1 polynomials from S. 

Figure shows the key discovery between the mobile node and 

stationary node. 
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Stage 2 (Key discovery between mobile node and stationary 

node).  To establish a direct pairwise key between sensor node 

u and mobile sink v, a sensor node u needs to find a stationary 

access node a in its neighborhood, 

such that, node a can establish pairwise keys with both mobile 

sink v and sensor node u. When a direct secure path is 

established between nodes u and v, mobile sink v sends the 

pairwise key Kc to node a in a message encrypted and 

authenticated with the shared pairwise key Kv;a between v and 

a. If node a receives the above message and it shares a pairwise 

key with u, it sends the pairwise key Kc to node u in a message 

encrypted and authenticated with pairwise key Ka; u between a 

and u. 

 

 

 

IV.  THE ENHANCED THREE-TIER SECURITY SCHEME 

 

The three-tier security scheme provides better network 

resilience against mobile sink replication attack compared to 

the single polynomial pool approach. This scheme delivers the 

same security performance as the single polynomial pool 

approach when the network is under a stationary access node 

replication attack. In both schemes, for any sensor node u that 

needs to authenticate and establish a pairwise key with a 

stationary access node A, the two nodes must share at least a 

common polynomial in their polynomial rings. we remedy the 

security performance of the proposed scheme in the case of a 

stationary access node replication attack. We use a one-way 

hash chain [9]  algorithm in conjunction with the polynomial 

pool scheme, addition to the static polynomial, a pool of 

randomly generated passwords is used to enhance the 

authentication between sensor nodes and stationary access 

nodes.In the enhanced security scheme, each sensor node, such 

as u, is preloaded with a subset of Ks polynomials randomly 

chosen from the static pool . In addition to the Ks preloaded 

static polynomials, node u randomly picks a subset of Gs 

passwords from the password pool.. To establish an 

authentication between a sensor node and a stationary access 

node in the enhanced scheme, the two must share a common 

static polynomial. 

 

V.  CONCLUSION 

 

In this paper, a general three-tier security framework for 

authentication and pairwise key establishment between mobile 

sinks and sensor nodes. The proposed scheme, based on the 

polynomial pool-based key predistribution scheme 

substantially improved network resilience to mobile sink 

replication attacks compared to the single  polynomial pool-

based key predistribution approach .[8]. Using two separate 

key pools and having few stationary access nodes carrying 

polynomials from the mobile pool in the network may hinder 

an attacker from gathering sensor data, by deploying a 

replicated mobile sink.I have further improved the security 

performance of the proposed scheme against stationary access 

node replication attack by strengthening the authentication 

mechanism between stationary access nodes and sensor 

nodes.To given best security to the enire tier using best 

algorithm for each  tier. Application of different encryption 

algorithms (one algorithm per tier) 
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