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Abstract—In this paper, we showed various techniques for II. INTRADOMAIN AND INTERDOMAIN ROUTING
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BGP prefix hijacking. Many researchers has came up with
interesting techniques to prevent BGP prefix hijacking. It is
important to understand multiple techniques to research about
BGP prefix hijacking. So we gone through many papers which
demonstrates about BGP prefix hijacking. In “Prefix Hijacking
Alert System” by M. Lad et al. showed a novel technique for BGP
prefix hijacking. Apart from this we presented many techniques
which are suggested by the various researchers.

Keywords—Network, BGP, Prefix hijacking, interdomain and
intradomain.

l. INTRODUCTION

Cloud computing is seen as a trend in the present day
scenario with almost all the organizations trying to make an
entry into it. The users can access their data from anywhere.
Resources in cloud system can be shared among a large
number of users. Cloud computing isa technology that uses the
internet & central remote server maintained data and
application. A simple example of cloud computing yahoo,
Gmail, Hotmail. Users don’t need a software or server to use
them. All consumer would need is just an internet connection
and they can start sending emails.

The National Institute of Standards and Technology
(NIST) has defined cloud computing as a model for enabling
convenient, on-demand network access to a shared pool of
configurable computing resources, e.g. networks, servers,
storage, applications, and services, that can be rapidly
provisioned and released with minimal management effort or
service provider interaction.!™

The several numbers of definitions have been given
explaining the cloud computing. Cloud Computing has been
defined as the new state of the art technique that is capable of
providing a flexible infrastructure, such that user need not own
the infrastructure supporting services. This integrates the
features supporting high scalability and multi-tenancy.

The main advantage of using cloud computing are :-
e Reduction in the cost of hardware and maintenance
cost

Global Accessibility

Flexibility and highly automated process where in the

customer need not worry about software up-gradation

which tends to be a daily matter.

Today internet is so large that one routing protocol will not
be able to handle the task of updating the routing tables at
regular intervals of all the routers. To overcome this scenario
an internet is divided into various autonomous systems.
Autonomous system is a group of network routers under the
control of single administration. Routing inside an
autonomous system is called an intradomain routing. Routing
between autonomous systems is called as interdomain routing.
Each autonomous system can choose one or more than one
intradomain routing protocols to handle routinf inside the
autonomous system but it can choose only one interdomain
routing protocol to handle routing between autonomous
systems. There are several intradomain and interdomain

routing protocols in use.
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Figure 1 Routing Protocols

Different routing protocols are as follows:-

e RIP(Routing Information Protocol):-

The Routing Information Protocol(RIP) is and
intradomain routing protocol used inside an
autonomous system. It is a very simple protocol
based on distance vector routing. Using RIP, a
gateway host (with a router) sends its entire routing
table to its closest neighbor host every 30 seconds.

e OSPF(Open Shortest Path First):-

OSPF protocol is an intradomain routing protocol based on
link state routing. Using OSPF, a host that obtains a change to
a routing table or detects a change in the network immediately
multicasts the information to all other hosts in the network so
that all will have the same routing table information. OSPF
multicasts the updated information only when a change has
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taken place. RIP is supported within OSPF for router-to-end

station communication.

. BGP(Border Gateway Potocol):-

The routing protocol that connects large IP networks to
form a single internet is the Border Gateway Protocol. It is
the standart inter-domain routing protocol used today. It
ensures that each participating network(autonomous system)
has route for reaching every block of IP addresses known as
prefixes. It is a path-vector protocol in which information
about network topology is spread only by local contact.

to the prefix and traffic that follows the false path will
eventually be dropped or delivered to someone who is
pretending to be the legitimate destination. In other words, the
traffic flowing over the false path is hijacked. We can say AS
that injects false information as an attacker AS, and the AS
that actually owns the route as a victim AS.

Autonomous System corresponds to an administrative
domain for example University, Company, BackBone network
and assign each AS a 16-bit numeric value.

Autonomous System consists of two traffic types:-

e Local: This type of traffic starts and ends within an

I1l.  RELATED WORK AS.
Techniques from Abstract Conclusion e Transit: This type of traffic passes through an AS/
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Prefix hijacking is a type of network attack in which a
wrong announcement related to the IP addresses associated
with an Autonomous System(AS) is made and hence
malicious parties get access to the untraceable IP addresses.
On the internet, IP space is associated in blocks and remains
under the control of AS’s. Am autonomous system can
broadcast information of an IP contained in its regime to allits
neighbors. These AS’s communicate using the Border
Gateway Protocol(BGP) model. Sometimes, due to some
error, a faculty AS may broadcast wrongly about the IPs
associated with it. In such case, the actual traffic gets routed to
some IP other than the intended one. Hence, data is leaked or
reaches to some other destination that it should not happen in
real time scenario.

In a prefix hijack event, the announced path to the prefix
cannot actually be used todeliver data to the prefix.In some
parts of the Internet, the false path replaces the authentic route
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information would then propagate to other networks.

IV CONCLUSION

Here we presented various techniques for BGP prefix
hijacking. BGP is a gateway protocol. If something happens to
BGP, multiple networks can fail. So it is important to prevent
failures and attacks on BGP. BGP prefix hijacking is one of
the important concepts which can be used for attacking BGP.
So we need to develop a full proof method to prevent BGP
prefix hijacking.
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