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Abstract—Electronic transactions have become a cornerstone of
global commerce in the digital era, necessitating robust security
measures to counter increasingly sophisticated fraud
techniques. This research explores various methodologies to
detect and prevent fraud in third-party payment channels,
which have grown in complexity alongside technological
advancements. The study evaluates traditional rule-based
systems, machine learning algorithms, and behavioral
analytics to identify fraudulent activities in electronic
transactions. By integrating these methods, the research aims
to create a comprehensive fraud detection system that
balances accuracy, precision, and recall. Experimental results
demonstrate that while machine learning models excel in
detecting fraud, combining different detection methods
can enhance security measures. This study provides insights
into the current landscape of fraud detection technologies
and offers recommendations for improving the effectiveness of
these systems to safeguard electronic transactions against
evolving threats.

Index Terms—Fraud Detection, Electronic Transactions,
Machine Learning, Payment.

[. INTRODUCTION

In the digital age, electronic transactions have become the
backbone of modern commerce, enabling seamless and
instantaneous financial exchanges across the globe [1] [2] [3].
As the reliance on third-party payment channels—such as
PayPal, Stripe, and various digital wallets—grows, so does the
complexity of ensuring secure transactions [4] [5] [6]. Despite
technological advances, these platforms are increasingly
targeted by malicious actors seeking to exploit vulnerabilities
for fraudulent purposes. The sophistication of fraud techniques
has evolved alongside technological advancements, making
traditional detection methods inadequate [7] [8] [9].

Fraud in electronic transactions encompasses a range of
deceptive practices designed to exploit vulnerabilities in digital
financial systems [9] [10]. As the volume and complexity of
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electronic transactions have grown, so too have the tactics
employed by fraudsters [11] [12] [13]. These fraudulent
activities can lead to substantial financial losses for both
consumers and businesses, necessitating robust security
measures and fraud detection systems [14].

Fraud detection in electronic transactions is a critical challenge

that involves identifying and mitigating unauthorized or
malicious activities while maintaining a smooth user experience
[15][16].
This paper explores the multifaceted approach required to
address fraud in third-party payment channels, focusing on the
technologies, methodologies, and strategies employed to
safeguard financial transactions. By examining current
practices and emerging trends, this paper aims to provide a
comprehensive overview of fraud detection and offer insights
into enhancing security measures.

II. REVIEW OF LITERATURE

A. Electronic Transaction

Electronic transactions, or e-transactions, encompass a wide
range of financial activities conducted via electronic means
rather than physical exchange [17] [18]. This category includes
various forms of payment and money transfers executed over
the Internet or other digital platforms. The rise of e-commerce
and digital financial services has significantly increased
electronic transactions, transforming how individuals and
businesses conduct financial operations [19] [20].

These transactions typically involve the transfer of funds from
one party to another using digital tools such as online banking,
mobile payment apps, and digital wallets. Key types of
electronic transactions include credit card payments, debit card
transactions, direct bank transfers, and peer-to-peer payment
systems [21] [22] [23]. The convenience and efficiency of
electronic transactions have made them the preferred method of
payment for many, supporting the rapid growth of online
shopping and digital financial services [24] [25] [26].
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B. Third-Party Payment Channels

Third-party payment channels refer to intermediaries that
facilitate transactions between buyers and sellers, offering a
layer of security and convenience [27] [28] [29]. These
platforms manage the payment process, handle the transfer of
funds, and often provide additional features such as fraud
protection, transaction dispute resolution, and integration with
other financial services [30] [31].

The role of third-party payment channels is to streamline the
transaction process by acting as a bridge between the payer
and the payee. They handle the authentication, authorization,
and settlement of transactions, reducing the need to exchange
financial information between parties directly. This
intermediary role enhances security by masking sensitive
financial data and implementing additional safeguards against
fraud.

C. Benefits and Risks

The adoption of third-party payment channels offers several
benefits, including increased convenience, enhanced security,
and simplified transaction management. For businesses, these
platforms provide easy integration with existing e-commerce
systems, enabling quick setup and access to a broad customer
base [24] [32] [33]. For consumers, the convenience of making
payments with a few clicks or taps, coupled with features such
as purchase protection and transaction tracking, adds to the
appeal of these services [34] [35].

However, the use of third-party payment channels also
introduces certain risks. These platforms can be attractive
targets for fraudsters seeking to exploit payment process
vulnerabilities. The complexity of managing multiple payment
systems and ensuring compliance with various regulations
further complicates the security landscape [36] [37]. Thus,
while third-party payment channels offer significant
advantages, they also necessitate robust fraud detection and
prevention measures to safeguard against potential threats.

D. Electronic Fraud

Fraud in electronic transactions encompasses a range of
deceptive practices designed to exploit vulnerabilities in digital
financial systems [38] [39]. As the volume and complexity of
electronic transactions have grown, so too have the tactics
employed by fraudsters. These fraudulent activities can lead to
substantial financial losses for both consumers and businesses,
necessitating robust security measures and fraud detection
systems [40] [7].

1) Common Fraud Schemes:

. Phishing and Social Engineering: Phishing is a
deceptive practice where fraudsters use fraudulent emails,
messages, or websites to trick individuals into divulging
sensitive information such as passwords or credit card numbers
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[41] [42] [43]. These communications often appear to come
from legitimate organizations, such as banks or payment
processors. Social engineering, a broader term, includes
various manipulative tactics to persuade individuals to
disclose confidential information or perform actions that
compromise security [44] [45].

- Account Takeover: Account takeover occurs when a fraudster
gains unauthorized access to a user’s account, typically by
obtaining login credentials through phishing
or data breaches [46] [47]. Once in control, the fraudster can
make unauthorized transactions, change account details, or
access sensitive information. This type of fraud is particularly
concerning in scenarios involving online banking and e-
commerce platforms, where the impact can be extensive.

« Card-Not-Present (CNP) Fraud: Card-not-present fraud
involves the use of stolen credit or debit card information to
make transactions where the physical card is not required, such
as online or over-the-phone purchases [48] [49]. This type of
fraud exploits the lack of physical verification, relying on
stolen card details obtained through various means such as
data breaches or phishing. CNP fraud poses a significant
challenge for merchants and financial institutions due to the
difficulty of verifying the legitimacy of transactions.

- Identity Theft: Identity theft occurs when fraudsters use stolen
personal information to open accounts, obtain credit, or
commit other fraudulent activities under someone else’s name
[50]. This often involves the theft of personal details such as
Social Security numbers, addresses, and financial information.
The impact of identity theft can be severe, affecting an
individual’s credit rating and personal finances.

«Friendly Fraud: Friendly fraud, also known as charge-back
fraud, involves a consumer making a legitimate purchase but
later disputing the transaction to obtain a refund while keeping
the goods or services [51]. This type of fraud exploits the
chargeback system, designed to protect consumers from
unauthorized transactions but can be misused to defraud
merchants.

2) Emerging Fraud Techniques:

- Synthetic Identity Fraud: Synthetic identity fraud involves the
creation of a fictitious identity using a combination of real and
fake information. Fraudsters use this synthetic identity to open
accounts, accumulate credit, and commit fraud before the
deception is discovered [36] [46] [2]. This type of fraud is
challenging to detect because the synthetic identity often
appears legitimate to automated systems.

-Deepfake Technology: Deepfake technology, which uses
artificial intelligence to create realistic but fake audio and
video content, is increasingly being used for fraud. Fraudsters
may use deepfakes to impersonate executives, conduct scams,
or manipulate financial transactions by creating convincing
but fraudulent communications [22] [31] [51]. The
sophistication of deepfakes poses new challenges for detecting
and preventing fraud.
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The landscape of fraud in electronic transactions is dynamic
and continually evolving. Understanding the various types of
fraud, from traditional phishing to emerging techniques like
synthetic identity fraud, is crucial for developing effective
detection and prevention strategies. As fraud tactics advance,
so must the methods to combat them, ensuring that both
consumers and businesses remain protected in an increasingly
digital financial world

E. Fraud Detection Technologies

Fraud detection technologies are critical for safeguarding
electronic transactions against a variety of fraudulent activities.
With the increasing sophistication of fraudsters, leveraging
advanced technologies has become essential for identifying and
mitigating fraud effectively. These technologies range from
traditional rule-based systems to cutting-edge artificial
intelligence (Al) and machine learning (ML) algorithms. This
section explores the primary fraud detection technologies, their
methodologies, and their applications in protecting electronic
transactions.

1) Machine Learning and Artificial Intelligence:

« Supervised Learning: Supervised learning is a type of machine
learning where models are trained on labeled datasets,
meaning that the training data includes examples of both
fraudulent and legitimate transactions. Algorithms such as
logistic regression, decision trees, and support vector
machines are commonly used in supervised learning [52] [53].
These models learn to distinguish between fraudulent and non-
fraudulent transactions based on features such as transaction
amount, frequency, and location. A credit card company might
use supervised learning to develop a model that classifies
transactions as either "fraudulent" or "non-fraudulent" based
on historical data. The model is trained on past transaction
records and then applied to new transactions to predict
potential fraud (Brown & Green, 2022).

«Unsupervised Learning: Unsupervised learning involves
analyzing unlabeled data to identify patterns and anomalies
without prior knowledge of fraud examples. Techniques such
as clustering and anomaly detection are used to identify
unusual transaction patterns that may indicate fraudulent
activity [54]. This approach is beneficial for detecting new or
evolving fraud patterns that were not previously encountered.
An unsupervised learning algorithm might cluster transactions
into groups based on similar characteristics. Transactions
outside these clusters or exhibiting unusual patterns are
flagged for further investigation.

- Predictive Analytics: Predictive analytics uses historical data
and statistical algorithms to forecast future fraud risk. Machine
learning models can analyze past transaction data to predict
the likelihood of fraud in future transactions [55]. This
approach combines supervised and unsupervised learning
elements to enhance detection accuracy. A predictive model
might analyze transaction history to forecast the likelihood of
fraud based on factors such as recent changes in spending
behavior or location. This helps in proactively identifying
high-risk transactions.
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«Rule-Based Systems: Rule-based systems rely on predefined
rules and thresholds to detect fraud. These systems are often
based on heuristics or expert knowledge and are designed to
flag transactions that meet certain criteria [56]. A rule-based
system will flag transactions that exceed a specific amount or
occur in a geographic location that deviates from a user’s
normal behavior. A bank might implement a rule that flags any
transaction over $1,000 that occurs outside of a customer’s
usual geographic area. While rule-based systems are
straightforward to implement, they can be less flexible and
may miss sophisticated fraud schemes.

-Behavioral Analytics: Behavioral analytics focuses on
monitoring and analyzing user behavior patterns to detect
anomalies that may indicate fraud. This technology examines
how users interact with systems and identifies deviations from
their typical behavior [57]. Behavioral analytics can be
integrated with other fraud detection technologies to provide a
more comprehensive view of transaction risk. An online
payment platform might analyze login times, transaction
patterns, and device information to establish a user’s normal
behavior profile. Transactions that deviate significantly from
this profile, such as a sudden increase in transaction volume or
an access attempt from an unusual device, are flagged for
review.

- Integration of Technologies: Modern fraud detection systems
often integrate multiple technologies to enhance detection
capabilities. Combining machine learning, rule-based systems,
and behavioral analytics allows for a more robust and adaptive
approach to fraud detection (Wilson & Thompson, 2023). This
integration helps address individual technologies' limitations
and improve overall detection accuracy.

Example: A comprehensive fraud detection system might use
machine learning algorithms to analyze transaction patterns,
rule-based systems to enforce thresholds, and behavioral
analytics to monitor user behavior. This multi-layered
approach increases the likelihood of identifying both known
and emerging fraud threats (Chen & Lee, 2024).

Despite advancements in fraud detection technologies, several
challenges remain. Machine learning models can be vulnerable
to biases in training data and may struggle with false positives.
Rule-based systems may not adapt well to evolving fraud
tactics, and behavioral analytics requires significant data to
establish accurate user profiles (Smith & Chang, 2023).
Addressing these challenges requires continuous improvement
and adaptation of fraud detection systems.

Fraud detection technologies are essential for protecting
electronic transactions from a variety of fraudulent activities.
By leveraging machine learning, rule-based systems, and
behavioral analytics, organizations can enhance their ability to
detect and mitigate fraud. However, ongoing innovation and
adaptation are necessary to address emerging threats and
ensure the effectiveness of fraud detection systems.
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III. METHODOLOGY

The primary goal of this research is to develop and compare the
effectiveness of different fraud detection methods using a real-
world dataset. The focus is on evaluating the performance of
individual techniques, such as rule-based systems, machine
learning algorithms, and behavioral analytics, and then
integrating these methods to create a comprehensive fraud
detection system. A comprehensive description of the method
adopted in this work is enumerated below.

1) Methods and Models:

«Rule-Based System: A simple rule-based approach was
implemented, where transactions were flagged based on
predefined thresholds and conditions. This method aimed to
capture obvious fraud patterns.

o {1, if f(x) = 6 or g(x) satisfies condition C
Y= 0, otherwise
where:

— 7 is the flag for the transaction (1 for fraud, 0 for non-fraud).

- f(x) represents a function applied to the transaction
features x (e.g., amount, frequency).

- 0 is a predefined threshold.

- g(x) represents another function or condition applied to
the features.

- C represents a predefined condition for flagging
transactions.

«Machine Learning Model: Three machine learning algorithms
was used namely Random Forest classifier, Gradient Boosting
and Logistic Regression. The model was trained on the labeled
dataset to learn patterns associated with fraudulent
transactions. This approach was expected to perform better
than the rule-based system by capturing complex patterns.

Random Forest

The prediction y" from a Random Forest for a sample x is
given by:

L &
9= ()
m=1
where M is the number of trees in the forest, and hm(x) is the
prediction from the m-th tree.

Gradient Boosting
The prediction y” from Gradient Boosting for a sample x is

given by:

M
P =E)+ ) Vb ()
m=1
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where Fo(x) is the initial model, ymare the weights for the m-th
tree, hm(x) are the weak learners (e.g., trees), and M is the
number of boosting iterations.

Logistic Regression

The probability P(Y = 1|x) of the positive class in Logistic
Regression is given by:

1
P =1x)= ——
( ) = TG

where fois the intercept, f§ is the vector of coefficients, and x is
the feature vector. The decision boundary is typically set at 0.5,
so if P(Y = 1]x) = 0.5, the prediction is class 1; otherwise, it is
class 0.

. Behavioral Analytics (Anomaly Detection): An Isolation
Forest was employed to detect anomalies in user behavior. This
method aimed to identify unusual patterns that may indicate
fraud, even if they do not match known fraud patterns.

Isolation Forest Anomaly Score

The anomaly score s(x) for a sample x using Isolation Forest is
computed based on the path length of x in the trees of the forest.
If E(x) is the average path length of x across all trees, the
anomaly score can be calculated as:
Ex)
s(x) = 2¢m)
where:
- E(x) is the average path length of x across all trees.
- c(n) is a normalization factor for the path length, which
depends on the number of samples n in the forest.

The normalization factor c(n) is defined as:

c(n) =2 - (logz(n) +)

where y is an additional constant to account for small sample
sizes.

Isolation Forest Construction

Isolation Forest builds an ensemble of Isolation Trees (iTrees).
Each Isolation Tree is constructed by randomly selecting a
feature and then randomly selecting a split value between the
minimum and maximum values of that feature. This process is
repeated recursively to isolate observations.

The probability of anomaly p(x) for a sample x is determined
by:

p(x) = % Z score,, (x)

where:
— M is the number of isolation trees in the forest.

— scorem(x) is the anomaly score for x computed by the m-th
isolation tree.
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The anomaly score is higher for points that are more easily
isolated (i.e., have shorter path lengths), indicating a higher
likelihood of being anomalies.

e Integrated Method: The predictions from the rule-based
system, machine learning model, and behavioral analytics were
combined using logical OR to create an integrated approach.
The goal was to leverage the strengths of each method to
improve overall fraud detection. To combine the predictions
from the rule-based system, machine learning model, and
behavioral analytics using a logical OR to create an integrated
approach, the integrated prediction ) inwerated can be expressed
as:

yintegrated = R(X) \% M(X) \4 B(X)

where:

— R(x) represents the prediction from the rule-based system,

— M(x) represents the prediction from the machine learning
model,

— B(x) represents the prediction from behavioral analytics.

In this expression, V denotes the logical OR operation. The
predictions R(x), M(x), and B(x) are binary values where 1
indicates a positive prediction (e.g., fraud detected) and 0
indicates a negative prediction. The integrated prediction
V'integrated Will be 1 if any of the individual predictions indicate a
positive outcome.

2) Evaluation Metrics:

. Accuracy: Measures the proportion of correctly classified
transactions (both fraud and non-fraud) out of the total
transactions. It is used to gauge the overall effectiveness of
the model.

The accuracy of a model is defined as:

| ~ TP + TN
CeUracy = Tp Y TN + FP + FN

«Precision: The proportion of true fraud cases among all
transactions flagged as fraud. High precision indicates that
the method is good at minimizing false positives. The
mathematical expression for precision is given by:

TP
TP + FP
where TP stands for True Positives and FP stands for
False Positives.
«Recall: The proportion of actual fraud cases that were

correctly identified. High recall indicates that the method is
effective at catching fraudulent transactions.

TP
TP +FN

Precision =

Recall =

IJERTV 131 S100059

International Journal of Engineering Research & Technology (IJERT)

| SSN: 2278-0181
Vol. 13 I'ssue 10, October 2024

«F1-Score: The harmonic mean of precision and recall,
providing a single metric that balances both aspects. It is
particularly useful when the class distribution is imbalanced, as
it was in this research. The F1 score is given by:

2 X Precision X Recall

F1=
Precision + Recall

«Root Mean Squared Error (RMSE): It measures the average
difference between values predicted by a model and the actual
values. It provides an estimation of how well the model is able
to predict the target value (accuracy). The lower the value of the
Root Mean Squared Error, the better the model is. The Root
Mean Squared Error (RMSE) is given by:

RMSE =

where:

n is the number of observations,

yiis the actual value,

¥ is the predicted value.

«Least Squared Error (LSE): It is a commonly used metric to
evaluate the performance of regression models, where the goal
is to measure how well the model’s predictions match the actual
data.

The Least Squares Error (LSE) is given by:

n
LSE = ) (i = 90)?
i=1
where:

— yiis the actual value,
— J; is the predicted value, and — n is the number of
observations.

3) Experimental Setup:

. Dataset Description The dataset used in this research is a
simulated financial transaction dataset containing both
legitimate and fraudulent transactions. The dataset includes
features such as:

‘type‘: The type of transaction (e.g., transfer, cash out).

— ‘amount‘: The amount of the transaction.

— ‘oldbalanceOrg‘: The original balance
transaction.

— ‘newbalanceOrig‘: The balance after the transaction.

— ‘isFraud‘: A binary label indicating whether the transaction

is fraudulent or not.

before the

. Data Preprocessing: - Feature Engineering: New features were
created to enhance the detection process, including the
difference between the original balance and the transaction
amount, the ratio of the transaction amount to the original

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)
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balance, and the transaction count per user. - Data Splitting:  _ Recall:High recall of 99.59%, shows that the model catches

The dataset was split into training and testing sets to allow for almost all fraudulent transactions.
model evaluation and validation. — F1-Score: The Fl-score of 99.69%, is also very high,
4) Experimental Procedure: indicating a good balance between precision and recall.

— Conclusion:The machine learning model performs
exceptionally well as shown in Figure 1 , making it the
most effective method for detecting fraud in this dataset.

— Model Training: The Random Forest model was trained on
the training set, which contained both fraudulent and non-
fraudulent transactions. The training process involved
learning patterns and associations in the data that could
differentiate between the two classes. Comparison of Fraud Detection Methods

1.0 - BN Accuracy

Method Rule-Based| Machine Learning| Behavioral | Integrated M. Pregysion
Accuracy | 0.116338 | 0.999992 0.98878 0.116030 —r
Precision | 0.001378 | 0.997942 0.002151 | 0.001441 8
Recall 0.9560574 | 0.995893 0.016837 1.0
F1-Score | 0.002752 0.996916 0.003816 0.002877 0.6 1
Table I: Model Performance Comparison
— Anomaly Detection: The Isolation Forest model was trained o
to identify transactions that deviate significantly from normal
user behavior. This approach is unsupervised and does not 92
require labeled data.
— Prediction and Integration: Each method was used to predict dig i =

Scores

fraud on the test set. The predictions from the individual rilesiser Hacineteam o Integrated
methods were then integrated using a logical OR operation to
assess whether combining them could improve detection Figure 1: Comparison of Fraud Detection Methods
performance.
IV. EXPERIMENTAL RESULTS AND ANALYSIS C. Behavioral Analytics (Isolation Forest)
The experimental results reveal distinct performance — Accuracy: High accuracy of 98.88%, but not as high as the
differences across the evaluated methods in detecting fraud machine learning model.
in third party transactions. Table I presents the results. — Precision: Very low precision of 0.21%, indicating that most
flagged transactions are not fraudulent.
A. Rule-Based System — Recall:Very low recall of 1.68 which means that only a small
— Accuracy: Very low at 11.63% indicating that the rule- fraction of fraudulent transactions are detected.
based method incorrectly labels most transactions. — F1-Score:Very low Fl-score of 0.38%, indicating poor
— Precision:Extremely low at 0.14%, meaning that very few performance overall.

flagged transactions are actually fraudulent.

— Recall: High recall at 95.61% shows that the method
catches almost all fraudulent transactions but at the cost of
flagging many legitimate transactions as fraudulent.

— FI1-Score:Low F1-Score at 0.27%, indicating an imbalance
between precision and recall, heavily skewed towards D. Integrated Method

Behavioral analytics, as implemented here, does not
perform well. The method has a low precision and recall,
indicating it misses many fraudulent transactions and
incorrectly flags many legitimate transactions.

recall.
—  Conclusion: The rule-based system is overly simplisticand ~— Accuracy:Very low at 11.60% , similar to the rulebased
flags too many transactions, resulting in a very high false system.
positive rate. This method is not effective for fraud — Precision:Extremely low precision of 0.14%, meaning that
detection in this context. almost all flagged transactions are not actually fraudulent.
— Recall:The recall is perfect 100%, meaning all fraudulent
B. Machine Learning Model transactions are flagged, but this comes at the cost of an
— Accuracy: Extremely high accuracy at 99.999%, overwhelming number of false positives.
indicatilllg the model correctly classifies almost all _ Fi-Score:Low F1-Score of 0.28%, indicating a significant
transactions. imbalance between precision and recall, skewed towards
—  Precision:Very high precision at 99.79%, means that recall.
nearly all transactions flagged as fraudulent are indeed
fraud.
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The integrated method suffers from the same issues as the rule-
based system, where an overly broad approach leads to many
false positives. The integration of the methods, as implemented,
does not improve the overall performance.

V. CONCLUSION

The research findings indicate that different methods used in
fraud detection exhibit varying levels of effectiveness, with the
machine learning approach standing out as the most reliable.

LSE Comparison with Integrated Method

0.54

0.4+

0.34

LSE

0.2 9

0.1+

0.0 T T T T

Figure 2: Least Squared Error

RMSE Comparison with Integrated Method

RMSE

Figure 3: Root Mean Square Error
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Specifically, the Random Forest classifier demonstrated the
highest performance across all evaluation metrics, including
accuracy, precision, recall, and F1-score. This makes it the most
effective method for detecting fraudulent activities while
minimizing false positives.
Conversely, while achieving high recall, the rule-based
system struggled with precision, leading to a significant number
of false positives. This indicates that while it can detect
potential fraud, it lacks the specificity needed to accurately
filter out legitimate transactions.
The behavioral analytics approach showed the weakest
performance, with low precision and recall, suggesting that it
was not well-suited for the context of this study. This method’s
limitations in accurately identifying fraud highlight the
challenges of relying solely on behavioral patterns.
The integrated method, which combined multiple approaches,
did not improve upon the performance of the machine learning
model alone. Instead, it mirrored some of the issues seen with
the rule-based system, particularly in generating false positives.
This outcome suggests that simply combining methods is not
enough; a more nuanced approach to integration is required.
In summary, the research underscores the superiority of
machine learning models, particularly the Random Forest
classifier, in fraud detection. While traditional methods like
rule-based systems and behavioral analytics can offer some
value, they are not as effective in isolation. Future research
should focus on refining integrated approaches to leverage the
strengths of each method while mitigating their weaknesses,
ultimately leading to more accurate and reliable fraud detection
systems.
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